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1 For your safety

Read this user manual carefully and keep it for future reference.

1

VAN

1

A

O

i

2

Identification of warning notes

This symbol indicates hazards that could lead to personal injury.
There are three signal words indicating the severity of a potential injury.

DANGER

Indicates a hazard with a high risk level. If this hazardous situation is not
avoided, it will result in death or serious injury.

WARNING

Indicates a hazard with a medium risk level. If this hazardous situation is not
avoided, it could result in death or serious injury.

CAUTION
Indicates a hazard with a low risk level. If this hazardous situation is not avoided,
it could result in minor or moderate injury.

This symbol together with the NOTE signal word warns the reader of actions
that might cause property damage or a malfunction.

Here you will find additional information or detailed sources of information.

Qualification of users

The use of products described in this user manual is oriented exclusively to:

Electrically skilled persons or persons instructed by them. The users must be familiar
with the relevant safety concepts of automation technology as well as applicable stan-
dards and other regulations.

Qualified application programmers and software engineers. The users must be familiar
with the relevant safety concepts of automation technology as well as applicable stan-
dards and other regulations.

8/192
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For your safety

1.3 Field of application of the product

1.3.1 Intended use

The AXC F 2152 controller is a modular small-scale controller that can be used for smaller
and medium-sized applications. The device has an IP20 protection class and is designed
for use in closed control cabinets or control boxes (junction boxes) with IP54 degree of pro-
tection or higher.

The device is designed for use in industrial environments.

1.4 Product changes

Modifications to the device hardware are not permitted.

Incorrect operation or modifications to the device can endanger your safety or damage the
device. Do not repair the device yourself. If the device is defective, please contact
Phoenix Contact.

1.5 Safety notes

Observe the country-specific installation, safety, and accident prevention regulations.
During startup and maintenance work, proceed in accordance with the five safety rules of
DIN EN 50110-1. In general, the rules should be observed in the specified order:

— Disconnect safely

— Ensure power cannot be switched on again

— Verify safe isolation from the supply

- Ground and short circuit

—  Cover or safeguard adjacent live parts

Once the work is complete, perform the above steps again in reverse order.

NOTE: Property damage due to impermissible stress

The IP20 degree of protection (IEC 60529/EN 60529) requires that the device be used in

aclean and dry environment. If you use the device in an environment that is outside of the

specified limits, this may cause damage to the device.

* Do not subject the device to mechanical and/or thermal stress that exceeds the spec-
ified limits.

NOTE: Electrostatic discharge

The device contains components that can be damaged or destroyed by electrostatic dis-
charge. When handling the device, observe the necessary safety precautions against
electrostatic discharge (ESD) in accordance with EN 61340-5-1 and IEC 61340-5-1.

NOTE: Device failure due to foreign objects in device
Foreign objects in the device can lead to malfunctions or even device failure.
* Ensure that no foreign objects find their way into the device (e.g., in the vents).

107708_en_04
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NOTE: Device failure if operated outside the permitted ambient temperature

range

Operating the device in ambient temperatures that are not within the permitted range may

lead to malfunctions or even device failure.

e Ensure that the device is operated within the permitted ambient temperature range,
see Section 14.2.

NOTE: Device failure due to operation above the permitted specifications for vi-

brations and shock

If the device is subjected to vibrations and shock levels above the permitted specifications

during operation, this may lead to malfunctions or even device failure.

* Ensure that the permitted specifications for vibrations and shocks are adhered to
when operating the device, see Section 14.2.

NOTE: Device defect due to polarity reversal
Polarity reversal puts a strain on the electronics and can damage the device.
* To protect the device, avoid reversing the poles of the 24 V supply.

Please note:
The service interface is currently without function.
The service interface (USB type C) is intended for the connection of a PC. The service in-

terface is not intended for connecting other peripheral devices.

1.6 UL warning notes

If the device is not used in the specified manner, the protection provided by the device may
be impaired.

SELYV - Limited energy according UL/IEC/EN 61010-1 or NEC Class 2
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For your safety

1.7  Security in the network

NOTE: Risk of unauthorized network access

Connecting devices to a network via Ethernet always entails the risk of unauthorized ac-
cess to the network.

Therefore, please check for the option of disabling active communication channels in your
application (for instance SNMP, FTP, BootP, DCP, HTTP, HTTPS, etc.) or setting pass-
words to prevent third parties from accessing the controller without authorization and
modifying the system.

Due to its communication interfaces, the controller should not be used in safety-critical ap-
plications unless additional security appliances are used.

Please take additional protective measures in accordance with the IT security require-
ments and the standards applicable to your application (e.g., virtual networks (VPN) for
remote maintenance access, firewalls, etc.) for protection against unauthorized network
access.

On first request, you shall release Phoenix Contact and the companies associated with
Phoenix Contact GmbH & Co. KG, FlachsmarktstraBe 8, 32825 Blomberg, Germany in
accordance with §§ 15 ff AktG (German Stock Corporation Act), hereinafter collectively
referred to as “Phoenix Contact”, from all third-party claims made due to improper use.

For the protection of networks for remote maintenance via VPN, Phoenix Contact offers
the mGuard product range of security appliances, a description of which you will find in
the latest Phoenix Contact catalog (phoenixcontact.net/products).

Additional measures for protection against unauthorized network access are listed in the

AH EN INDUSTRIAL SECURITY application note. The application note can be down-
loaded at phoenixcontact.net/product/2404267.

107708_en_04

PHOENIX CONTACT 11/192

DOWNLOADED FROM WWW.SCATTS.CO.UK


http://phoenixcontact.net/products
http://phoenixcontact.net/product/2404267

AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

2 Transport, storage and unpacking

2.1 Transport

The device is delivered in cardboard packaging.
*  Only transport the device to its destination in its original packaging.

¢ Observe the instructions on how to handle the package, as well as the moisture, shock,
tilt, and temperature indicators on the packaging.

* Observe the humidity specifications and the temperature range specified for transport
(see Section 14.2).

¢ Protect the surfaces as necessary to prevent damage.

*  When transporting the equipment or storing it temporarily, make sure that the surfaces
are protected from the elements and any external influences, and that they are kept dry
and clean.

2.2 Storage

The storage location must meet the following requirements:

- Dry

— Protected from unauthorized access

—  Protected from harmful environmental influences such as UV light

— Temperature range: -40°C ... +85°C

— Air pressure: 58 kPa ... 106 kPa (up to 4500 m above sea level)

—  Permissible humidity: 5% ... 95% (in accordance with DIN EN 61131-2)

2.3 Unpacking

The AXC F 2152 is supplied in the packaging together with a packing slip with installation
instructions.

¢ Read the complete packing slip carefully before unpacking the controller.

NOTE: Electrostatic discharge

The device contains components that can be damaged or destroyed by electrostatic dis-
charge. When handling the device, observe the necessary safety precautions against
electrostatic discharge (ESD) in accordance with EN 61340-5-1 and IEC 61340-5-1.

NOTE: Property damage due to noncompliance with ESD notes

If the ESD notes are not observed during unpacking and packaging, the device may be-
come damaged.

*  Observe the ESD notes during unpacking and packaging.
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Transport, storage and unpacking

Checking the delivery

Scope of supply

Check the delivery for transport damage.

Damaged packaging is an indicator of potential damage to the device that may have oc-
curred during transport. This could result in a malfunction.

Submit claims for any transport damage immediately, and inform Phoenix Contact or

your supplier as well as the shipping company without delay.

Enclose photos clearly documenting the damage to the packaging and/or delivery to-

gether with your claim.

Immediately upon delivery, check the delivery note to ensure that the delivery is com-

plete.

Keep the box and packaging material in case you need to return the product.

We strongly recommend using the original packaging to return the product.

If the original packaging is no longer available, observe the following points:

— Observe the humidity specifications and the temperature range specified for trans-
port (see Section 14.2).

— Use dehumidifying agents if necessary.

— Use suitable ESD packaging to protect components that are sensitive to electro-
static discharge.

— Make sure that the packaging you select is large enough and sufficiently thick.

—  Only use plastic bubble wrap sheets as wadding.

— Attach warnings to the transport packaging so that they are clearly visible.

Please ensure that the delivery note is placed inside the package if the package is to be

shipped domestically. However, if the package is being shipped internationally, the de-

livery note must be placed inside a delivery note pocket and attached to the outside so

that it is clearly visible.

AXC F 2152 controller
AXL BS BK bus base module
AXL CN S/UL supply connector

107708_en_04
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3 Description of the AXC F 2152

Axioline F station

Inline station

Programming

Integrated Ethernet
interfaces

PROFINET controller/
device functionality

3.1 General description of the controller

The AXC F 2152 is a modular small-scale controller with integrated Ethernet and Axioline F
local bus connection.

The controller consists of an electronics module (1) and a bus base module (2).

107708A001
Figure 3-1 Components of the controller

An Axioline F station is created by connecting Axioline F modules to the controller side by
side. The Axioline F local bus (referred to as local bus in this document) is implemented by
arranging bus base modules side by side.

As an alternative to an Axioline F station, you can create a PLCnext Inline station using the
controller. To do so, you need the AXC F IL ADAPT Inline adapter terminal

(Order No. 1020304). You can directly install the Inline modules in series on the Inline
adapter terminal.

The controller can be configured and programmed in accordance with IEC 61131 using the
PLCnext Engineer automation software.

In addition or as an alternative to the programming languages specified in IEC 61131-3, you
can also use the C++ or MATLAB® Simulink® programming languages. The individual pro-
grams or program parts can be programmed in any development environment (e.g.,
Eclipse, Microsoft® Visual Studio®, etc.). These programs or program parts must then be
imported into PLCnext Engineer as a library.

The controller features two Ethernet interfaces for TCP/IP / UDP/IP communication within
the Ethernet network.

The PROFINET protocol can be used via the Ethernet interfaces of the controller. In this
case, the controller can be used as a PROFINET controller or PROFINET device, depend-
ing on the configuration.

For additional information on how to integrate the AXC F 2152 as a PROFINET controller
or device, please refer to the PLCnext Engineer online help.

14/192 PHOENIX CONTACT
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Description of the AXC F 2152

Axioline F local bus

O

Left-alignment of
Axioline F extension
modules

Axioline F/
system and firmware

MRP

An interface to the Axioline F local bus is provided on the bottom of the controller. Bus base
modules are used to carry the communications power and the bus signals from the control-
ler through the Axioline F station. A bus base module is supplied with the controller.

Up to 63 Axioline F modules can be connected to the controller. The maximum number of
modules that can be operated depends on the current consumption of the modules. The
total current consumption of all devices connected to the controller must not exceed the
maximum current that the controller supplies for the local bus.

NOTE: Electronics may be damaged when overloaded

Observe the current consumption of each device when configuring an Axioline F station.
The current consumption is specified in each module-specific data sheet and may vary.

The possible number of devices that can be connected depends on the structure of the

Axioline F station.

You can connect one Axioline F extension module to the left of the controller using the
AXC BS L 2bus base module. The following left-alignable Axioline F extension modules are
currently available:
— AXC F XT ETH 1TX (Order No. 2403115):
Left-alignable Ethernet interface
— AXC F XT IB (Order Number 2403018):
Left-alignable INTERBUS master for the connection of up to 255 INTERBUS remote
bus devices

Please note:

The AXC BS L 2 bus base module is not supplied with the AXC F 2152. For the bus base
module ordering data, please refer to Section “Ordering data” on page 171.

For system-specific information on the Axioline F system, please refer to the

PLCnext Engineer online help and the “Axioline F: system and installation”

(UM EN AXL F SYS INST) and “Axioline F: Diagnostic registers, and error messages”
(UM EN AXL F SYS DIAG) user manuals.

The user manuals can be downloaded at phoenixcon .n r 2404267 .

The MRP Media Redundancy Protocol protocol can be used via the Ethernet interfaces of

the controller. The controller supports the MRP client function, which can be enabled or dis-
abled via an engineering tool (e.g., PLCnext Engineer). This function is disabled by default.

If the function is enabled, it remains enabled after the supply voltage is switched off and on.

If the controller has been reset to the delivery state, the MRP client function will also be dis-
abled again. In a ring with Media Redundancy Protocol, maximum switch-over times of up

to 200 ms can be expected.

107708_en_04
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Parameterization The controller has an internal parameterization memory. This memory can be used to store

memory/SD card programs and configurations which belong to your project, e.g., the visualization project. If
the internal parameterization memory is not large enough for your application, the controller
can be operated using an SD card. The SD card is optional and not required to operate the
controller.

The SD card is not included in the scope of delivery of the controller.

e Only use an SD card provided by Phoenix Contact (see Section “Ordering data” on
page 171).

e

@ NOTE: Damage to the SD card after formatting

The SD card is already formatted (ext4 format) and is intended for use with
Phoenix Contact controllers from the PLCnext Control product range. If you format the SD
card, certain information on the SD card that is required for use with Phoenix Contact de-
vices will be lost. After formatting, you can no longer use the SD card to operate the con-
troller.

¢ Ensure that the SD card is not formatted.

Visualization You can create visualizations for the controller using the HMI integrated into
PLCnext Engineer.

Real-time clock In the event of a supply voltage failure, the real-time clock integrated into the controller is
buffered, see Section “Technical data” on page 173.

3.2 Type key for order designation

AXC, F 2152

Firmware architecture
Performance class within the controller class

Controller class

Design within the product family and protection class

Product family

Figure 3-2 Type key for order designation
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Description of the AXC F 2152

e

Notes on LGPL software li-
braries

Notes on OpenSSL

3.3 Licensing information regarding open-source soft-
ware

The AXC F 2152 controller works with a Linux operating system.
License information for the individual Linux packages can be found in the file system of the
AXC F 2152 under:

/usr/share/common-licenses

Information on the directory structure of the file system can be found in Section 3.6.

Alternatively, you can also call up the license information via the AXC F 2152 web-based
management system, see Section 9.2.

All open-source software used in the product is subject to the respective license terms that
are not affected by the Phoenix Contact Software License Terms (SLT) for the product. In
particular, the license holder can change the respective open-source software in accor-
dance with the applicable license terms. If the license holder wishes to change an LGPL
software library contained in this product, reverse engineering is permitted for debugging
such modifications.

This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

3.4 Requesting source code

The AXC F 2152 contains software components that are licensed by the rights holder as
free software or open-source software under the GNU General Public License.

You can request the source code of these software components in the form of a CD or DVD-
ROM for a processing fee of 50 euros within three years after delivery of the AXC F 2152.
To do so, contact the Phoenix Contact After Sales Service in writing at the following ad-
dress:

PHOENIX CONTACT GmbH & Co. KG
After Sales Service

FlachsmarktstraBe 8

32825 Blomberg

GERMANY

Subject: Source code for AXC F 2152

107708_en_04

PHOENIX CONTACT 17 /192

DOWNLOADED FROM WWW.SCATTS.CO.UK


http://www.openssl.org/

AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

Operation without an SD
card

Operation with an SD card

Table 3-1

3.5 Hardware and software requirements
Hardware/software Description
Controller AXC F 2152
SD card For ordering data, see Section “Ordering data” on
page 171
Ethernet cable Ethernet cable for connecting the controller to a PC
PLCnext Engineer >2019.6

3.6 Directory structure of the file system

The AXC F 2152 controller works with a Linux operating system. You can access the con-
troller via SFTP or via SSH and view the directories and files on the file system (on the inter-
nal parameterization memory and on the optional SD card) and modify them as necessary.

Directories and files that are provided by Phoenix Contact (also through firmware updates)
are stored on the internal parameterization memory of the AXC F 2152.

If you make changes to the directories or files, the Linux operating system generates an
overlay file system. The directory structure depends on whether you operate the controller
with or without an SD card:

If you make changes to the directories or files on the internal parameterization memory, the
Linux operating system generates an overlay file system here.

If you operate the controller with an SD card, the overlay file system is generated on the SD
card.

Settings that you have configured yourself (e.g., network configuration, configured bus con-
figuration, PLCnext Engineer project, etc.) are also saved to the SD card.

Directory structure on the internal parameterization memory and the SD card

Directory

Description

/usr/local/lib

Directory for storing additional open-source libraries that are used by custom-
ized C++ programs.

Detailed information on programming the AXC F 2152 using C++ can be found

in the PLCnext Community at plcnext-community.net.

/usr/share/common-licenses

License information for the individual Linux packages of the AXC F 2152

/opt/plcnext Home directory of the “admin” Linux user and working directory of the device
firmware
Files written by the application program are stored in this directory if the speci-
fied file name does not contain a storage path.

/opt/plcnext/logs Log files of the device firmware

/opt/plcnext/projects Directory for storing project folders and files

/opt/plcnext/projects/PCWE

Directory for storing PLCnext Engineer projects

All files and subdirectories in this directory are managed exclusively by
PLCnext Engineer.

* Do not make any changes to this directory.

18/192 PHOENIX CONTACT
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Table 3-1 Directory structure on the internal parameterization memory and the SD card
Directory Description
/opt/plcnext/Security Directory for storing certificates of the Identity Store and the Trust Store

/opt/plcnext/Security/Certificates/https | Directory for storing HTTPS certificates

For additional information on the exchange of HTTPS certificates, please refer
to Section “Replacing the HTTPS certificate” on page 179.

/opt/plcnext/Security/TrustStores Directory for storing the Trust Stores configured in WBM
Every subdirectory corresponds with the name of a Trust Store.

A Trust Store directory contains the following subdirectories:

— trusted: The directory contains CA certificates that can be trusted.

— issuers: The directory contains CA certificates that cannot be trusted auto-
matically, but that are needed for the creation of a certificate chain.

— trusted/crl: The directory contains files with Certificate Revocation Lists
(CRL) for the CA certificates.

— issuers/crl: The directory contains files with Certificate Revocation Lists
(CRL) for issuer certificates.

/opt/plcnext/Security/IdentityStores Directory for storing the Identity Stores configured in WBM

Every subdirectory corresponds with the name of an Identity Store. An Identity
Store contains identities (X.509 certificates with the corresponding private key).

An Identity Store directory contains the following files:

— certificate.pem: The file in PEM format contains the X.509 certificate of the
identity. The file can additionally contain several certificates of the certifi-
cate chain.

- key.pem: The file in PEM format contains the private key for the certificate.

- tpmkey.pem: The file contains the private key, linked to the TPM (Trusted
Platform Module) of the controller.

/opt/plcnext/apps All active apps that you downloaded from the PLCnext store to the controller are
mounted in this directory.

Every active app is mounted in a subdirectory with the name of the app identi-
fier. The entire content of the app container is available in this directory (read-
only).

The directory is managed by the PLCnext Store.

* Do not make any changes to this directory.

/opt/plcnext/installed_apps Directory for storing all installed app containers

The directory is part of the PLCnext Store.

/opt/plcnext/appshome Directory for storing and managing app data

The directory is managed by the PLCnext Store and the installed apps.
* Do not make any changes to this directory.

/opt/plcnext/Ittng Directory for storing the default configuration files for tracing via LTTng
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Table 3-1 Directory structure on the internal parameterization memory and the SD card
Directory Description
/opt/plcnext/lttng_traces Directory for storing the trace files
The directory is created during the runtime of the trace controller at the first in-
vocation of the trigger function for saving the trace files. At every invocation of
the trigger function of the memory, a new subdirectory (trace directory) is cre-
ated in the directory for saving the current trace data.
The designation of a trace directory consists of the following:
YYYYMMDD_hhmmss
For example: /opt/plcnext/lttng_traces/20190418_190615/<trace data>
The memory functions as a ring memory. If the configured maximum memory
space is exceeded, the respectively oldest trace directory is deleted.
/opt/plcnext/backup Directory for download changes operations
The directory is used for creating a backup of the project folder. In the event of
an error, the contents of the backup folder are restored. The backup directory is
created after the first successful project download and updated after each suc-
cessful project download.
/opt/plcnext/retaining Not used
/opt/plcnext/shadowing Directory for the internal storage of copies of C++ user libraries that have been
configured in PLCnext Engineer and transferred to the controller.
/opt/plcnext/profinet Directory for storing temporary PROFINET files
20/192 PHOENIX CONTACT 107708_en_04
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3.7 Using SFTP to access the file system

The file system (on the internal parameterization memory and on the SD card of the
AXC F 2152) is accessed via the SFTP protocol. SFTP client software is required for this
(e.g., WinSCP).

Access to the file system via SFTP requires authentication with a user name and password.

Please note:

Authentication with a user name and password is always required for SFTP access and
cannot be deactivated.

Only users with administrator rights can access the file system.

You can create additional users with administrator rights in the web-based management
system of the AXC F 2152 via the User Manager, see Section 9.5.4.1.

The following access data is set by default with administrator rights:

User name: admin
Password: printed on the controller (see Figure 3-3).

www.plenext-community.net

BF-C RUN

e
[
BF-C O |O|FAIL
sF|O| |3|osG
BoOT O [Op
exT Ol [gE

password: 12345678

107708002

Figure 3-3 Administrator password on the controller
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3.8 Firewall

The firewall of the AXC F 2152 is deactivated by default.
Recommended:

e Activate the firewall.

Please note:

If you use the AXC F 2152 as a PROFINET controller, you must authorize all incoming
connections via all UDP ports if the firewall is activated. Otherwise, establishing a connec-
tion to certain PROFINET devices is not possible.

You can configure the firewall via the web-based management system of the controller, see
Section “Firewall” page” on page 152.

For more detailed information on the firewall, please refer to the “PLCnext Technology” user
manual.

The user manual can be downloaded at phoenixcontact.net/product/2404267.
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3.9 Possible fields of application of the controller

3.9.1 The AXC F 2152 as a distributed controller of an Axioline F
station

The controller can be used as a distributed controller for an Axioline F station that is con-
nected to an Ethernet system. A maximum of 63 devices (Axioline F modules) can be con-
nected to the controller. The maximum number of alignable devices depends on the current
consumption of the devices. The total current consumption of all devices aligned on the con-
troller must not exceed the maximum current that the controller supplies for the local bus
(1 A at an ambient temperature < 55°C).

| A e

Ethernet

Figure 3-4 Axioline F station with AXC F 2152 controller
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3.9.2 The AXC F 2152 as a PROFINET controller in a PROFINET
network

Figure 3-5 shows the example of the AXC F 2152 as a PROFINET controller in a PROF-
INET network.

[eYe) [eXe) [eXe] (eTe)

o0 olo3

2101267 AXC F 2152

ocloclool00

ol
o
o
9
o o
1 1
I=— 1 S
o I3 o
o [8 3
o

—— |

O e o o1 o)

(€O OO OJO OJOO

(@O O[O OJO OO O

Cgapacians O giaistaipieia] }loleieis sielisls

(040 O[O OJOOJ0 O (040 OO OJOOJ0 O (010 O[]0 O[O OO OLHJeJO O[O O[O OJO O]

PROFINET PROFINET

Figure 3-5 AXC F 2152 as a PROFINET controller

Key:
A AXC F 2152 PROFINET controller
B PROFINET device (in the example: AXC F 2152 with connected Axioline F I/O mod-

ules)
° For additional information on how to integrate the AXC F 2152 into a PROFINET network
1 as a PROFINET controller, please refer to the PLCnext Engineer online help.
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3.9.3 The AXC F 2152 as a PROFINET device in a PROFINET
network

Figure 3-6 shows the example of the AXC F 2152 as a PROFINET device in a PROFINET
network.

Q010010 OO O
PHGENIX
ICONTACT

Soloo
SSSSSSSSSSSSSS i (eXe)
. o, 209112 ] e e
P oolooloaloo
() (2053 (7 3 ¢ -
scrseo o o o o
EH B
HE 8
88 g
i e o
w

wi267 AXC F 2152

) )

........

00|00

(04O O[O OJO OJO O

PROFINET PROFINET

Figure 3-6 AXC F 2152 as a PROFINET device

Key:

A PROFINET controller (in the example: RFC 470 PN 3TX Remote Field Controller)
B Managed Switch (in the example: FL SWITCH SMCS ...)

C AXC F 2152 PROFINET device

o For additional information on how to integrate the AXC F 2152 into a PROFINET network
1 as a PROFINET device, please refer to the PLCnext Engineer online help.
107708_en_04 PHOENIX CONTACT ~ 25/192

DOWNLOADED FROM WWW.SCATTS.CO.UK



AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

e

Redundant control system
(with RFC 460R PN 3TX)

Network redundancy with

- swe

3.9.4 System redundancy with AXC F 2152

Figure 3-7 shows an application example of system redundancy. In the example, two
RFC 460R PN 3TX controllers connected via a fiber optic synchronization connection
(SYNC) form the higher-level redundant control system. The higher-level control system
controls a lower-level PROFINET ring network that is configured as redundant using the
MRP Media Redundancy Protocol. In the example, the AXC F 2152 controller operates as
a PROFINET device with control function and is connected to the PROFINET network via a
switch.

Identical application programs run on both higher-level PROFINET controllers. In the exam-
ple, controller A is the FIRST PROFINET controller and controller B is the SECOND
PROFINET controller. Which of the two controllers controls the process depends on the re-
dundancy role (PRIMARY/BACKUP) of the controller, which may change depending on the
redundancy status.

For additional information on redundancy, please refer to the UM EN RFC 460R PN 3TX
user manual and the AH EN APPLICATIVE SYSTEM REDUNDANCY application note.

These documents can be downloaded at phoenixcontact.net/products.

@

(Sl ele/lelliote

COI0OI0 O[0!

Cc ise bl

IPHGENIX

ing e

MRP Media Redundancy T i (LITITI RS oo 8 M s
Protocol
JUORuuuuuuooo JUD0uunuuuooo
oj— O
PROFINET
PROFINET device (with
Phoenix Redundancy Layer) in
the redundancy ring (supports
MRP)
Figure 3-7 Redundant higher-level control system and lower-level network ring redun-
dancy using MRP
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Description of the AXC F 2152

Key:

A FIRST PROFINET controller (in the example: RFC 460R PN 3TX)
The redundancy role (PRIMARY/BACKUP) may change depending on the redundancy
status.

B SECOND PROFINET controller (in the example: RFC 460R PN 3TX)
The redundancy role (BACKUP/PRIMARY) may change depending on the redundancy
status.

C Infrastructure components (in the example: FL SWITCH SMCS ... managed switches)

D PROFINET device with control function (in the example: AXC F 2152 with activated
PROFINET device function and Phoenix Redundancy Layer)

° Information for activating the MRP-Client function of the AXC F 2152 can be found in the
1 online help of PLCnext Engineer.
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3.10 Components of the controller

3.10.1  Connection and operating elements

Figure 3-8 Connection and operating elements of the controller

The controller consists of the following components:

1

2
3
4

Bus base module
Electronics module
Reset button

SD card holder

The SD card is optional and not supplied as standard with the controller.

Please refer to the ordering data in Section “Ordering data” on page 171.

5
6
7

Diagnostic and status indicators
Ethernet interfaces (X1, X2)

Supply connector (connector for connecting the supply voltage (communications pow-
erU)))

28/192

PHOENIX CONTACT

107708_en_04

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

Description of the AXC F 2152

3.10.2 Printing

A

|

Groups A, B, C, and D T4

2, AEX nA IIC T4/EX nA IIC Ge T4

A
Amb. Temp.: 25°C <Ta < 60°C

scan here

uuID: 1 234723454759(}1 234j4789G
)
L/
lm
CE2
(m|
for easy start up

INDCONTEQFOR. g

HAZ.LOC.
¢ ys  E366727
U LISTED
(=2}

Figure 3-9 Printing

The following information is printed on the controller:
Order number and order designation

MAC address

Administrator password

QR code for connecting to the PLCnext Community
UUID for connecting to PROFICLOUD

QR code for connecting to PROFICLOUD

DG h WON =

Administrator password You need the administrator password (in combination with the “admin” user name) for initial
access to:

— The controller file system

- Certain functions in PLCnext Engineer
— The PLCnext Engineer HMI

—  Web-based management (WBM)

— The AXC F 2152 OPC UA server

107708_en_04 PHOENIX CONTACT 29/192

DOWNLOADED FROM WWW.SCATTS.CO.UK



AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

o

QR code for connecting to

the

PLCnext Community

QR code for connecting to
PROFICLOUD

Recommended:

Only use the administrator password for initial access.

Once you have gained access successfully, change the administrator password to
prevent unauthorized administrator access (see Section 9.5.4.1).

You can access the PLCnext Community directly via the QR code.
In the PLCnext Community, you will find:

Information on PLCnext Technology

Information on PLCnext Engineer

Information on programming the AXC F 2152 with C++
Operating instructions

Tutorials

Example projects

FAQs

You can register the controller in PROFICLOUD directly via the QR code. If you are not al-
ready logged into PROFICLOUD, you must log in first. When you scan the QR code, the
controller UUID is automatically applied.
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3.11 Diagnostic and status indicators

The diagnostic and status indicators are used for quick local error diagnostics.

Figure 3-10 Diagnostic and status indicators

Table 3-2 Controller diagnostic and status indicators
Desig- Color Meaning State Description
nation

PN: PROFINET controller/device function

AXC F 2152 as a PROFINET controller

Status of off The AXC F 2152 has established an active communication
PROFINET com- connection to each configured PROFINET device.
BF-C Red munication/ on No link status on the Ethernet interfaces and/or no 100 Mbit
communication transmission and/or no full duplex mode.
error Flashing |- Link status present, at least one configured PROFINET de-
(1 Hz) vice does not have a communication connection.

AXC F 2152 as a PROFINET device
A PROFINET controller has established an active communica-

Off

Status of tion connection to the AXC F 2152 (PROFINET device).
PROFINET. com- No PROFINET communication (no link status at the Ethernet in-
BF-D Red munication/ On
- terfaces).
communication
error ) Link status present, no communication connection to the
Flashing | PROFINET controller.
(1 Hz)
The SF LED is not flashing.
Group error Off PROFINET diagnostics not present.
SF Red - -
(PROFINET) On PROFINET diagnostics present.
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Table 3-2 Controller diagnostic and status indicators
Desig- Color Meaning State Description
nation
PLC: Controller diagnostics
Off PLCnext runtime system is not ready for operation.
Flashin PLCnext runtime system successfully initialized.
(0.5 Hzg)J The controller is in the READY/STOP state; application pro-
’ gram is not being processed.
Controller RUN - -
RUN Green status Flashing | Controller has been reset to the default status (see Section “Re-
(2Hz2) set button (concealed)” on page 35).
PLCnext runtime system successfully initialized and an appli-
On cation program is running.
The controller is in the RUN state.
A runtime error has occurred in the application program of the
On .
) PLCnext runtime system.
FAIL Red Failure - - —
A runtime error has not occurred in the application program of
Off )
the PLCnext runtime system.
The PLCnext runtime system/controller is in debug mode, i.e.,
Debug mode debug mode has been activated in PLCnext Engineer (break-
DBG Yellow (troubleshooting) On point(s) set).
The status of the RUN LED is not affected.
On Device firmware is faulty.
BOOT Red Dewcle firmware Flashing | Device firmware is being loaded (boot process).
loading status (2Hz)
Off Device firmware running.
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Table 3-2 Controller diagnostic and status indicators
Desig- Color Meaning State Description
nation

AXC: Axioline F diagnostics

Run:
Green on The Axioline F station is ready for operation; communication
within the Axioline F station is OK.
All data is valid. No malfunction is present.
Active:
Flashin The Axioline F station is ready for operation; communication
reeng within the Axioline F station is OK. The data is not valid. There
9 is no valid data available from the controller. No malfunction is
present on the device.
Ready:
Yellow on | The Axioline F station is ready for operation; no data is being
exchanged.
Flashing | Access from Startup+ in /O check mode
yellow
Flashing | Local bus error during active I/O check
yellow/red
Local bus error during startup
Axioline F: Diag- Possible causes:
D Red/yel- | nostics for local - Configuration cannot be generated, information is missing
low/green | bus communica- ] from a device
tion Flashing . ) o
red —  Chip version of a device is <V 1.1

— Desired configuration and actual configuration differ
— Local bus device not connected

—  The maximum number of local bus devices has been ex-
ceeded

Bus error in RUN state

The Axioline F station is ready for operation but has lost con-
nection to at least one local bus device.

Possible causes:

Redon |- Communication error

— Local bus device has been removed or configured local
bus device is missing

— Reset at alocal bus device

— Serious device error at a local bus device (local bus device
can no longer be reached)

Off Power down:
Local bus device is in (power) reset
Yel- . Yellow on | I/O warning at a local bus device
E Error/warning -
low/red Redon | I/O error at a local bus device
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AXC F 2152
Table 3-2 Controller diagnostic and status indicators
Desig- Color Meaning State Description
nation
Error at extension module
Possible error causes:
Red On - Extension module ?s not supported. . .
EXT Left alignment - ExtenSfon module is not mounted correctly or is defef;tlve.
— Extension module was disconnected from power during
operation or has been removed.
Yellow On Extension module test during the boot process
Green On Extension module operating without errors.

PWR: Supply voltage (communications power U )

Off 24 V communications power feed-in not present or too low.
UL Green Ul ogic — -
On 24 V communications power feed-in present.
ETH: Ethernet interfaces

Off Connection not established successfully

Green Link status Connection established successfully (link): the controller is
On /

able to contact another network device.

Off Data transmission not active

Yellow Activity status .| Data transmission active (activity): the Ethernet interface is

On/flashing

sending or receiving data

° Special case: Firmware update

1 During a firmware update, the RUN LED first flashes, and then stops. Upon a successful
controller restart, the RUN LED lights up again permanently.
Information on firmware updates can be found in Section “Updating the firmware via the
shell” on page 177.

o Special case: Unauthorized removal of the SD card during operation

1 If the SD card is removed during operation, all LEDs except the D and E LEDs begin to
flash red (1 Hz).
Information on operating the controller with an SD card can be found in Section “SD card
(optional)” on page 38.
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Default setting type 1

3.12 Reset button (concealed)

Figure 3-11 Reset button (1, concealed)

The reset button on the controller can only be operated with a pointed object, such as a pin,
and is therefore protected against accidental activation.

If the reset button is actuated during operation for = 2 s, the controller is restarted.
The reset button can also be used to reset the controller to the default settings. Here, a dis-
tinction is made between two types of default settings:
-  Type1:
All application-specific data is deleted.
- Type2:
The controller is restored to the delivery state.

Please note the following when using PROFICLOUD:

Upon reset to default setting type 1 or 2, the controller can no longer be reached by

PROFICLOUD. To continue using the controller in PROFICLOUD, proceed as follows:

e Delete the controller from PROFICLOUD, as described in the “Startup and operation
of hardware and software components of the PROFICLOUD” user manual.

e  Thenreregister the controllerin PROFICLOUD and add it as a PROFICLOUD device,
as described in Section “Configuring PROFICLOUD” on page 106.

When restoring the controller to default setting type 1, all the settings that you have config-
ured are deleted. These include, for example:

— The PLCnext Engineer project including all applications that have been programmed in
accordance with IEC 61131-3

— All applications that were programmed using high-level languages

— The configured bus configuration

— The network configuration of the controller

— Changes and extensions that you have made to the operating system or to the firmware
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Default setting type 2

To restore the controller to default setting type 1, proceed as follows:
e Switch off the supply voltage of the controller.

e  After the LEDs have gone out, press the reset button.

¢ Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

* Release the reset button.

The controller is reset to default setting type 1.

Power on

Reset

> t
107708A004
Figure 3-12 Sequence when resetting to default setting type 1 and LED indicators

When restoring to default setting type 2, the controller is reset to the delivery state. In doing
so, all settings that you have configured are deleted.

o Please note:
1 The operating system and all firmware components of the controller are reset to the deliv-
ery state.
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To restore the controller to default setting type 2, proceed as follows:
e Switch off the supply voltage of the controller.

e  After the LEDs have gone out, press the reset button.

¢ Hold the reset button down and switch the supply voltage on.

The RUN and FAIL LEDs light up.

¢ Press and hold the Reset button down (approx. 30 s) until all LEDs (except the E and D
LEDs) light up.

¢ Release the reset button.

The controller is reset to default setting type 2.

- BF-C RUN
- BF-D FAIL
s » sF | |pBa
BOOT
EXT
Power on
Reset
> t
107708A005

Figure 3-13 Sequence when resetting to default setting type 2 and LED indicators
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3.13 Parameterization memory

The controller has an internal parameterization memory. Alternatively, a plug-in
parameterization memory in the form of an SD card can be used, see Section 3.14.

The programs and configurations (e.g., controller IP address) belonging to your
PLCnext Engineer project are stored in the parameterization memory. In addition, applica-
tion-specific data can also be stored in the parameterization memory.

If you make changes to Linux operating system files on the internal parameterization mem-
ory, the Linux operating system generates an overlay file system from the changed files and
directories.

If you operate the controller with an SD card, the overlay file system is generated on the SD
card.

3.14 SD card (optional)

If the internal parameterization memory is not large enough for your application, the control-
ler can be operated using an SD card. The SD card is optional and not required to operate
the controller.

If you operate the controller with an SD card, all application-specific data (e.g., the
PLCnext Engineer project) is stored there.

The SD card is recognized during the initialization phase of the controller. If you insert the

SD card during operation, the SD card will not be recognized.

e Make sure that the SD card has been inserted before switching the controller on, in
order to enable the controller to use it.

*  Onlyinsert and remove the SD card when the controller supply voltage is disconnect-
ed.
Refer to Section “Diagnostic and status indicators” on page 31 for the LED blink
codes in the event of unauthorized removal of the SD card during operation.

* Only use an SD card provided by Phoenix Contact, see Section “Ordering data” on
page 171.

Please note:

You can activate or deactivate the support of the SD card via the WBM of the controller,
refer to Section 9.5.4.4.

Recommended:
e Deactivate the support of the SD card if you run the controller without SD card.

You thereby avoid the risk of data theft and manipulation, refer to Section 9.5.4.4.
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Change: Operation
without SD card —
Operation with SD card

O

©

e

When changing from operation without SD card to operation with SD card, note the follow-
ing:

If there is already an overlay file system on the internal parameterization memory, this will
be copied to the SD card.

If there is already an overlay file system on the SD card, the controller will access this. The
overlay file system on the internal parameterization memory will be deleted.

Furthermore, all application-specific data will be deleted from the internal parameterization
memory. PLCnext Engineer projects and IP configurations stored on the parameterization
memory are no longer available. The controller accesses the data stored on the SD card.

NOTE: Data loss due to removing the SD card

If you remove the SD card during operation, data will be lost.
* Do not remove the SD card during operation.

NOTE: Damage to the SD card after formatting
The SD card is already formatted (ext4 format) and is intended for use with
Phoenix Contact controllers from the PLCnext Control product range. If you format the SD
card, certain information on the SD card that is required for use with Phoenix Contact de-
vices will be lost. After formatting, you can no longer use the SD card to operate the con-
troller.
e Ensure that the SD card is not formatted.
e If you would like to delete the overlay file system from the SD card:

Reset the controller to default setting type 1.

The SD card is recognized during the initialization phase of the controller. If you insert the

SD card during operation, the SD card will not be recognized.

*  Make sure that the SD card has been inserted before switching the controller on, in
order to enable the controller to use it.

e Onlyinsert and remove the SD card when the controller supply voltage is disconnect-
ed.
Refer to Section “Diagnostic and status indicators” on page 31 for the LED blink
codes in the event of unauthorized removal of the SD card during operation.

e Only use an SD card provided by Phoenix Contact, see Section “Ordering data” on
page 171.

Please note:

The SD card can be read with a conventional SD card reader at any time. Sensitive data
on the SD card can be read if you do not physically protect the SD card against unautho-
rized access.

e Ensure that unauthorized persons do not have access to the SD card.
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Change: Operation with If you want to switch from operation with SD card to operation without SD card, please note

SD card — Operation the following:

without SD card If there is an overlay file system on the SD card, there will be an empty overlay file system
on the internal parameterization memory after removing the SD card and rebooting the con-
troller. The contents of the overlay file system on the SD card will not be transferred over to
the internal parameterization memory of the controller.
The application-specific data on the SD card will not be transferred over to the internal pa-
rameterization memory of the controller either.
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3.15 Internal basic circuit diagram

Ethernet BF-C @——@ RUN
FE BF-D[ 8 FaiL
SFRH{3]pBa
BooT[§H{3]p
e[} e

FE X

Reset

usB
Extension
bus

RTC

—Local bus

[1
| v

Figure 3-14 Internal basic circuit diagram

Key:
Microprocessor Transmitter
U Service interface (USB type C) LED
® Reset button RTC Real-time clock
RJ45 33Y
RHY RJ45 interface @ Power supply unit
LNK ACT 24V
0 Functional ground connection Ethernet switch
Local bus
D SD card holder . Axioline F local bus
Extension Left-aligned Axioline F extension modules
bus

The colored areas in the basic circuit diagram represent electrically isolated areas:
Logic
Ethernet interface

Functional ground
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3.16 Communication paths

The following communication paths are available on the controller (see Figure 3-15):

(1) 2 x Ethernet X1/X2: 10/100 BASE-T(X) (switched internally)

@) Service interface No function at present
(USB type C)

Figure 3-15 Communication paths: (1) Ethernet, (2) service interface (USB type C)
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3.16.1

Ethernet

The Ethernet network is connected via RJ45 sockets.

Two Ethernet interfaces (X1/X2) are available on the controller for connecting the Ethernet
network.

e

* Use an Ethernet cable that at least complies with CAT5 of IEEE 802.3.

* Observe the bending radii of the Ethernet cables used.

Figure 3-16

RJ45

:—I

T

i

;,_,

Pin 1
Pin 2
Pin 3
Pin 4
Pin5
Pin 6
Pin7
Pin 8

The contact assignment of the interface is as follows:

Pin Signal Description

1 T+ Transmit data +
2 T- Transmit data -
3 R+ Receive data +
4 - -

5 - -

6 R- Receive data -
7 - -

8 - -

Ethernet interface and pin assignment

The Ethernet interfaces are able to switch over the transmitter and receiver automatically
(auto crossover).
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3.17 Supply connector

al \?g/ b1

T

Figure 3-17 Terminal points for the supply voltage (communications power U, )

Terminal point
assignment

Table 3-3 Terminal point assignment of the supply connector
Terminal point Color Assignment
at, a2 Red 24V DC (U)
b1, b2 Blue GND
Key:
U Communications power feed-in (bridged internally)
GND Supply voltage reference potential (bridged internally)
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3.18 Bus base module

AXL BS BK bus base Bus base modules carry the communications power and the bus signals from the controller
module through the Axioline F station (local bus). The AXL BS BK bus base module is supplied with
the controller.
0 3

<]

1 ‘ﬂﬁj/mszAm 0

Figure 3-18 Structure of the AXL BS BK bus base module

1 Busbase module
2 Connection of the local bus to the controller
3 Connection to the following bus base module

AXC BS L 2 bus base For an Axioline F extension module to be aligned to the left, the controller requires the
module AXC BS L 2 bus base module. The bus base module is not supplied with the controller.
Please refer to the ordering data in Section “Ordering data” on page 171.
4
3
2
1

108636A003
Figure 3-19 Structure of the AXC BS L 2 bus base module

1 Connection to the bus base module of a left-alignable Axioline F extension module
2 Busbase module
3 Connection of the extension bus to the controller
4 Connection of the local bus to the controller
5 Connection to the following bus base module
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4 Mounting hardware

e

e

For basic information on the Axioline F system and its installation, particularly mount-
ing/removing Axioline F modules, please refer to the UM EN AXL F SYS INST user man-

ual (“Axioline F: System and installation”).

4.1 Safety notes

NOTE: Electrostatic discharge

The device contains components that can be damaged or destroyed by electrostatic dis-
charge. When handling the device, observe the necessary safety precautions against
electrostatic discharge (ESD) in accordance with EN 61340-5-1 and IEC 61340-5-1.

NOTE: Damage to electronics due to inadequate external protection - No safe
fuse tripping in the event of a fault

The electronics in the device will be damaged due to inadequate external fuse protection.

*  Protect the supply voltage externally in accordance with the connected load (number
of Axioline F devices/amount of logic current consumption for each device).

* Ensure that the external fuse trips reliably in the event of a fault.

NOTE: Damage to the contacts when tilting
Tilting the modules can damage the contacts.
* Place the modules onto the DIN rail vertically (see Figure 4-1).

Please note:

During any work on the Axioline F station, the controller or a module, switch off the power
supply to the Axioline F station and make sure the supply voltage is protected against un-
authorized reactivation.

The controller is automatically grounded (FE) when it is shapped onto a grounded
DIN rail.

There are two FE springs on the back of the controller that make contact with the DIN rail
when the controller is placed on the DIN rail.

Figure 4-1 Placing the module vertically
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Mounting hardware

Mounting location

Mounting/DIN rail

Supply connector

FE connection

End brackets

o

o

4.2 Basic information

The controller meets the requirements for the IP20 degree of protection. The compact de-
sigh means that the controller can be installed in standard junction boxes.

The controlleris mounted on a 35 mm standard DIN rail without any tools using the bus base
module. The controller is mounted perpendicular to the DIN rail.

The local bus is created automatically when the bus base modules of the controller and
Axioline F devices are installed next to one another.

Observe the notes on securing the DIN rail and fastening elements as well as the notes
on mounting distances in the UM EN AXL F SYS INST user manual.

The controller has a supply connector for connecting the power supply. The connector is fit-
ted with spring-cage terminal blocks. When using suitable conductors, the conductors can
be connected by means of direct connection technology (Push-in Technology).

For additional information, please refer to Section 5.1.2.

There are two FE springs (metal contacts) on the bottom of the controller which establish
the connection to functional ground when the controller is snapped onto a grounded DIN
rail.

Mount end brackets on both sides of the Axioline F station. The end brackets ensure that
the Axioline F station is correctly mounted. End brackets secure the station on both sides
and keep it from moving from side to side on the DIN rail. Phoenix Contact recommends the
following end brackets:

Table 4-1 Recommended end brackets
Mounting position Ambient conditions End bracket
Horizontal; A in Normal CLIPFIX 35,
Figure 4-2 on CLIPFIX 35-5
page 48: High shock and vibration load E/AL-NS 35
Other; B in Figure 4-2 | Normal E/AL-NS 35
on page 48 High shock and vibration load
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Mounting position As standard, mount the controller in a horizontal position on the DIN rail provided for that
purpose (A in Figure 4-2).
A
2512 4 OXV Lszvovz on Pio| ]
Figure 4-2 Horizontal (A) and vertical (B) mounting position
Note the ambient temperatures and any other special features (e.g., derating) specified in
the device/module-specific documentation for the Axioline F devices.
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4.3 Structure of an Axioline F station

Figure 4-3 shows an example structure of an Axioline F station:

4

<\

O OIOOIOOIO O

° 7071 | 2] [ 7al 75 [ wlar

OOlO0OIO O

&0 61 | e2]es | e ]es [a]67

=

-4

N |

2

1\\

Ord. No. 2404267 AXC F 2152
MAC Addr. XX XX XX.XX.XX.XX

fo}
Is}

s}
o o [o
01 [ 0203 [04]05 [06]07

[OX©) (0)O)(0)e) (6)®)

0 [ [ 2[5 |14 [6]17

50T 51 [ 523 [ sl [selor

=
Figure 4-3 Structure of an Axioline F station
Key:
1 DINrail
2 End bracket (e.g., CLIPFIX 35-5; Order No. 3022276)
3 Controller
4 1/0O modules (Axioline F devices) corresponding to the application
5 Bus base module

An Axioline F station is set up by mounting the individual components side by side. No tools
are required. Mounting the components side by side automatically creates potential and bus
signal connections between the individual components of the Axioline F station.

107708_en_04 PHOENIX CONTACT 49 /192

DOWNLOADED FROM WWW.SCATTS.CO.UK



AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

Left-alignment of
Axioline F extension
modules

o

You can connect one Axioline F extension module to the controller using the AXC BS L 2
bus base module.
The following left-alignable Axioline F extension modules are currently available:
— AXCF XT ETH 1TX (Order No. 2403115):
Left-alignable Ethernet interface
— AXC F XT IB (Order No. 2403018):
Left-alignable INTERBUS master for the connection of up to 255 INTERBUS remote
bus devices

Please note:
The AXC BS L 2 bus base module is not supplied with the AXC F 2152. For the bus base
module ordering data, please refer to Section “Ordering data” on page 171.

Figure 4-4 shows an example structure of an Axioline F station with an AXC F XT ETH 1TX
left-aligned Axioline F extension module:

|
1\2\ L’

L i

Ord. No. 2404267 AXC F 2152

H e Il '
& =

m=] ]

= 0

= B

= 107708A006
Figure 4-4 Structure of an Axioline F station with an AXC F XT ETH 1TX left-aligned
Axioline F extension module

Key:

1 DIN rail

2 End bracket (e.g., CLIPFIX 35-5; Order No. 3022276)

3 AXC F XT ETH 1TX left-alignable Axioline F extension module

4 Controller

5 1/0O modules (Axioline F devices) corresponding to the application
6 Bus base module
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4.4 Structure of a PLCnext Inline station

As an alternative to an Axioline F station, you can create a PLCnext Inline station using the
controller. To do so, you need the AXC F IL ADAPT Inline adapter terminal (Order
No. 1020304). You can directly install the Inline modules in series on the Inline adapter ter-

minal.
/2 /4 5
) / /
Figure 4-5 Structure of a PLCnext Inline station
1 End bracket (e.g., CLIPFIX 35-5, Order No. 3022276)
2 Controller (as of firmware version 1.2)
3 Inline adapter terminal
4 Inline terminals corresponding to the application
5 End plate (snapped onto the DIN rail as station end)
° For mounting information, please refer to the packing slip and the data sheet for the Inline
1 adapter terminal. The documents can be downloaded at
hoenixcontact.net/pr 1020304.
o Various functions blocks are available in PLCnext Engineer for INTERBUS configuration
1 and communication.
For more detailed information, please refer to the online help for PLCnext Engineer.
For more detailed information on PCP and INTERBUS services, please refer to the follow-
ing user manuals: “Peripherals Communication Protocol (PCP)” (IBS SYS PCP G4 UM
E), “Firmware Services and Error Messages” (IBS SYS FW G4 UM E), and “INTERBUS
Diagnostics Guide” (IBS SYS DIAG DSC UM E).
The documents can be downloaded at phoenixcontact.net/product/1020304.
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Mounting bus base mod-
ules

Snapping the controller
into place

4.5 Mounting the controller

¢ Disconnect the Axioline F station from the power supply.
* Mount the left end bracket on the Axioline F station.

¢ Firstinstall the bus base module for the controller and then all bus base modules nec-
essary for the Axioline F station on the DIN rail (A in Figure 4-6).

¢ Push each subsequent bus base module into the connection of the previous bus base
module (B in Figure 4-6).

A

Figure 4-6 Mounting the bus base modules

e Pushthe controller vertically onto the first bus base module until it snaps into place with
a click.

e Make sure that the device plug for the bus base connection is situated above the cor-
responding socket on the bus base module.

Figure 4-7 Snapping the controller into place
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4.6 Inserting the SD card

NOTE: Damage to the SD card after formatting

The SD card is already formatted (ext4 format) and is intended for use with

Phoenix Contact controllers from the PLCnext Control product range. If you format the SD
card, certain information on the SD card that is required for use with Phoenix Contact de-
vices will be lost. After formatting, you can no longer use the SD card to operate the con-
troller.

e Ensure that the SD card is not formatted.

e If you would like to delete the overlay file system from the SD card:
Reset the controller to default setting type 1.

The SD card is recognized during the initialization phase of the controller. If you insert the

SD card during operation, the SD card will not be recognized.

*  Make sure that the SD card has been inserted before switching the controller on, in
order to enable the controller to use it.

e Onlyinsert and remove the SD card when the controller supply voltage is disconnect-
ed.
Refer to Section “Diagnostic and status indicators” on page 31 for the LED blink
codes in the event of unauthorized removal of the SD card during operation.

e Only use an SD card provided by Phoenix Contact, see Section “Ordering data” on
page 171.

o

The SD card is optional and not supplied as standard with the controller.
Please refer to the ordering data in Section “Ordering data” on page 171.

e Disconnect the Axioline F station from the power supply.

The controller has an SD card holder with push/push technology.
* Remove the upper marking field of the controller (item 1 in Figure 4-8).

Figure 4-8 Removing the upper marking field
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e Gently push the SD card into the SD card holder (item 2 in Figure 4-8) until it engages
with a click in the SD card holder (see Figure 4-9, “Click”).
Figure 4-9 Inserting the SD card
4.7 Mounting a left-alignable Axioline F extension
module
* Mount the left-alignable Axioline F extension module as described in the module-spe-
cific packing slip and module-specific data sheet.
o Please note:
1 You can connect only one Axioline F extension module to the left of the controller. It is not
possible to align more Axioline F extension modules to the left.
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5 Connecting and wiring hardware

5.1 Supply voltage

51.1 Sizing the power supply

* Choose a power supply unit that is suitable for the currents in your application. The se-
lection depends on the bus configuration and the resulting maximum currents.

A WARNING: Loss of electrical safety when using unsuitable power supplies

The controller is designed exclusively for operation with protective extra-low voltage
(PELV) in accordance with EN 60204-1. Only PELYV in accordance with the listed stan-
dard may be used for the supply.

The following applies to the network (PROFINET) and the I/O devices used in it:

Only use power supply units that satisfy EN 61204, with safe isolation and PELV in accor-
dance with EN 50178 or EN 61010-2-201. These prevent short circuits between primary
and secondary sides.

o A power supply without a fall-back characteristic curve must be used for the correct
1 operation of the controller (see Figure 5-2).
When the controller is switched on, an increased inrush current occurs briefly. When it is
switched on, the controller behaves like a capacitive load.
Some electronically controlled power supplies have a fall-back characteristic curve (see
Figure 5-1). They are not suitable for operation with capacitive loads.
A Overload range 4
Uour s
V] characteristic curve V] characteristic curve
I 1 _
|| I
24 \ 24
NN I .
I N I
N
| .
/ >
| N -
I | lour . lout
ly | I [A] [A]
=1.1xl =2.4xl In ~1.5x],
6219C070 6219C071
Figure 5-1 Overload range with fall-back characteristic  Figure 5-2 Overload range without fall-back charac-
curve teristic curve
107708_en_04 PHOENIX CONTACT  55/192

DOWNLOADED FROM WWW.SCATTS.CO.UK



AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

51.2 Connecting the power supply

Observe the notes in Section 3.17 when assembling the connector for the supply voltage.
e Strip 8 mm of insulation off of the end of the cable. If necessary, fit a ferrule to the cable.

o

Rigid conductor/ferrule

Flexible conductor

When using ferrules:

* Use ferrules in accordance with the specifications in the UM EN AXL F SYS INST
user manual.

e  Ensure the ferrules are crimped correctly.

¢ Insert the conductor into the terminal point. It is clamped into place automatically.

Figure 5-3 Connecting a rigid conductor

*  Open the spring by pressing on the spring lever with a screwdriver (A in Figure 5-4).
e Insert the conductor into the terminal point (B in Figure 5-4).

* Remove the screwdriver to secure the conductor (recommended: bladed screwdriver,
blade width: 2.5 mm (e.g., SZS 0,4x2,5 VDE, Order No. 1205037).

Figure 5-4 Connecting a flexible conductor
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Connecting the supply

connector

e

* Place the supply connector vertically into its position and press down firmly. Make sure
that the locking latch snaps into place.

Figure 5-5 Connecting the supply connector

Supply the controller via external 24 V DC sources. The permissible voltage range is

19.2 V DC to 30 V DC (ripple included).

The power consumption of the controller at 24 V is typically 4.8 W (without local bus devices
connected).

Only use power supplies that are suitable for operation with capacitive loads (increased
inrush current) (see Section 5.1.1).

1. Connect the power supplies to the supply connector as shown in Figure 5-3 and in
Figure 5-4. Note the information in Section 3.17.

2. Switch on the power supplies.
The controller is now fully initialized.

If the LEDs do not light up or start flashing, there is a serious fault in the controller. In this
case, please contact Phoenix Contact.

Please note the following when using an AXC F XT ETH 1TX or AXC F XT IB left-
alignable Axioline F extension module:

The supply voltage of the controller and the left-alignable Axioline F extension module
must be fed in via a shared power supply unit.

e Connect the supply voltage as described in the module-specific data sheet.
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5.2 Connecting Ethernet
e Connect the Ethernet network to the RJ45 socket.
Figure 5-6 Connecting Ethernet
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Startup

6 Startup

e

Detailed information on PLCnext Engineer and on PLCnext Technology can be found in
the PLCnext Community at plcnext-community.net.

The PLCnext Engineer software is required for starting up the controller.

6.1

Installing PLCnext Engineer

The software can be downloaded at phoenixcontact.net/product/1046008.

e Download the software onto your PC.
¢ Double-click on the *.exe file to start installation.
¢ Follow the instructions in the installation wizard.

6.2 User interface
Bl PLCrext Engineer - PROJECTA.pewex - 0
1 — Fie Edit View Project Exiras ‘Window Help
PHCENIX
[ —Y =Y = AN E e
PLANT Project X ~ COMPONENTS
e N Settings 1P Subnet Physical Topology Properties Online Devices o I
: vprm:;:rcqﬁzn./«xwzwsz 1] Settings H - DX : :::m"::mgﬂm( .
N, y - e O
PLC > Network (321)
b S e ok name pre
Tefined 1P range 2> Libraries (1)
Axioline F (D) 1P range 1 5
4 Start IP address: O 192 . 168 1 2
End IP address: D 192 . 168 1 254
Subnet mask: O 255,255 . 255 0
Default gateway: ©
ERROR LIST A
T
‘ | Code | Description ‘
6
=} s =
7 -
Figure 6-1 PLCnext Engineer user interface
1. Menu bar
2. Toolbar
3. “PLANT” area
4. Editors area
5. “COMPONENTS” area
6. Cross-functional area
7. Status bar
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“PLANT” area

Editors area

“COMPONENTS”
area

Cross-functional area

All of the physical and logical components of your application are mapped in the form of a
hierarchical tree structure in the “PLANT” area.

Double-clicking on a node in the “PLANT” area or an element in the “COMPONENTS” area
opens the associated editor group in the Editors area. Editor groups are always displayed
in the center of the user interface. The color of the editor group indicates whether it is an in-
stance editor (green; opened from the “PLANT” area) or a type editor (blue; opened from
the “COMPONENTS” area). Each editor group contains several editors that can be opened
and closed via buttons in the editor group.

The “COMPONENTS” area contains all of the components available for the project. The
components can be divided into the following types based on their function:

— Developing program code (“Data Types”, “Programs”, and “Functions & Function
Blocks”)

— Displaying all devices available for the “PLANT” area and adding them via GSDML or
FDCML (“Devices”)

- Editing HMI pages (“HMI”)
— Adding libraries such as firmware libraries, IEC user libraries or libraries provided by
Phoenix Contact (“References”)

The cross-functional area contains functions that extend across the entire project.
- ERRORLIST:
Shows all errors, warnings, and messages for the current project.
— GLOBAL FIND AND REPLACE:
Finds and replaces strings in the project.
- CROSS REFERENCES:

Displays all cross-references within the project, for example, the use and declaration of
all variable types or HMI tags.

-  WATCH WINDOWS:
Debug tool; shows the current values of the added variables in online mode.
— BREAKPOINTS:
Debug tool for setting and resetting breakpoints when debugging within the application.
— CALL STACKS:
Debug tool that shows the order for calling up when executing the code and that con-
tains commands for debugging with breakpoints.
— LOGIC ANALYZER:
Records and visualizes variable values at runtime.
— LOGGING:
Shows all errors, warnings, and messages. A distinction is made between “online”
(messages regarding the runtime environment, as well as errors and warnings that con-
cern online communication) and “engineering” (messages regarding software events,
e.g., GSDML and FDCML files; not project-related).
— RECYCLE BIN:

Elements that have recently been deleted from the “PLANT” or “COMPONENTS” areas
are moved to the recycle bin. Deleted elements can be restored from here, if needed.
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6.3 Creating a new project

e Open PLCnext Engineer.

e Click on the “Empty AXC F 2152 v.00 / 2019.6.0 project” project template on the start
page.

The project template for an empty AXC F 2152 project opens.

. PLCnext Engineer

File Extras Help

PHCENIX

[=] Start Page

DO OEDNOOE@EHh@IE@a eI Tmemme

INSPIRING INNOVATIONS

PLCnext Engineer 2019.6

{Build 3.16.160.0)

Recent projects Try one of our sample projects Need help?

Welcome to PLCnext Engineer

The Start Page welcomes you introducing PLCnext
Empty AXC F 2152 w00 { 2019.6.0 project Engineer. The Start Page is shown every time you start
PLCnext Engineer and is automatically clesed when
opening or creating a project.

Recent projects

= The 'Recent projects’ list shows the projects that you
- have recently opened in PLCnext Engineer. Click the
= sample project for AXC F 2152 project name to open the desired project.

i — A simple sample project for the AXC F 2152, sample projects

The "Sample projects’ list provides a list of predefined
project templates. A project template contains a
completely configured PLCnext Engineer project which

ou can adapt as required for your specific application.
HMI User Management sample project f... ¥ pt q ¥ o e

Click on th I ject b it.
- Provides sample for the AXG F 2152 cron e sampe project o oper |
demonstrating HMI User Management. Further help
V If you do not know what to do after a project is opened, -

wrat nan find further heln hars

“Wisit our web site for more samples, templates, and updates!

Figure 6-2 Start page, “Empty AXC F 2152 v.00/2019.6.0 project” project template

¢ Open the “File, Save Project As...” menu.
¢  Enter a unique and meaningful name for the project.
e Click on the “Save” button.
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6.4 Configuring the IP settings

6.4.1 Setting the IP address range

e Double-click on the “Project (x)” node in the “PLANT” area.

The “Project” editor group opens.
e Select the “Settings” editor.

e Setthe desired IP address range and the subnet mask for the project.

Settings IP Subnet Physical Topology Properties Online Devices m|
Settings W - O X
All Identity
Identity Metwork name: (1) network01
Top-level domain: (7
IP range

IP range

Start IP address: (3) 192 168 . 1 2
End IP address: (1) 182 168 . 1 . 254
Subnet mask: (3 255 . 255 255 . O
Diefault gateway: (D

Figure 6-3 Setting the IP address range
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6.4.2 Setting the IP address

¢ Double-click on the controller node in the “PLANT” area.

The controller editor group opens.
e Select the “Settings” editor.
e Select the “Ethernet” view.

———

Cockpit Seffings Data List i Statistics O
Settings H - O X%
All TCPIP [Profinet]
Identity IP address assignment mode: (1) automatic ~
IP address: (3) 192 168 . 1 . 10
IT Security
Subnet mask: 255 . 255 . 255 . D
Ethernet Gateway:
Hardwars Edensions MName of station: () awc-f-2152-1
DMS hostname: (D anc-f-2152-1

EtherMNetP
Update task

Profile

Setting the IP address au-
tomatically

Setting the IP address
manually

Figure 6-4 Setting the IP address

The IP address of the controller can be set automatically or manually. The IP address is as-
signed to the controller when you have connected PLCnext Engineer to the controller, see
Section 6.5.

e  Select “automatic” from the “IP address assignment mode” drop-down list.

PLCnext Engineer automatically assigns an IP address to the controller from the set IP ad-
dress range (see Section 6.4.1, “Setting the IP address range”) as soon as a connection is
established to the controller (see Section 6.5).

e Select “manual” from the “IP address assignment mode” drop-down list.
e Enter the IP address, subnet mask, and gateway in the respective input fields.

PLCnext Engineer assigns the manually set IP address to the controller as soon as a con-
nection is established to the controller (see Section 6.5).

If you are using an SD card, the IP address will be stored there. In the event of a device
replacement, the IP address will then be adopted by the new controller when the SD card

is inserted.
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6.5 Connecting to the controller

To be able to transfer a project to the controller, you must first connect PLCnext Engineer to
the controller. To do this, proceed as follows:
¢  Double-click on the “Project (x)” node in the “PLANT” area.

The “Project” editor group opens.
e Select the “Online Devices” editor.
e  Select the appropriate network card from the drop-down list.

Seftings IP Subnet Physical Topology Properties Online Devices ]
Online Devices H - 0O X
| Testnetz IntelR) PROVID00 MT-Netzwerkverbindun... | @ T Search gy

| Name of Station (Project) » | Status | Name of Station (Onling) >

[ axc-£2152-1 | & Select online device here

Figure 6-5 Selecting the network card

You can show and hide more detailed information by clicking on the arrows next to “Name
of Station (Project)” and “Name of Station (Online)” (see Figure 6-5).

o

e Clickonthe {) button to search the network for connected devices.
You can see the configured devices under “Name of Station (Project)”.

You can see the devices that have been found online in the network (online devices) under
“Name of Station (Online)”.

Settings IP Subnet Physical Topology Properties Online Devices ]
Online Devices H - O X
Testnetz Intel{R) PROVI000 MT-Netzwerkverbindun...  w @ T Search a

Last scan on 30.04 2019 11:13:19

| Mame of Station (Project) 2 | Status Mame of Station (Online) 3

[ axcr-2152-1 - Select online device here
Select project device here '
Figure 6-6 Assigning online devices

If you select the device (“Select online device here”) under “Name of Station (Online)”, the
controller found in the network (the online device) receives the IP settings of the configured
controller.
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If you select the device (“Select project device here”) under “Name of Station (Project)”, the
configured controller receives the IP settings of the online device found in the network.

e Select the desired device.

The configured controller has now been assigned to an online device.

e

If the IP address of an online device found in the network already matches the IP address
of the configured controller, the online device is automatically assigned to the configured
controller. In this case, you do not need to select the desired device for the assignment.

The #F icon in the “Status” column indicates that assignment was successful.

Seftings IP Subnet Physical Topology Properties Online Devices ]
Online Devices H - 0O X
Testnetz Intel{R) PRO/MD00 MT-Netzwerkverbindun... | {5 A s

Last scan on 30.04.2019 11:13:18

Name of Station (Project) » | Status | Name of Station (Onling) >

axc-f-2152-1

v axc-£-2152-1
Figure 6-7 Successful assignment of the configured controller to an online device

Once the configured controller has been assigned to an online device, you can connect
PLCnext Engineer to the controller:
*  Double-click on the controller node in the “PLANT” area.

The controller editor group opens.
e Select the “Cockpit” editor.
e Clickonthe % button to connect PLCnext Engineer to the controller.

The “SECURE DEVICE LOGIN” dialog opens.

Drevice serial number: 1355293509 %

Enter user name and password to authenticate with Controller 'AXC F 2152

| Edmin |

Remember credentials

Figure 6-8 “SECURE DEVICE LOGIN” dialog

e  Enter your user name and your password.

The following access data is set by default with administrator rights:
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User name: admin
Password: printed on the controller (see Figure 3-9).
The icon next to the controller node in the “PLANT” area indicates that connection was
successful.
PLANT
L T4
K AR -
W Project
v Jfaxcf21521: AXC F 2152 g
3 PLCnext (2)
PLC
¥ § U HMI Webserver
prCopc uA
Profinet (0)
Axioline F (0)
Figure 6-9 Successful connection to the controller
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6.6 Configuring Axioline F modules

All of the physical and logical components of your application are mapped in the form of a
hierarchical tree structure in the “PLANT” area.

Role picker: Adding To add the Axioline F modules, proceed as follows:

Axioline F modules *  Double-click on the “Axioline F (x)” node in the “PLANT” area.
The “/ Axioline F” controller editor group opens.
e Select the “Device List” editor.
e Select “Select type here” in the first row of the “Device List” editor.

The role picker opens. Only the elements from the “COMPONENTS” area that you can ac-
tually use are displayed in the role picker.

EA we Searrh ﬁ ; . . -
L& L S Seftings Device List Data List
W Project Devi List
v [§axc-f-21521 : AXCF 2152 I evice Lis
¥ [5) PLCnext (2) | # | ‘ Type ‘ Function | Location
PLC 1 | - |
» | HMI Webszerver
E;: OPC UA w Devices AXLFAIZAD2 1H Rev. ==02/1.00 -~
Profinet (0) v [ Axiocontrol AXLF Al4 | 1H Rev. == 01/1.00
Axiclineg F (D) * [i Devices AXLF Al4 | XC 1H Rev. »= 00/1.00
Analog input AXLF Al4 U 1H Rev. == 01/1.00
Analeg input and output
AXLF Al4 U XC 1H Rev. == 00/1.00
Analog output
Digital input AXLF A8 1F Rev. == 00/1.00
Digital input and output AXL F AIS W 1F Rev. >= 02/1.30
Digitsl output AXLFAIZ XC 1F Rev. == 0001.21
Functicn AXLF AD4 1H Rev. == 01/1.00
Gateway AX¥LF AO4 1H Rev. == 01110
Pulse width modulation A¥LF A04 ¥C 1H Rev. == 0041 .00
SafetyBridas AXL F AO4 XC 1H Rev. == 00/1.10
Serial communication AXLF AOR 1F Rev. == 03130
Strain gauge
) AXL F ADB ¥C 1F Rev. == 001 .21
Temperature input
AXLF CMNT2 INCZ 1F Rev. == 03/1.20 b
| 15
Figure 6-10 Role picker for selecting the Axioline F modules
e Select the relevant Axioline F module in the role picker.
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The Axioline F module is added and mapped under the “Axioline F (x)” node in the “PLANT”
area (see Figure 6-11).

e Proceed as described above to add more Axioline F modules.

Setfings Device List Drata List
w Project . -
¥ [panc-f-2152-1 : AXC F 2152 ' Device List
» ) PLCnext (2) | # | | Type ‘ Function | Location
PLC 1 AXLF DIMEM 1H
» i TV HMI Webserver
98¢ OpG LA 2 | AXLF DO161 1H |
Profinet (0} 3 Select fype here
W Axiioline F (2) 4
di-1: AXL F DI16M 1H -
do-1 - AX¥L F DO16/M 1H
[

Figure 6-11 Axioline F modules in the “PLANT” area and in the Device List

The controller supports the dynamic bus configuration of the Axioline F local bus.

o
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Selecting the Inline

adapter terminal

6.7  Configuring Inline modules

As an alternative to an Axioline F station, you can create a PLCnext Inline station using the
controller. To do so, you need the AXC F IL ADAPT Inline adapter terminal (Order No.
1020304).

To configure the Inline modules, proceed as follows:

e Double-click on the controller node in the “PLANT” area.

The controller editor group opens.

e Select the “Settings” editor.

e Select the “Hardware Extensions” view.

*  From the “Interbus” drop-down list, select “AXC F IL ADAPT (1020304)”".

Cockpit Sefttings Diata List I Statistics m]
Settings H - 0O X
All Hardware Extensions #1
Identity Interbus: Mone v
Extensicn module: Mone ¢
IT Security AXC F ILADAPT (1020304)
AXC F XTIB (2403018)

Ethernet

Hardware Extensicns

EtherMetIP

Update task

Profile

Figure 6-12 “Hardware Extensions”, “Interbus”, “AXC F IL ADAPT (1020304)” setting

The “AXC F IL ADAPT / AXC F XT IB (x)” node is now displayed in the “PLANT” area.
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Adding the “Inline” library

el K I
W Project
v lpaxcf-21521 : AXC F 2152 v
» (<) PLCRext (2)
PLC
» & D HMI Webserver
DeCOPC UA
Profinet (0
I AXCFILADAPT fAXC KTIEI((]]I

Figure 6-13 “AXC F IL ADAPT / AXC F XT IB (x)” node in the “PLANT” area

All of the physical and logical components of your application are mapped in the form of a
hierarchical tree structure in the “PLANT” area.

To add Inline modules, you first need to insert the “Inline” library within the “COMPONENTS”
area:

¢ Inthe “COMPONENTS” area, open the “Libraries (x)” section.
* Right-click on “Libraries (x)”.
e From the context menu, select “Add Library...”.

COMPONENTS
el K I

b ] Programming (285)

b PLCnext Components & Programs

> & Network (321)

3 HMI [33)
hd Libraries (1)
> Libraries (1)
B, Add User Library...
ﬁ... Add Library |

Figure 6-14 Context menu, “Add Library...”

* Inthe file explorer that opens, select the “Inline” library.
e Click on the “Open” button.
The “Inline” library is now displayed in the “Libraries (x)” section in the “COMPONENTS”

area. You can now add the Inline modules contained in the library to your application by
using the role picker.
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Role picker: Adding Inline
modules

To add the Inline modules, proceed as follows:
¢ Double-click on the “AXC F IL ADAPT / AXC F XT IB (x)” node in the “PLANT” area.

The editor group for the “AXC F IL ADAPT / AXC F XT IB (x)” Inline adapter terminal opens.
e Select the “Device List” editor.
e Select “Select type here” in the first row of the “Device List” editor.

The role picker opens. Only the elements from the “COMPONENTS” area that you can ac-
tually use are displayed in the role picker.

KA w Search
K AR S a Settings Device List Diata List a
W Project - N
H - 0O %
w [paxc-f-2152-1 : AXC F 2152 ' Device List
¥ [7) PLCnext (2) | # | | Type | CR | Function | Location
PLC 1 | o |
) It_’.:'IHMI WWaheonmar
oFC o W Devices ~ ASIMAIL UMI1E -~
uA
Pre v & Inling ASIMAIL UNI 48 I
A * [ Devices ASIMA IL UNI 80
Analog input A5 MA IL UNI 112
Analog output

ASTMAIL UM 144
ASIMAIL UM ATE

Building automation

Counter
Diigital input AS]MAIL UNI 208
Diigital output AS]MAIL UMI 240

Ex-i analog input and output
Ex-i digital input and owtput
Ex-i temperature recording

IB IL 24 DIGMHD-PAC
IB IL 24 DI 4-2MBD-FAC
1B IL 24 DI 4-ME

Master
Physical Interbus

IB IL 24 DI 4-PAC
IB IL 24 DIZ-PAC

IB IL 24 DI 8/HD-ECO
Power Supply

- - ht 1B IL 24 DI &iT2-PAC v
| |

Figure 6-15

Position detection

Role picker for selecting the Inline modules

e Select the relevant Inline module in the role picker.

The Inline module is added and mapped under the “AXC F IL ADAPT / AXC F XT IB (x)”
node in the “PLANT” area (see Figure 6-16).

¢ Proceed as described above to add more Inline modules.
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L3
4
W
A
A
I
= |

Seftings Device List Data List jm}
b Project _ N
H - O X
~ [paxc-f-21521 : AXC F 2152 ' Device List
5 -~
» [3) PLCnext (2) ‘ ¥ ‘ | Type | CR ‘ Function | Location 1
. PLC 1 1B IL 24 DI 16-PAC
¥ i D HMI Wehserver
8% OPC UA 2 | [ 18124 00 16PAC | | | |
Profinet (0) 3 Select fype here
LY AXCFILADAPT FAXC XTIB (2) 4
di-1: 18 IL 24 DI 16-PAC c
do-1: 1B IL 24 DO 16-PAC -
g8
L

Figure 6-16 Inline modules in the “PLANT” area and in the Device List
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Selecting the AXC
INTERBUS master

anc-f-2152-1 %

6.8 Adding left-alignable Axioline F extension

modules to the bus configuration

You can connect one Axioline F extension module to the controller using the AXC BS L 2
bus base module. The following left-alignable Axioline F extension modules are currently
available:

AXC F XT ETH 1TX (Order No. 2403115):

Left-alignable Ethernet interface

AXC F XT IB (Order Number 2403018):

Left-alignable INTERBUS master for the connection of up to 255 INTERBUS remote
bus devices

6.8.1 AXC F XT IB INTERBUS master

To add the AXC F XT IB INTERBUS master to your bus configuration, proceed as follows:

FXTIB

Double-click on the controller node in the “PLANT” area.

The controller editor group opens.

* Select the “Settings” editor.

Select the “Hardware Extensions” view.

From the “Interbus” drop-down list, select “AXC F XT IB (2403018)”.

Cockpit Seffings Data List  Stafistics O
Settings H - 0O X
~
All Hardware Extensions #1
Identity Interbus: MNone -
Extension module: None *
IT Security AXC F ILADAPT (1020304)
AXC F XT 1B {2403018)
Ethernet
Hardware Extensions
EtherMet1P
Update task
[~
Figure 6-17 “Hardware Extensions”, “Interbus”, “AXC F XT IB (2403018)” setting
The “AXC F IL ADAPT / AXC F XT IB (x)” node is now displayed in the “PLANT” area.
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Adding the “Interbus
physical” library

o Search I
W Project
v lpaxcf-21521 : AXC F 2152 v
» (<) PLCRext (2)
PLC
» & D HMI Webserver
DeCOPC UA
Profinet (0
I AXCFILADAPT fAXC KTIEI((]]I

Figure 6-18 “AXC F IL ADAPT / AXC F XT IB (x)” node in the “PLANT” area

To use the INTERBUS master, you need to insert the “Interbus physical” library within the
“COMPONENTS” area:

* Inthe “COMPONENTS?” area, open the “Libraries (x)” section.
* Right-click on “Libraries (x)”.
e From the context menu, select “Add Library...”.

COMPONENTS
50 ¥ Search I

2 Programming [285)

b ] PLCnext Components & Programs

> Network (321)

> HMI (33)

~ Libraries (1)

> Libraries (1)
B, :dd User Library...
+

ﬁ... Add Library... |

Figure 6-19 Context menu, “Add Library...”

* Inthe file explorer that opens, select the “Interbus physical” library.
e Click on the “Open” button.

The “Interbus physical” library is now displayed in the “Libraries (x)” section in the
“COMPONENTS” area.
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Adding the “IB 256” Once you have inserted the “Interbus physical” library, you need to add the “IB 256” module
module to the bus configuration. The “IB 256” module is required for INTERBUS startup.

To add the “IB 256” module, proceed as follows:
*  Double-click on the “AXC F IL ADAPT / AXC F XT IB (x)” node in the “PLANT” area.

The “/ AXC F IL ADAPT / AXC F XT IB” controller editor group opens.
e Select the “Device List” editor.

* Select “Select type here” in the first row of the “Device List” editor.
The role picker opens.

e Select the “IB 256" module in the role picker.

The “IB 256” module is added and mapped under the “AXC F IL ADAPT / AXC F XT IB (x)”
node in the “PLANT” area.

bio T s Seftings Device List Data List ]
W Project Devi List " %
v lpaxcf21521: AXCF 2152 g evice Lis -0
> PLCnext (2} ‘ # ‘ | Type | CR ‘ Function | Location i
PLC 1 18256 |
» i T/ HMI Webserver . .
wopc U £ el o pe fere
Profinet (0) 3
Axioline F (0} a
v |[lll AXC F ILADAPT / AXC XT IB (1) .
ib-1 : 1B 256 .
5
7
o L
Figure 6-20 ”IB 256” module in the “PLANT” area and in the Device List
Once you have added the “IB 256” module to the bus configuration, you can start up
INTERBUS. INTERBUS startup is performed using the IB_CONTROL_NEXT function
block and structured text (ST) programming language.
° Information on INTERBUS startup can be found in the “INTERBUS startup with the
1 AXC F XT IB left-alignable Axioline F extension module in PLCnext Engineer” application
note.
The application note can be downloaded at phoenixcontact.net/pr 2404267.
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Selecting the
AXC F XT ETH 1TX
Ethernet interface

6.8.2 AXC F XT ETH 1TX Ethernet interface

The controller can be extended with an additional Ethernet interface using the

AXC F XT ETH 1TX left-alignable Axioline F extension module.

To extend the controller with the AXC F XT ETH 1TX Ethernet interface, proceed as follows:

¢ Double-click on the controller node in the “PLANT” area.

The controller editor group opens.

*  Select the “Settings” editor.

e Select the “Hardware Extensions” view.

*  From the “Extension module” drop-down list, select “AXC F XT ETH 1TX (2403115)”".

Cockpit Sefttings Data List h Stafistics ]
Settings W - 0O %
All Hardware Extensions #1
Identity Interbus: MNone W
Extension module: None w
IT Security None .
AXC F XTETH 1TX (2403115)
Ethernet

Hardware Extensions

EtherMet/IP

Update task

Profile

Setting the IP address
range

Figure 6-21 “Hardware Extensions”, “Extension module”, “AXC F XT ETH 1TX
(2403115)” setting

Please note:

When you use the AXC F XT ETH 1TX left-alignable Ethernet interface, the

AXC F XT ETH 1TX Ethernet interface automatically takes over the PROFINET controller
functionality. The AXC F 2152 is always a PROFINET device in this case.

Double-click on the “Project (x)” node in the “PLANT” area.

The “Project” editor group opens.
e Select the “Settings” editor.
e Setthe desired IP address range and the subnet mask for the project.
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1

Setting the IP address

Please note:

The IP address range must differ from the IP address range that was originally set (see
Section 6.4.1).

Once you have selected the AXC F XT ETH 1TX Ethernet interface as a hardware exten-
sion, you need to set the IP address of the Ethernet interface.

e Select the “Ethernet” view.

Cockpit Settings Data List Al Stafistics m|
Settings W — 0O x
All TCPIP
Identity IP addrezs: (i) 192 168 . 1 . 10
Subnet mask: 255 0255 0255 . 0
IT Security
Gateway:
Ethemet Mame of station: (D) mve-F-2152-1
A [ DME hostname: (D anc-F-2152-1
AXC F XT ETH 1TX [Profinef]
EtherMet/P
IP address azsignment mode: (1) manual v
Update task
IP addrezs: (i) 192 166 . 2 2
Profile Subnet mask: 255 255 . 255 . O

Setting the IP address
automatically

Gateway:
Mame of station: (i) axe 2152-xt-1he-1

DMS hostname: () awc2152-xt-16-1

Figure 6-22 Setting the IP address of the AXC F XT ETH 1TX Ethernet interface

The IP address of the AXC F XT ETH 1TX Ethernet interface can be set automatically or
manually.

The IP address is assigned to the Ethernet interface when you have connected
PLCnext Engineer to the controller, see Section 6.5.

¢ Inthe “AXC F XT ETH 1TX [Profinet]” area, select “automatic” from the “IP address as-
signment mode” drop-down list.

PLCnext Engineer automatically assigns an IP address to the Ethernet interface from the
set IP address range (see Section 6.4.1, “Setting the IP address range”) as soon as a con-
nection is established to the controller (see Section 6.5).
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Setting the IP address ¢ Inthe “AXC F XT ETH 1TX [Profinet]” area, select “manual” from the “IP address as-

manually signment mode” drop-down list.
e Enter the IP address, subnet mask, and gateway in the respective input fields.
PLCnext Engineer assigns the manually set IP address to the Ethernet interface as soon as
a connection is established to the controller (see Section 6.5).
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6.9 Configuring PROFINET devices

6.9.1 Adding PROFINET devices

e  Double-click on the “Profinet (x)” node in the “PLANT” area.

The “/ Profinet” controller editor group opens.
e Select the “Device List” editor.

Add the PROFINET devices in the “Device List” editor. To do this, proceed as follows:
e Select “Select type here” in the first row of the “Device List” editor.

The role picker opens. Only the elements from the “COMPONENTS” area that you can ac-
tually use are displayed in the role picker.

A Cu S i ) o o ) ) . .
L B S Seftings Device List 2= Interface List Data List Online Device
W Project Devi List
¥ [gpaxc2152-nt-1tx-1 : AXC F 2152 ' evice Lis
b PLCRext (2) | # | | Type ‘ Function | Location | Name
PLC o ‘ - |
» & T HMI Webszerver
Devi -
wopﬂ U W Levices o AXC 1050 Rev. == 1/3.0.0
Profinst (0) ¥ [ Axicling F Profinst AXC F 1050 Rev. »= 04/v4.0.0
Aodoline F (0) “ [ Devices AXC F 2152 Rev. == 0//1.0.0
Bus coupler

AXLF BK PN 5C-RJ Rev. == 1/1.0.1
AXLF BK PN TPS Rev. == 10110
AXLF BK PN XC Rev. == 10103
AXL F BK PN Rev. == 11101

Controller Device
b Inline Profinet
W Devices

Bus coupler
IL PM BK D15 D04 25CRJ Rev. == 33,41
ILPM BK. DI5 D04 2TH Rev. == 20341
IL PN BK. DIS D04 2Tx Rev. == 303 4.1
IL PM BK DIS D04 2TX Rev. == 30/4.0.0
I 11 Select type here

Figure 6-23 Role picker for selecting the PROFINET devices

e Select the relevant PROFINET device in the role picker.
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The PROFINET device is automatically added and mapped under the “Profinet (x)” node in
the “PLANT” area.

e Proceed as described above to add more PROFINET devices.

KA u Search & ) o o ) . ) .
wu AR T Selfings Device List 2= Interface List Diata List Online Devices

W Project

~ paxc2152-xt-1tx-1 : AXC F 2152 ' Device List
3 PLCnext (2) ‘ # ‘ ‘ Type | Function Location Name of station IP address
g FLC 1] I AXL F BK PN Rev. == 1/1.001 | axi--bk-pn-1 192.168.2.3
> & ) HMI Webserver
S;-: OPC UA 1 Select type here
L Profinet (1) 2 Select type here
» || axdfbkpro1 - AXLF BK PN (1) 3

Select fype here
> Axioline F (2) 4 Select type here

Figure 6-24 PROFINET devices in the “PLANT” area and in the Device List

6.9.2 Assigning online devices

After you add PROFINET devices to the project, you must assign each configured
PROFINET device to the corresponding PROFINET device of your actual bus configuration
(online device). By performing this assignment, you are giving the PROFINET devices their
IP settings and their PROFINET device names. To do this, proceed as follows:

e  Double-click on the “Profinet (x)” node in the “PLANT” area.
The “/ Profinet” controller editor group opens.

*  Select the “Online Devices” editor.

¢ Select the appropriate network card from the drop-down list.

o

Setfings Device List ;= Interface List Data List Online Devices m|
Online Devices % — 0O X
Testnetz Intel(R) PROM 000 MT-Hetzwerkverbindun...  w @ T Search (f

| Name of Station (Project) » | Status Name of Station (Online) >

[ =d-bkpn-1 | @ | Selectonline device here

Figure 6-25 Selecting the network card

» Clickonthe {3} button to search the network for connected PROFINET devices.
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You can see the configured PROFINET devices under “Name of Station (Project)”.

You can see the PROFINET devices that have been found online in the network (online de-
vices) under “Name of Station (Online)”.

Seftings Device List )._—Ig Interface List Data List Online Devices m|
Online Devices H - 0O X
Testnetz IntelR) PROM 000 MT-Netzwerkverbindun._..  w @ T Search .;y

Last scan on 30.04.2019 12:03.52

Mame of Station (Project) 2 | Status
axl-f-bk-pn-1 | =] | Select online device here

MName of Station (Online) »

awe-f-2152-1

Select project device here

Select project device here =

Figure 6-26 Assigning online devices

If you select the PROFINET device (“Select online device here”) under “Name of Station
(Online)”, the PROFINET device found in the network (the online device) receives the IP set-
tings of the configured PROFINET device.

° Please note:

1 The PROFINET device does not have an IP address in the delivery state.

*  When starting up the PROFINET device for the first time, choose the device under
“Name of Station (Online)”.

The PROFINET device receives the IP settings of the configured PROFINET device.

If you select the device (“Select project device here”) under “Name of Station (Project)”, the
configured PROFINET device receives the IP settings of the online device found in the net-
work.

e  Select the desired device.

The configured PROFINET device has now been assigned to an online device. The +'
icon in the “Status” column indicates that assignment was successful.

Setfings Device List :|§ Interface List Data List Online Devices a
Online Devices H - 0O X
Testnetz Intel{R) PROMO00 MT-MNetzwerkverbindun...  w @ S Y | Search a

Last scan on 30.04.2019 12:03:52

Mame of Station (Project) » | Status Mame of Station (Online) » ‘

anth-i-bk-pri-1 v and-i-bk-pn-1

Select project device here e | axc-f-2152-1 |

Figure 6-27 Successful assignment of the configured PROFINET device to an online
device

107708_en_04 PHOENIX CONTACT 81/192

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

AXC F 2152

6.9.3 Adding I/0 modules

Once you have added all the PROFINET devices from your bus configuration to the project,
you can add the I/O modules connected to the PROFINET device. There are two ways to
add I/0 modules. You can add I/O modules manually or have them read in automatically.

Adding I/0 modules
manually

To add I/O modules manually, proceed as follows:

Double-click in the “PLANT” area on the PROFINET device whose I/O modules you wish to
add.

The editor group for the selected PROFINET device opens; “axf-f-bk-pn-1” in the example.
e Select the “Module List” editor.
e Select “Select type here” in the first row of the “Module List” editor.

The role picker opens. Only the elements from the “COMPONENTS” area that you can ac-
tually use are displayed in the role picker.

I

Seftings Module List Drata List
w Project Module List
w [pancf-21521: AXC F 2152 ' odule Lis
» [3) PLCnext (2) | # | | Type ‘ Function | Location
PLC D DaAP
¥ i U HMI Webserver
S oPC UA 1 | v
w Profine » Devices -~ AXLFAIZACZ 1H Rev. »= 0207100 -~
> fl axd w [ Axioline F Profinet AXLF AIZAD2 XG 1H Rev. == 02100
» [} Acdolin * [m Devices AXLF Al4 1 1H Rev. = D1A/1.0.0
“ [ Modules AXLF Al4 1 XC 1H Rev. == 00//1.0.0
Analog input
. A¥LF A4 U1H Rev. == 010100
Analog input and output
AXLF A4 U XC 1H Rev. == 01A/1.0.0
Analog output
Digital input AXL F AIS 1F Rev. == 000100
Digital input and cutput AXLFAIBW IF Rev. == 02M1.3.0
Digital output AXLF AR XC 1F Rev. == 00M1.0.0
Functicn A¥LFAD4 1H Rev. == 017/1.0.0
Gateway AXLF AO4 1H Rev. »= 01A/1.1.0
Profisafe AL F AD4 XC 1H Rev. == 00//1.0.0
Pulze width modulation
AXLFAD4 XC 1H Rev. == 000110
SafetyBridge
, o AXLF AOS 1F Rev. == D301.3.0
Serial communic ation
. AXL F ADS XC 1F Rev. == 03"1.3.0 hd
[ | -
Figure 6-28 Role picker for selecting the 1/0O modules

Select the relevant I/O module in the role picker.
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The I/O module is added and shown in the “PLANT” area under the “Profinet (x)” node for
the respective PROFINET device (see Figure 6-29).

e  Proceed as described above to add more I/0 modules.

el AR Seah q Seftings Module List Data List
L Project
v Jaxc-f—2152-1 :AXCF2152 \f Module List
» [3) PLCnext (2) | # | | Type ‘ Function | Location
FLC 0 DAP
¥ i U HMI Webserver
5% 0 A 1 | [ Ax_F Drem 2r | |
b Profinet (1) 2 Select type here

H] ad--bk-pn-1 : AXL F BK PN (2)
> Axdoline F (2)

Figure 6-29

L)

n

1/0 modules of a PROFINET device in the “PLANT” area and in the module

list
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Reading in I/0 modules
automatically

The following requirements must be satisfied before you can read in the 1/0O modules of a

PROFINET device automatically:

— The controller has valid IP settings (see Section 6.4).
— The PROFINET device has valid IP settings and is connected to PLCnext Engineer

(see Section 6.9.2).

To read in the /0 modules of a PROFINET device automatically, proceed as follows:
¢ Under the “Profinet” node in the “PLANT” area, right-click on the PROFINET device

whose I/O modules you wish to read in.

e Select “Read Profinet modules” in the context menu.

PLANT

w Project
v hpaxc-f2162-1: AXC F 2152 v
» PLCnext (2)
PLC
¥ i D HMI Webserver
prCoPC UA
w Profinet (1)
v ||| sdd-fbk-pn-1 - AXLF BK PN (1)

&

. Read Profinet modules

4 Cut Citrl+X

() copy Ctri+C

M Delete Del
Figure 6-30

Reading in /O modules of a PROFINET device automatically

The 1/0O modules connected to the PROFINET device are now read in automatically.
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Opening the POU

6.10 Programming in accordance with IEC 61131-3

e

Please note:

Programming with C++ or MATLAB® Simulink® is not described in this user manual.
Detailed information on programming the AXC F 2152 with C++ or MATLAB® Simulink®
can be found in the PLCnext Community at plcnext-community.net.

You will find operating instructions, tutorials, FAQs, and software and firmware down-
loads in the PLCnext Community.

6.10.1  Opening and creating the POU, creating variables

If you have created the project with the project template for an empty AXC F 2152 project,
a Program Organization Unit (POU) with the name “Main” is created automatically in the
“COMPONENTS” area under “Programming (x), Local (x), Programs (x)”.

To open a POU, proceed as follows:

* Inthe “COMPONENTS” area, open the “Programming (x), Local (x), Programs (x)” sec-
tion.

¢ Double-click on the desired POU, for example “Moving_Light_Prog”.

The editor group for the selected POU opens. You are prompted to select the programming
language for the first worksheet of the POU.

Select the programming language of your first worksheet below

1 IF condition = TRUE THEN
2 opC := opl RND opC: yANa)

3 LEND IF = u Mg
opl

Add 5T Code Worksheet Add LD Code Worksheet

Net'."\fOI’l( {1) Mebwork One

oo

-1

i
1
I

Add NOLD Code Worksheet
Close

Figure 6-31 Selecting the programming language for the first worksheet

e  Click on the desired programming language.
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Creating a new POU

To create a new POU, proceed as follows:

* Inthe “COMPONENTS” area, open the “Programming (x), Local (x), Programs (x)” sec-
tion.

* Right-click on “Programs (x)”.

* Inthe context menu, select “Add Program”.

COMPONENTS
KA Cuw
K AR ‘ a |

w Programming {255)

b Local (3)
Data Types
» Functions & Function Blocks (1)
» Programs (2)
I L* Add Program I
|E| Add Safe Program

B Add Folder

Figure 6-32  “Add Program” in the context menu

The newly created POU is inserted in the “Programming (x), Local (x), Programs (x)” section
in the “COMPONENTS” area.

* Right-click to open the context menu for the newly created POU.
* Select “Rename”.
¢ Enter a unique and meaningful name.

The name must not contain any spaces.
e Press the “Enter” key to apply the entry.
e Double-click on the desired POU to open the editor group for the POU.

You are prompted to select the programming language for the first worksheet of the POU.
e  Click on the desired programming language.

The editor group for the POU opens. You can now create the necessary variables.
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Creating variables ¢ Select the “Variables” editor.
e Create the variables that you need for the selected POU.

E T v c
Variables H - O X
¥ W Y [ seann I

Name Type Usage Comment Init ‘ Retain oPC | HMI ‘ Proficloud | (8] |
w Default

Time_Parameter TIME Local T#200ms O O O O

switch BOOL Local TRUE O O O O

LED_0O BOOL Extzmal

LED_1 BOOL Extemal

LED_2 BOOL Extemnal

LED_3 BOOL Extzmal

LEDC_4 BOOL Extemal

LED_3 BOOL Extemnal

LED_E BOOL Extemnal

LED_7 BOOL Extzmal

Moving_Light_1 Moving_Light Local

Enter variable name here O O O O

Figure 6-33 Creating variables for a POU (“Moving_Light_Prog” in the example for the
POU)

Once you have created all of the necessary variables, create the program for the selected
POU, see Section 6.10.2.
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6.10.2 Creating a program

Creating a program To create a program, proceed as follows:
e Select the program editor.

The program editor is referred to as “Code” by default. You can change the designation of
the program editor as desired.

e Create the program.

woving_Lont_proa < |

\ariables Code - m|
Code R I
o = <> »= =1 b 4 dF {r 8 o X oy oz BN 8
= "N ~
HOLE O O
Moving_Light 1
Mowing_Light

Time_Parameter |===| CyclicTime OUTPUT_D |==| LED O
— INPUT_1 OUTPUT_1 |=-( LED_1

OUTPUT 2 |=—| LED_2

OUTPUT_3 —
OUTPUT_4 —
OUTPUT_S —
OUTPUT_& —

OUTPUT_T |==| LED_7

Figure 6-34 Example program in FBD
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Adding worksheets The program for a POU can consist of several worksheets and different programming lan-
guages. For each required programming language, add a corresponding worksheet (code
worksheet) to the POU. Each worksheet is inserted in the POU editor group as an additional
“Code” editor.

To add additional worksheets to a POU, proceed as follows:

e Select a worksheet in the program editor (in Figure 6-35: “Code” editor).
* Click on the arrow on the right next to the designation of the program editor.
¢ From the drop-down list that opens, select the desired code worksheet.

‘ariables Code W m|
Add 5T Code Worksheet ' W - O %
i Add LD Code Worksheet .
i = £=3 > W= = b >¢ | vz (O3 — |82
Add NOLD Code Workshest ;
~
|
Figure 6-35  Adding a code worksheet to a POU
6.10.3 Creating functions and function blocks
Creating a function or To create your own functions and function blocks, proceed as follows:
function block *  Inthe “COMPONENTS” area, open the “Programming (x), Local (x), Functions & Func-

tion Blocks (x)” section.

* Right-click on “Functions & Function Blocks (x)”.

¢ Inthe context menu, select the appropriate entry for the new function or function block
to be created.

COMPONENTS
o | |

W Programming [255)

[ ]

W Local (3)
Data Types
~ Functicns & Function Blocks (1)

Add Function Block

Add Function

Add SFC Function Block

Add Compact SFC Function Block
Add Safe FunctionBlock

Add Folder

LOEERE

Figure 6-36  Context menu for adding a function or function block
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The newly created function or function block is inserted in the “Programming (x), Local (x),
Functions & Function Blocks (x)” section in the “COMPONENTS” area.

* Right-click to open the context menu for the newly created function or function block.
e Select “Rename”.
e  Enter a unique and meaningful name, “Moving_Light” in the example.

The name must not contain any spaces.
*  Press the “Enter” key to apply the entry.

COMPONENTS
5 | T |

w Programming {255)

{

Local (3)
Data Types
w Functions & Function Blocks (1)
Mowing_Light
» Programs (2)
» Extended (59)
» IEC 61131-3 (127)
Safety IEC 61131-3 (38)

L

Figure 6-37 Newly created function block in the “COMPONENTS” area

Once you have created a new function or function block, you must program the logic for the
function or function block. To do this, first select the programming language for the first
worksheet.
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Selecting the program- * Inthe “COMPONENTS” area, open the “Programming (x), Local (x), Functions & Func-
ming language for the first tion Blocks (x)” section.
worksheet .

Double-click on the function or function block.

The editor group for the function or function block opens. You are prompted to select the
programming language for the first worksheet of the function or function block.

Select the programming language of your first worksheet below

1 IF condition = TRUE THEN
2 opC := opfi AND opC: yAa]
3 “END 1§
- opA = =|epC
D-pE —
Add 5T Code Worksheet Add LD Code Worksheet

Networl (1) Nemereone

0o

i)

1
L
I

Ao
=]
_—

Add MOLD Code Workshest

Close
Figure 6-38 Selecting the programming language for the first worksheet

e  Click on the desired programming language.
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Creating variables

Once you have chosen the programming language, create the required variables. To do

this, pro

ceed as follows:

e Select the “Variables” editor.
e Create the variables that you need to program the function or function block.

meving o | —

‘ariables Code ~ a

Variables W - O %

Name Type Usage Comment Init Access | Retain OoPC | HMI | Proficloud | va | -

w Defaulf

Schrittkette INT Local INT#D Private O O O O
OUTPUT_D BOOL Output FALSE O O O O
OUTPUT_1 BOOL Output FALSE O O O O
OUTPUT_2 BOOL Output FALSE O O O O
OUTPUT_3 BOOL Output FALSE O O O O
OUTPUT_4 BOOL Output FALSE O O O O
OUTPUT_S BOOL Output FALSE O O O O
OUTPUT_6 BOOL Output FALSE O O O O

OUTPUT_7 BOOL Output FALSE O O O O o

Figure 6-39  Creating variables for a function block (“Moving_Light” in the example for

Programming logic

the function block)

Once you have created all of the required variables, program the logic for the function or

function

block.

e Select the “Code” editor.

*  Create the program.

Variables Code (] ]
Code H - O x
[& = =

1 TOF_2 (IN:=TOF_2.IN,PFT:=CyclicTime); ”~

2. TOF 2 ET:=TOF 2.ET: I

3

4

5 =HIF INPUT 1 = True THEN TOF 2.IN := True;

6

g [FlIf Schrittkette = 0 then Schrittkette := 10;

S end if;

140

11 EJCASE Schrittkette OF

12

13 10:

14 O'Jtp'at_0:= True;

15 Output_1l:= False;

16 Cutput_2:= False;

17 Output_3:= False;

18 Cutput 4:= False; hd
< >
Figure 6-40  Example code for a function block
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Adding worksheets The program can consist of several worksheets and different programming languages. For
each required programming language, add a corresponding worksheet (code worksheet) to
the function or function block. Each worksheet is inserted in the editor group for the function
or function block as another “Code” editor.

To add additional worksheets to a function or function block, proceed as follows:
e  Select a worksheet in the program editor.
* Click on the arrow on the right next to the designation of the program editor.

e From the drop-down list that opens, select the desired code worksheet.
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6.11 Instantiating a program

Instantiate the program in the “Tasks and Events” editor. To instantiate a program, create
the required task and assign it to the desired program instance.

Individual tasks are coordinated and processed in the Execution and Synchronization Man-
ager (ESM). The AXC F 2152 uses a dual-core processor and has one ESM (“‘ESM1” and
“ESM2” in the “Tasks and Events” editor) per processor core.

Opening the “Tasks and To open the “Tasks and Events” editor, proceed as follows:
Events” editor »  Double-click on the “PLCnext” node in the “PLANT” area.

The “/ PLCnext” editor group opens.
e  Select the “Tasks and Events” editor.

Creating a task To create a new task, proceed as follows:
¢ Inthe “Name” column, enter a name for the new task in the “Enter task name here” input
field.
The name must not contain any spaces.
* Inthe “Task Type” column, click in the input field.
e Select the “Task Type” from the drop-down list.
e Make all of the required settings for the task in the remaining columns.

Instantiating a program To instantiate a program, proceed as follows:

¢ Inthe “Name” column, enter a name for the program instance under a task in the “Enter
program instance name here” input field (“Program1_Moving_Light” in the example in
Figure 6-41).

The name must not contain any spaces.

e Click on “Select program type here” in the “Program Type” column.

e Select the program to be instantiated from the drop-down list (“Moving_Light_Prog” in
the example in Figure 6-41).

The selected program is instantiated and assigned to a task.

Tasks and Events Port List Online Parameters o

Tasks and Events Ho- O X
=4
| Name | Component Name Task Type Event Name Program Type Interval (ms) Prior... ‘ Threshold (ms) Watchdog (ms) Comment
| i Esm |
~ Cyclic100 Cyclic Task 100 0 0 100
Maininstance Arp.Ple_Eclr Main
Programi_Moving_Light Arp.Ple_Eclr Moving_Light_Prog
1e here Select program type here
~
< >

Figure 6-41 Tasks and program instances in the “Tasks and Events” editor
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6.12 Assigning process data

6.12.1 For programs in accordance with IEC 61131-3
without IN and OUT ports

There are two ways to assign process data:
— You can assign a process data item to a variable.
— You can assign a variable to a process data item.

Process data is assigned in the “Data List” editor.
Assigning a process data To assign a process data item to a variable, proceed as follows:
item to a variable Double-click on the “PLC” node in the “PLANT” area.

The “/ PLC” controller editor group opens.
e Select the “Data List” editor.

You can see an overview of all available variables in the “Data List” editor.

Settings Data List m|
Data List LR u I
xR £ Y I
L]
Variable (PLC) 3 Process Data ltem 3 HMI Tag 3 Function
w Default
182.165.1.10 f PLC.LED_D 192.168.1.10 f do-1 / QUTOD
182.168.1.10 f PLC.LED_1 152.168.1.10 f do-1 F QUTH
152.168.1.10 f PLC.LED_2 192.168.1.10 f do-1 F QUTO2
182.165.1.10 f PLC.LED_3 192.168.1.10 f do-1 f QUTO3
182.165.1.10 f PLC.LED_4 192.168.1.10 f do-1 / QUTO4
182.165.1.10 f PLC.LED_5 192.168.1.10 f do-1 / QUTOS
1582.168.1.10 f PLC.LED_B 192.168.1.10 / do-1 / QUTDS
1592.168.1.10 f PLC.LED_7 192.168.1.10 f do-1 f QUTOT

Enter variable name here

w System Variables

1582.168.1.10 f PLC.PND_S1_PLC_. .. 152.168.1.10 f Profinet f PND_51._..
152.168.1.10 f PLC.PND_S1_WALI... 1592.168.1.10 f Profinet f PND_51...
182.168.1.10 f PLC.PND_S1_0QUT... 152.168.1.10 f Profinet f PND_51...

Figure 6-42 Example: overview of all available variables

You can also see an overview of all the available variables when you click on the node for
the controller in the “PLANT” area and also open the “Data List” editor there. You can also
assign the process data at this point.

L}
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¢ Toassign a process data item to a variable, click on “Select Process Data Iltem here” in
the “Process Data Item” column.

The role picker opens. Only the process data items that you can actually assign to the re-
spective variable are displayed in the role picker.

Seffings Data List a
Data List Ho- 0O %
Y | Search I
Variable (PLC) > | Process Data ltem > ‘ HMI Tag > | Function |
192.168.1.10 / PLC.LED_D 192.168.1.10 / do-1 f OUTOO
192.168.1.10 / PLC LED 1 192.168.1.10 / do-1 f OUTMM
192.168.1.10 /PLC.LED_2 192.168.1.10 / do-1 f OUTOZ2
192 168.1.10 / PLC LED_3 w
1921681 w [} 192.168.1.10 182.168.1.10 f di-1 / IN15 -
182.168.1 ™ & Profinet 192.168.1.10 / do-1 f OUTO3
192.166.1 v vﬂx‘zbk'i:"'1 192.168.1.10 / do-1/ OUTO4
. ap- 192.168.1.10 /do-1 { OUTOS
182 16581 dap-1
192.168.1.10 f do-1 f OUTOE
Enfer vari b Axioline F
. 192.168.1.10 f do-1 f OUTOT
System ariab di-1
¥ =ystem vana dot 152.168.1.10 /do-1 / QUTOS
182.162.1 182.168.1.10 / do-1 { OUTOS
182 168.1 182.168.1.10 f do-1 f OUT10
192 168.1 182.168.1.10 f do-1 f OUT 11
192 1681 192.168.1.10 f do-1 f OUT12
182.168.1.10 f do-1 F OUT13
162.168.1 ©
182.168.1.10 f do-1 f OUT14
192 168.1
182.168.1.10 f do-1 f OUT15
192 168.1 W
192.168.1.10 / PLC AXIO_DIAG_S. .. 192.168.1.10 / Axicline F / AXI0_. W
Figure 6-43 Role picker for selecting the process data items
* Intherole picker, select the process data item that you want to assign to the respective
variable.
The process data item is assigned to the variable.
e Proceed as described above to add more variables.
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Assigning a variable to a To assign a variable to a process data item, proceed as follows:
process data item ¢ Double-click on the “Axioline F (x)” node in the “PLANT” area (for Axioline F modules).
or
¢ Double-click on the “Profinet (x)” node in the “PLANT” area (for PROFINET devices).

The “/ Axioline F” controller editor group (for PROFINET devices: “/ Profinet”) opens.
e Select the “Data List” editor.

You can see an overview of all available process data items in the “Data List” editor.

re26s.1.10 axoine ¢ < [

Sefttings Device List Diata List O
Data List W o 0O =
Y | Search a
L]
Process Data ltem 3> Variable |[PLC) 3> HMI Tag 3> Function

192.168.1.10 f di-1 / IN13

192.168.1.10 / do-1 / ~DO16
192.168.1.10 f do-1 / QUTOD
192.1658.1.10 f do-1 / QUTD
192.168.1.10 f do-1 / OUTOZ
192.168.1.10 f do-1 / OUTO3
192.168.1.10 f do-1 / OUTO4
192.168.1.10 f do-1 / QUTOS
192.168.1.10 f do-1 / OUTDE
192.168.1.10 f do-1 / OUTOT

Select Variable (FLC) here
Select Variable (PLC) here
182.168.1.10 / PLC.LED_D
182.168.1.10 f PLC.LED 1
182.168.1.10 / PLC.LED 2
182.168.1.10 / PLC.LED_3
182.168.1.10 / PLC.LED 4
182.168.1.10 / PLC.LED_S
192.168.1.10 f PLC.LED_B
182.168.1.10 f PLC.LED_7

152.168.1.10 f do-1 f OUTOE I Select Varable (PLC) here o

Figure 6-44 Example: overview of all available process data items
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e Toassigna variable to a process data item, click on “Select Variable (PLC) here” in the
“Variable (PLC)” column.

The role picker opens. Only the variables that you can actually assign to the respective pro-
cess data item are displayed in the role picker.

Settings Device List Data List m|
Data List # - 0O x
Y | Search a
. . "~
Process Data ltem » | Variable (PLC) > HMI Tag > Function

= = e o L

192.168.1.10 / do-1 / ~DO16
192.168.1.10 f do-1 / QUTOD
192.1658.1.10 f do-1 / QUTD
192.168.1.10 f do-1 / OUTOZ
192.168.1.10 f do-1 / OUTO3
1592.168.1.10 f do-1 / OUTO4

192.168.1.10 fdo-| w PLC

192.168.1.10 { do- Default
192.168.1.10 f do-

1582.1658.1.10 f do-

197 1RR 1 AN Fdnod § Ol TG

TTCCT W T [T Ly TIeT o

Select Variable (PLC) here
182.168.1.10 / PLC.LED_D
182.168.1.10 f PLC.LED 1
182.168.1.10 / PLC.LED 2
182.168.1.10 / PLC.LED_3

182.165.1.10 7/ PLC.LED_4
182.168.1.10f PLC.LED_S
182.168.1.10fPLC.LED_G
182.168.1.10f PLC.LED_7

Lealarf Variahle rO0 i1 hara

A . )

Figure 6-45

Role picker for selecting the variables

* Inthe role picker, select the variable that you want to assign to the respective process
data item.

The variable is assigned to the process data item.
e Proceed as described above to add more process data items.

98 /192 PHOENIX CONTACT

107708_en_04

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

Startup

Opening the “Port List”

editor

6.12.2 For programs in accordance with IEC 61131-3 with IN and

OUT ports
If you have created variables as IN and/or OUT ports in your program, the process data is
assigned in the “Port List” editor of the “PLCnext” node.

There are two ways to assign process data:
— You can assign an IN port to an OUT port.
— You can assign an OUT port to an IN port.

¢ Double-click on the “PLCnext” node in the “PLANT” area.

The “/ PLCnext” editor group opens.
e Select the “Port List” editor.

You can see an overview of all available IN and OUT ports in the “Port List” editor.

1

IN and OUT ports are only displayed in the “Port List” editor of the “PLCnext” node.

Tazks and Events Port List (%) Online Parameters |
Port List H - 0O X
Y | Search a
L]
OuUT Port > IN Port > Function
T W1 TUT ﬂ.'\l'l'l.n'n".lll'l .luﬂp'l T Iae = | e Pl T L

192.168.1.10 { axi-f-bk-pn-1 { dap-1 f port-1 / SM_IO..
192.168.1.10 { axi-f-bk-pn-1 f dap-1 / port-2 / SM_IO....
Arp.Ple Eclr f Program1_Moving_Light - LED_D
Arp.Ple Eclr f Program1_Moving_Light - LED_1
Arp.Ple Eclr f Program1_Moving_Light - LED_2
Arp.Ple Eclr f Program1_Moving_Light - LED_3
Arp.Ple Eclr f Program1_Moving_Light - LED 4
Arp.Ple Ecir f Program1_Moving_Light - LED_5
Arp.Ple Eclr f Program1_Moving_Light - LED 6
Arp.Ple Eclr f Program1_Moving_Light - LED 7

Select IN Port hers

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

]

Select IN Port here

Select OUT Port here

Figure 6-46 Example: overview of all available IN and OUT ports
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Assigning an IN port to an e Toassign an IN port to an OUT port, click on “Select IN Port here” in the “IN Port” col-
OUT port umn.

The role picker opens. Only the IN ports that you can actually assign to the respective OUT
port are displayed in the role picker.

Tasks and Events Port List [=) Online Parameters |
Port List W - 0O %
Y | Search
OUT Port » | INPort » | Function ~
T T T IO T AR O T T Oap= T T T e T TETECT IV T OTT T
192.165.1.10 f axl-F-bk-pn-1 [ dap-1 f pori-1 F SM_IO. .. Select IN Port here
192.165.1.10 f axl-F-bk-pn-1 [ dap-1 f pori-2 / SM_IO. .. Select IN Port here
Arp.Ple Eclr f Program1_Moving_Light - LED_D 192.168.1.10 [ do-1 F QUTDD
Arp.Ple Eclr f Program1_Moving_Light - LED_1 | | W
Arp.Plc Ecir / Program1_Moving_l « ] 192.168.1.10 | 182.168.1.10/ do-1 f OUTOH ~
Arp.Plc Ecir / Program1_Moving_| v Il Avioline F' 152 168.1.10 1 do-1 / OUTO2
Arp.Ple Eclr f Program1_Moving_| m do-1 182.168.1.10/ do-1 7 OUTO3

192.168.1.10 / do-1 / OUTO4
192.168.1.10 / do-1 / OUTOS
192.168.1.10 / do-1 / OUTOE
192.168.1.10 / do-1 / OUTOT

Select OUT Fort here 192.168.1.10/ do-1 / OUTOS "
192.168.1.10 / do-1 / OUTOO
192.168.1.10 / do-1 / OUT10
192.168.1.10 / do-1 / OUT11
192.168.1.10 / do-1 / OUT12
192.168.1.10 /do-1 / OUT13
192.168.1.10 / do-1 / OUT14
192.168.1.10 / do-1/ OUT15 v

Arp.Ple Eclr f Program1_Moving_|
Arp.Plc Eclr f Program1_Moving_|
Arp.Plc Eclr f Program1_Moving_|

Figure 6-47 Role picker for selecting the IN ports

e Select the IN port that you want to assign to the relevant OUT port in the role picker.

The IN port is assigned to the OUT port.
e Proceed as described above to add more IN ports.
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Startup

Assigning an OUT port to .

an IN port

To assign an OUT port to an IN port, click on “Select OUT Port here” in the “OUT Port”
column.

The role picker opens. Only the OUT ports that you can actually assign to the respective IN
port are displayed in the role picker.

Tasks and Events Part List (=) Online Parameters m|
Port List W o—- O x
Y | Search
]
‘ QUT Port 2 ‘ IN Port 2 ‘ Function ‘

Select OUT Port here

192.168.1.10 f do-1 7 ~DO16

| ~| 1521881107401/ 0UTOZ | |

« [ 192.168.1.10 Arp.Ple.Eclr / Pragrami_Moving_Light - LED_2 4/ 0UTD3
PLC Arp.Ple_Eclr / Program1_Moving_Light - LED_3 1/ 0UTD4
~ 5 Profinet Arp Plc Eclr / Programi_Moving_Light - LED_4 e
v Bl adfbkpnd | Pic. Ecir/ Program1_Moving_Light : LED_S
v dap-1 ArE.PIc_EcIr{Prozram'l_h'loviniﬂiht - LED_E ekl
dap-1 - - 1/ OUTOT
- Asicling E Arp.Plc_Eclr 7 Program 1_Moving_Light - LED_7 P —
it 182.168.1.10 J axl-f-bk-pn-1 J dap-1 / dap-1/ PN_IS_PRIMARY

192.168.1.10 / ax-f-bk-pn-1 / dap-1 / dap-1/ PN_AR_VALID 1/70UT0S
162.168.1.10 f ax-F-bk-pn-1 / dap-1 { dap-1/ PN_APPL_RUN 1/ OUT1D
182.1658.1.10 f ax-f-bk-pn-1 { dap-1 7/ dap-1 / PN_NO_DIAG 1/ OUT11

162.168.1.10 / di-1/ INDD I—— b

182.168.1.10  di-1 / IND1

182.168.1.10 / di-1 / IND2

182.168.1.10 / di-1 / IND3

182.168.1.10 / di-1 / IND4 g
Figure 6-48 Role picker for selecting the OUT ports

* Select the OUT port that you want to assign to the relevant IN port in the role picker.

The OUT port is assigned to the IN port.
* Proceed as described above to add more OUT ports.
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6.13 Specifying the refresh interval for Axioline F I/0
data

You can specify a trigger task for the updating of the Axioline F I/O data. To do this, proceed
as follows:

*  Double-click on the “Axioline F (x)” node in the “PLANT” area.

The “/ Axioline F” controller editor group opens.

¢  Select the “Settings” editor.

e Select the “Trigger task” view.

* Inthe drop-down list, select the task that is to trigger the Axioline F I/O data update.

Please note:

Only tasks that you previously created in the “Tasks and Events” editor are displayed in
the drop-down list.

For information on creating tasks, please refer to Section 6.11.

Seftings Device List Diata List a
Settings M - O X
All Trigger task
Axioline F controller Trigger 10 update: @ ¥
Update task Cyclic100
Cyclic200
Trigger task
Profile

e

A ¥
Figure 6-49  Selecting the trigger task to update the Axioline F I/O data

Please note:

If you do not select a task, the firmware automatically calculates an interval for updating
the Axioline F I/O data from the interval times of all available cyclic tasks. Event or idle
tasks are not taken into account for the calculation. If no cyclic task is available, the data
of the Axioline F modules are updated every 500 pus.

As an alternative to a cyclic task, you can select an idle task for the updating of the
Axioline F 1/0O data.
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6.14 Transferring a project to the controller

To transfer the project to the controller, proceed as follows:
¢ Double-click on the controller node in the “PLANT” area.

The controller editor group opens.
e Select the “Cockpit” editor.
e Clickonthe %3 button (“Write project to controller and start execution. (F5)”).

o Please note:

1 When user authentication is enabled, authentication with a user name and password is
required in order to execute this function.
User authentication is enabled by default. You can disable user authentication via the
User Manager.
If user authentication is enabled, the function can only be executed by users whose user
roles have the necessary authorization.
e Enter your user name and password in the dialog that opens.
If you do not have the necessary authorization to execute the function, PLCnext Engineer
informs you of this in a message.
For information on the User Manager and the user roles, please refer to Section 9.5.4.1.

The project is compiled, transferred to the controller, and executed.

Download Changes The controller supports the “Download Changes” function. With the “Download Changes”
function, program changes can be transferred to the controller during operation without in-
terruption.

This is subject to the following conditions:
— You have not made any changes to the bus configuration.
— You have not changed the process data assignment.
- You have not changed the properties of the existing tasks (e.qg., task type, interval,
watchdog).
— You have not deleted any tasks or added any new tasks.
— You have not made any changes to a high-level language program.
6.15 Creating a PLCnext Engineer HMI application
In PLCnext Engineer, you can create a PLCnext Engineer HMI application, which can be
used to visualize, monitor, and control the application on your controller.
° For information on creating a PLCnext Engineer HMI application, refer to the “Installing
1 and operating the PLCnext Engineer software” quick start guide and the online help for
PLCnext Engineer.
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7 Transferring variable values to PROFICLOUD

In PLCnext Engineer, you can define variables whose values are to be transferred as a met-
ric to PROFICLOUD. The variable values are stored in PROFICLOUD. The metrics can be
represented graphically using the open platform Grafana.

7.1 Creating variables in PLCnext Engineer as OUT
ports

Variables that are to be transferred from a PLCnext Engineer project to PROFICLOUD have
to be created as OUT ports in PLCnext Engineer.
To create a variable in PLCnext Engineer as an OUT port, proceed as follows:

¢ Inthe “COMPONENTS” area, open the “Programming (x), Local (x), Programs (x)” sec-
tion.

¢ Double-click on the desired POU from which variables are to be transferred to
PROFICLOUD.

e  Select the “Variables” editor.

¢  Enter the variable name and data type.

¢ Select “OUT Port” in the “Usage” column.

e Enable the check box in the “Proficloud” column.

e ™)

\ariables Code (] a
Variables W - 0O X
el W W T I
Name Type Usage Comment Init ‘ Retain OPC | HMI | Proficloud ‘ a ‘
& Default

xCount_Up BOOL Local FALSE O O O O
XCount_Down BOOL Local FALSE O O O O
rAngle REAL Local REAL#1.0 O O O O
rASin REAL OUT Port REAL#D.0 O O O O
rACos REAL OUT Port REAL#D.0 O O O O
rATan REAL OUT Port REAL#D.0 O O O O
rSin REAL OUT Port REAL#D.0 O O O O
rCos REAL OUT Port REAL#D.0 O O O O
rTan REAL OUT Port REAL#D.0 O O O O
Enter variable name here BOOL O O O O

Figure 7-1 Creating variables as OUT ports
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i Transferring variable values from C++ programs:

If you program your C++ program using the PLCnext Technology

Command Line Interface, you have to define the variables declared as OUT ports, whose

values are to be transferred to PROFICLOUD, using the attributes Output and Profi-

cloud ( //#attributes (Output]|Proficloud)).

For more detailed information on this, please refer to the “PLCnext Technology” user

manual.

The user manual can be downloaded at phoenixcontact.net/product/2404267.
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7.2  Configuring PROFICLOUD

Before you can transfer the metrics to PROFICLOUD, you must register the AXC F 2152 in
PROFICLOUD. To do this, proceed as follows:

Establishing a connection ¢ Open the web browser on your PC.
to the web interface * Inthe address line, enter the URL “nttps://www.proficloud.net”.

Logging in e Enter your user name and password.
*  Click on the “Sign In” button to sign into PROFICLOUD.

Adding the AXC F 2152 e Toaddthe AXC F 2152 as a PROFICLOUD device, select the “TSD Device Manager”
PROFICLOUD solution.
PHGENIX 2 .
CONTACT
Home PROFICLOUD Solutions

Solutions
PLCnext Community

My Appliances

Community

TSD Device Manager

o

TSD Analytics TSD Device Manager

Figure 7-2 Selecting the “TSD Device Manager” PROFICLOUD solution
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The “Appliances” page opens.

PHCENIX ; | -
CONTACT

TSD Device Manager Appliances
Appliances

Metrics

Show 5 jEntries First Previous n MNext Last

Goto Analytics

-

(+] —

Add Archive

PROFICLOUD 2.1.0 © 2019 PHOENDX CONTACT Contact Site notice Data Privacy|

Figure 7-3 “Appliances” page

Registering the ¢ Click on the “Add” button.
AXC F 2152 « The “Create Appliance” dialog opens.

Create Appliance

Account name
uuiD

Appliance name

Close Add
Figure 7-4 “Create Appliance” dialog

* Inthe “UUID” input field, enter the UUID of the AXC F 2152.

The AXC F 2152 UUID is printed on the side of the device. You will also find the UUID in
WBM in the “Configuration” area on the “PROFICLOUD” page (see Section 9.5.3.1).

Alternatively, you can scan the QR code for the connection to PROFICLOUD (see
Figure 3-9). When you do this, the controller UUID is automatically applied in the “Create

Appliance” dialog.

I}

e Enter a unique name for the AXC F 2152 in the “Appliance name” input field.
*  Click on the “Add” button to save your entries.
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7.3 Enabling the PROFICLOUD connection of the
controller

You can enable or disable the PROFICLOUD connection of the controller as well as various
PROFICLOUD services via the web-based management system of the controller.

In order to transfer variable values as metrics to PROFICLOUD, the PROFICLOUD connec-
tion of the controller and the TSD PROFICLOUD service must be enabled.

Enable the PROFICLOUD connection and the TSD PROFICLOUD service as described in
Section “PROFICLOUD” page” on page 140.
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PHCENIX
CONTACT

Menu
Appliances

Metrics

Goto Analytics

7.4 Displaying an overview of the PROFICLOUD device
metrics
When the AXC F 2152 is switched on, the metrics are automatically transferred to

PROFICLOUD.
To display an overview of all of the metrics of a PROFICLOUD device, proceed as follows:

*  Select the “TSD Device Manager” PROFICLOUD solution.

The “Appliances” page opens.

* Onthe “Appliances” page, click on the AXC F 2152 whose metrics you would like to dis-
play.

The “Appliances / Device name” page opens.

Appliances ' AXC F 2152

AXC F 2152 @ Edit

Metrics

2 Auto-Discover Q
Show 5 jEnirles First Previous Next Last

Metric namel] Comment Edit
= .rSin Automatically generated description. G i
.rCos Automatically generated description. G
Figure 7-5 “Appliances / Device name” page

The metrics transferred are shown in the “Metrics” area.
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Establishing a connection
to Grafana

m‘“

Creating a new dashboard

m - Q Find dashboards by name

I # Home

7.5 Displaying the metrics graphically in Grafana

The metrics can be represented graphically using the open platform Grafana.

To display a metric graphically in Grafana, proceed as follows:

* Select the “TSD Device Manager” PROFICLOUD solution.
e Select the “Go to Analytics” entry in the menu.

The Grafana homepage opens.

Home Dashboard

K KairosDB

Figure 7-6 Grafana: Homepage

¢  Click on the “Home” button.

The “Home” page opens.

T starred | tags

+ New Dashboard

& Import Dashboard

Figure 7-7 Grafana: “Home” page

€ ZoomoOut » @ last6hours &

¢  Click on the “New Dashboard” button to create a new dashboard.
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B - 22 newdashboard - B #

;Iil:l‘
Graph

+ADD ROW

Selecting the display type

Selecting a metric

- 2 newdashboard- B @

A-series

+ADD ROW

Singlestat Table Text Heatmap Alert List Dashboard list Plugin list

The “New dashboard” page opens.
€ zoomout » @Last6hours &

A

Figure 7-8 Grafana: “New dashboard” page

* Click on one of the buttons to select a display type (e.g., graph, etc.).

An example display opens for the type of graphical display selected (see Figure 7-9).

e Tobe able to select the metric to be displayed, click on “Panel Title”.
e  Click on the “Edit” button.

-+ o

Panel Title

€ zoomOut » @last6hours &

Figure 7-9 Grafana: Example graph; Edit Panel Title
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An area in which you are able to edit the details of the selected graphical display opens
below the example display.
e Switch to the “Metrics” tab.
e Select the metric to be displayed.
G."Gph General Metrics Axes Legend Display Alert Time range x
= Data Source - » Query Inspector
A Metric rSin| Peak filter = ® o
Tags +
Group By +
Apgregators +
Allas default j L]

Figure 7-10 Grafana: Selecting the metric to be displayed

* Close the bottom area by clicking on the “X” button.

The selected metric is now displayed graphically.

[ﬂ - B Newdashboard - B # < Zoomout > @ Nov17,2017 12:31:50 to Nov 17,2017 12:45:43 &

Panel Title

12:38 12:39 12:40 12:41 12:42 12:43 12:44 12:45

0
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- rSin

+ADD ROW

Figure 7-11 Grafana: Graphical display of the selected metric
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8 System variables and status information

8.1 General information

This section describes the system variables that are available for the controller.

The controller has a register set that is used for diagnostics and easy control of the controller
and the Axioline F local bus.

The diagnostic data is stored in the diagnostic status register and the diagnostic parameter
register. These registers are available to the application program as system variables (sys-
tem flags, global variables).

8.2 Data structures

Some system variables of the controller are organized as data structures. The data structure
for this type of system variable contains further system variables.

In the Init Value Configuration of PLCnext Engineer, you can see which specific system vari-
ables belong to a system variable that is organized as a data structure.

To open the Init Value Configuration for a system variable organized as a data structure,
proceed as follows:

¢ Double-click on the “PLC” node in the “PLANT” area.

The “/ PLC” controller editor group opens.
e Select the “Data List” editor.

i Alternatively, you can open the “Data List” editor via the controller node in the “PLANT”
area.

e Open the “System Variables” section.
* Inthe “Variable (PLC)” column, click on the arrow to display additional information.

The data type of the system variable is displayed in the “Type” column of the additional in-

formation.

e  Select the row for the system variable organized as a data structure whose associated
system variables you would like to view.
To do this, click on the first column in the row for the system variable organized as a
data structure.

e Clickonthe button to open the Init Value Configuration for the system variable or-
ganized as a data structure.
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The Init Value Configuration for the selected system variable organized as a data structure
opens below the “Data List” editor.
Data List W - O %
WO W y e .
(o]
‘ Variable (PLC) { | Type | Usage ‘ Coi
axe--2152-1 / PLC. ESM_DATA ESM_DAT Global
| | axc2152-1/PLCRTC | RTC_TYPE | Global | |
axe-f-2152-1 / PLC.DEVICE_STATE DEVICE_STATE_2152_TYPE Global n
axe--2152-1 / PLC PMIO_SYSTEM_BF BOOL Global
axc--2152-1 / PLC. PMIO_SYSTEM_SF BOOL Global d
{ .| }
Init Value Configuration
Init Value:
Member Name Member Init Value
HOURS USINT#D
MINUTES USINT#D
SECOMDS USINT#D
DAY USINT#D
MONTH USINT#0
YEAR UINT#D
Figure 8-1 Example: Init Value Configuration for the RTC system variable organized as
a data structure (RTC_TYPE data type)
The “Member Name” column in the Init Value Configuration displays all the system variables
contained in the system variable organized as a data structure.
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8.3 Systemtime

The RTC system variable is a system variable organized as a data structure. The RTC sys-
tem variable can be used to retrieve information on the system time of the device's internal
real-time clock.

Table 8-1 RTC system variable (RTC_TYPE data structure) and the system variables it contains
System variable Type Description
RTC RTC_TYPE | Data structure
HOURS USINT System time (hours)
MINUTES USINT System time (minutes)
SECONDS USINT System time (seconds)
DAY USINT System time (day)
MONTH USINT System time (month)
YEAR UINT System time (year)

8.4 TCP_SOCKET, UDP_SOCKET, and TLS_SOCKET
function blocks

The TCP_SOCKET and UDP_SOCKET function blocks are used to open and close the IP
sockets that are used for IP communication via TCP (Transmission Control Protocol) or via
UDP (User Datagram Protocol).

You can use the TLS_SOCKET function block to open and close IP sockets that are used
for secure IP communication via TLS (Transport Layer Security).

You can retrieve the number of opened IP sockets using the following system variables:

Table 8-2 System variables for the TCP_SOCKET, UDP_SOCKET, and TLS_SOCKET function blocks

System variable Type Description

IP_ACTIVE_SOCKETS UINT Number of IP sockets opened using the TCP_SOCKET and
UDP_SOCKET function blocks

TLS_ACTIVE_SOCKETS UINT Number of IP sockets opened using the TLS_SOCKET func-
tion block
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8.5 Device status
The DEVICE_STATE system variable is a system variable organized as a data structure.
The DEVICE_STATE system variable can be used to retrieve various information on the de-
vice status of the controller.

Table 8-3 DEVICE_STATE system variable (DEVICE_STATE_2152_TYPE data structure) and the system variables

it contains

System variable

Type

Description

DEVICE_STATE

DEVICE_STATE_2152_TYPE

Data structure

BOARD_TEMPERATURE

SINT

Temperature inside the housing (in °C)

reservedi BOOL Reserved
reserved2 USINT Reserved
CPU_LOAD_ALL_CORES | USINT Average current utilization of all processor cores (in %)

CPU_LOAD_PER_CORE

CPU_LOAD_PER_CORE_
ARRAY

Information on the utilization per processor core

[1]

USINT

Current utilization of processor core 1 (in %)

2]

USINT

Current utilization of processor core 2 (in %)
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8.6 Task handling

Programs and program parts are treated as tasks in PLCnext Engineer. Individual tasks are
coordinated and processed in the Execution and Synchronization Manager (ESM).

The ESM_DATA system variable can be used to retrieve information on the task handling
of the ESM. The ESM_DATA system variable is a system variable organized as a data

structure.
Table 8-4 ESM_DATA system variable (ESM_DAT data structure) and the system variables it contains
System variable Type Description
ESM_DATA ESM_DAT Data structure
ESM_COUNT USINT Number of ESMs (one ESM per processor
core)
ESM_INFOS ESM_INFO_ARRAY )
Information on ESMs [1 ... 2]
(1]...[2] ESM_INFO
TASK_COUNT UINT Number of tasks that have been configured
for the ESM
TICK_COUNT UDINT Always 0
TICK_INTERVAL UDINT Always 0
TASK_INFOS TASK_INFO_ARRAY .
Information on tasks [1 ... 16]
[1]...[16] TASK_INFO

INTERVAL LINT For cyclic tasks: time interval in ps
For acyclic tasks: 0

PRIORITY INT Priority of the task

WATCHDOG LINT Watchdog time in us (0 = no watchdog)
Watchdog time that you define for the sum
of execution duration and delay time. If the
watchdog time is exceeded, the watchdog
will trigger.

LAST_EXEC_DURATION LINT Execution duration of the task in the previ-
ous cycle in us (including interruptions by
higher priority tasks)

MIN_EXEC_DURATION LINT Minimum execution duration of the task in
s (including interruptions by higher priority
tasks)

MAX_EXEC_DURATION LINT Maximum execution duration of the task in
s (including interruptions by higher priority
tasks)

LAST_ACTIVATION_DELAY LINT Delay time of the task in the previous cycle
in us (delay occurs if higher priority tasks are
pending at the time of task activation)

MIN_ACTIVATION_DELAY LINT Minimum delay time of the task in ps (delay

occurs if higher priority tasks are pending at
the time of task activation)
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Table 8-4 ESM_DATA system variable (ESM_DAT data structure) and the system variables it contains
System variable Type Description
MAX_ACTIVATION_DELAY LINT Maximum delay time of the task in ps (delay
occurs if higher priority tasks are pending at
the time of task activation)
EXEC_TIME_THRESHOLD LINT Threshold value that you can define for the
sum of execution duration and delay time.
EXEC_TIME_THRESHOLD_CNT | UDINT If the defined threshold value
EXEC_TIME_THRESHOLD is exceeded,
the value of the
EXEC_TIME_THRESHOLD_CNT variable
is incremented.
NAME STRING Name of the task
EXCEPTION_COUNT USINT Number of exceptions
EXCEPTION_INFOS ESM_EXCEPTION_
INFO_ARRAY

Information on exceptions [1 ... 2]

[1]...[2] ESM_EXCEPTION_
INFO

TYPE_ID UDINT ID of the exception

SUB_TYPE STRING512 Type of exception

SUB_TYPE_ID UDINT ID of the task in which the exception oc-
curred

TASK_NAME STRING Name of the task in which the exception oc-
curred

PROGRAM_NAME STRING512 Name of the program instance in which the
exception occurred

INFORMATION STRING512 Information on the exception that occurred
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8.7 Client connections to a PLCnext Engineer HMI web
server

A PLCnext Engineer HMI application is executed on a PLCnext Engineer HMI server. There
are two system variables for handling client connections to a PLCnext Engineer HMI web
server:

-  HMI_STATUS

-  HMI_CONTROL

8.7.1 HMI_STATUS system variable

The HMI_STATUS system variable can be used to retrieve information on the client connec-
tions to a PLCnext Engineer HMI web server.
The HMI_STATUS system variable is a system variable organized as a data structure.

Table 8-5 HMI_STATUS system variable (HMI_STATUS_TYPE data structure) and the system variables it contains

System variable Type Description
HMI_STATUS HMI_STATUS_TYPE Data structure
CLIENT_COUNT UINT Number of existing client connections to the HMI web

server at runtime

CLIENTS HMI_STATUS_ARRAY Information on existing client connections
[1]...[256] HMI_STATUS_STRUCT | Client connections 1 ... 256
SESSION_ID STRING Session ID of the client connection
STATION_ID STRING Station ID of the client
LAST_REQ LINT Time of the last request from the client to the controller
IP_ADDRESS IP_ADDRESS_ARRAY | IP address of the client
[0]...[3] BYTE IP address in hexadecimal format

(Example: [CO].[A8].[01].[64] = 192.168.1.100)

107708_en_04

PHOENIX CONTACT 119/192

DOWNLOADED FROM WWW.SCATTS.CO.UK



AXC F 2152

DOWNLOADED FROM WWW.SCATTS.CO.UK

8.7.2

HMI_CONTROL system variable

The HMI_CONTROL system variable can be used to disconnect a client from a
PLCnext Engineer HMI web server.
The HMI_CONTROL system variable is a system variable organized as a data structure.

Table 8-6 HMI_CONTROL system variable (HMI_CONTROL_TYPE data structure) and the system variables it con-

tains

System variable

Type

Description

HMI_CONTROL HMI_CONTROL_TYPE Data structure
CLIENTS HMI_CONTROL_ARRAY | Information on existing client connections
[1]...[256] HMI_CONTROL_STRUCT | Client connections 1 ... 256
DISABLE BOOL e Set this bit to 1 to disconnect the selected client from

the PLCnext Engineer HMI web server.
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8.8 Axioline F: Diagnostic status register

Information on the operating state of the Axioline F local bus is stored in the diagnostic sta-
tus register. A specific Axioline F local bus state is assigned to each bit in the diagnostic sta-

tus register.

The following system variables can be used to read the diagnostic status register informa-

tion.
Table 8-7 System variables of the diagnostic status register

System variable Type Description

AXIO_DIAG_STATUS_REG_HI BYTE Diagnostic status register (high byte)

AXIO_DIAG_STATUS_REG_LOW BYTE Diagnostic status register (low byte)

AXIO_DIAG_STATUS_REG_PF BOOL | 1/Oerror

AXIO_DIAG_STATUS_REG_PW BOOL | 1/O warning

AXIO_DIAG_STATUS_REG_BUS BOOL | Bus error

AXIO_DIAG_STATUS_REG_RUN BOOL | Data transmission is active

AXIO_DIAG_STATUS_REG_ACT BOOL | Selected configuration is ready for operation

AXIO_DIAG_STATUS_REG_RDY BOOL | The Axioline F local bus is ready for operation

AXIO_DIAG_STATUS_REG_SYSFAIL BOOL | The Axioline F local bus switches to the SYSFAIL state
when the controller is in the STOP state or there is no pro-
gram present on it.
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8.9 Axioline F: Diagnostic parameter register

The diagnostic parameter register provides additional information on the error indicated in
the diagnostic status register. The error code is stored in the diagnostic parameter register
and the error location in the extended diagnostic parameter register. The error location is
stored as a slot number. This starts at 1 and corresponds to the sequential number of the
Axioline F modules that are installed one after another.

Special case: If an interface error cannot be located, the value 128 is displayed in the di-
agnostic parameter register (bit 7 is set).

The diagnostic parameter register is rewritten whenever a malfunction occurs. If a malfunc-
tion has not been detected, the diagnostic parameter register contains the value 0.

Table 8-8 System variables of the diagnostic parameter register

System variable

Type Description

AXIO_DIAG_PARAM_REG_HI

BYTE Diagnostic parameter register (high byte)

AXIO_DIAG_PARAM_REG_LOW BYTE Diagnostic parameter register (low byte)
AXIO_DIAG_PARAM_2_REG_HI BYTE Extended diagnostic parameter register (high byte)
AXIO_DIAG_PARAM_2_REG_LOW BYTE Extended diagnostic parameter register (low byte)
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8.10 PROFINET system variables

Table 8-9 lists the PROFINET system variables of the integrated PROFINET controller func-
tionality.

Table 8-9 PROFINET system variables (PROFINET controller functionality)

System variable Type Description
PNIO_SYSTEM_BF BOOL No connection to a configured PROFINET device

An error has occurred in the PROFINET network, i.e., a con-
nection could not be established to at least one configured
PROFINET device. This value is not set if the “Control BF” pa-
rameter was set to FALSE for a PROFINET device. The
PROFINET device has therefore been excluded from con-
nection monitoring.

PNIO_SYSTEM_SF BOOL Diagnostic alarm on a configured PROFINET device

At least one PROFINET device is indicating a system error
(diagnostic alarm or maintenance alarm). The error priority
can be determined from the PNIO_DIAG_AVAILABLE,
PNIO_MAINTENANCE_DEMANDED, and PNIO_MAINTE-
NANCE_REQUIRED variables.

PNIO_MAINTENANCE_DEMANDED BOOL Maintenance demand

Atleast one PROFINET device is indicating the “maintenance
demand” alarm (high-priority maintenance alarm) with an ac-
tive connection. The PROFINET device can be identified
using the RALRM diagnostic block.

PNIO_MAINTENANCE_REQUIRED BOOL Maintenance required

Atleast one PROFINET device is indicating the “maintenance
requirement” alarm (low-priority maintenance alarm) with an
active connection. The PROFINET device can be identified
using the RALRM diagnostic block.

PNIO_FORCE_FAILSAFE BOOL All PROFINET devices are prompted to set their configured
substitute values.

PNIO_CONFIG_STATUS WORD Configuration status of the PROFINET controller

PNIO_CONFIG_STATUS_READY BOOL This variable is set if the PROFINET controller has been ini-
tialized correctly. No desired configuration has been loaded
by PLCnext Engineer yet.

PNIO_CONFIG_STATUS_ACTIVE BOOL This variable is set if the desired configuration for the PROF-

INET controller has been loaded.

In this state, the PROFINET controller attempts to establish a
connection cyclically to all devices in the desired configura-
tion (under the PROFINET icon).

PNIO_CONFIG_STATUS_CFG_FAULT BOOL The desired PROFINET controller configuration has not been
applied due to a serious error.
In this case, please contact Phoenix Contact.

Table 8-10 lists the PROFINET system variables for the integrated PROFINET device func-
tionality.
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Table 8-10 PROFINET system variables (PROFINET device functionality)

System variable

Type

Description

PND_S1_PLC_RUN

BOOL

Status of the higher-level PROFINET controller

Information indicating whether the higher-level
PROFINET controller is active. The value is TRUE if the
higher-level PROFINET controller is in the RUN state
(program is being processed). The display only applies
when there is an existing PROFINET connection
(PND_S1_VALID_DATA_CYCLE).

PND_S1_VALID_DATA_CYCLE

BOOL

The higher-level PROFINET controller has established
the connection

Information indicating whether a connection exists and cy-
clic data is being exchanged between the PROFINET
controller and PROFINET device (AXC F 2152) and
whether the last frame received contained valid data.

PND_S1_OUTPUT_STATUS_GOOD

BOOL

IOP status of the higher-level PROFINET controller

Information indicating whether the input process data
(PND_S1_INPUTS) was received by the PROFINET de-
vice with the “valid” status. The value is TRUE if the output
data of the higher-level PROFINET controller is valid (pro-
vider status).

PND_S1_INPUT_STATUS_GOOD

BOOL

I0C status of the higher-level PROFINET controller

PND_S1_DATA_LENGTH

WORD

Process data length that was configured for the
PROFINET device

PND_S1_OUTPUTS

PND_IO_512

Output process data

Memory area for output process data that the PROFINET
device sends to the higher-level PROFINET controller

PND_S1_INPUTS

PND_IO_512

Input process data

Memory area for input process data that the PROFINET
device receives from the higher-level PROFINET control-
ler
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8.11 INTERBUS: Master diagnostic status register

You can connect the AXC F XT IB Axioline F extension module (INTERBUS master) to the
left of the controller using the AXC BS L 2 bus base module. Up to 255 INTERBUS remote
bus devices can be connected to the INTERBUS master.

Information on the operating state of the INTERBUS master is stored in the diagnostic sta-
tus register. A specific INTERBUS master state is assigned to each bit in the diagnostic sta-

tus register.

The following system variables can be used to read the diagnostic status register informa-

tion.

Table 8-11 System variables of the master diagnostic status register
System variable Type Description
IB_DIAG_STATUS_REG_HI BYTE Master diagnostic status register, high byte
IB_DIAG_STATUS_REG_LOW BYTE Master diagnostic status register, low byte
IB_DIAG_STATUS_REG_SYSFAIL BOOL “System failure” error message
IB_DIAG_STATUS_REG_WARN BOOL Defined warning time exceeded
IB_DIAG_STATUS_REG_QUAL BOOL Defined error density exceeded
IB_DIAG_STATUS_REG_USER BOOL User error/parameterization error
IB_DIAG_STATUS_REG_PF BOOL I/O error
IB_DIAG_STATUS_REG_BUS BOOL Bus error
IB_DIAG_STATUS_REG_CTRL BOOL INTERBUS master/hardware fault
IB_DIAG_STATUS_REG_DTC BOOL Diagnostic routine is active
IB_DIAG_STATUS_REG_RUN BOOL Data transmission is active
IB_DIAG_STATUS_REG_ACT BOOL Selected configuration is ready for operation
IB_DIAG_STATUS_REG_RDY BOOL The INTERBUS master is ready for operation
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8.12 INTERBUS: Master diagnostic parameter register

The diagnostic parameter register provides additional information on an error indicated in
the master diagnostic status register (see Section 8.11).

The following information is stored in the master diagnostic parameter register:
—  Error location

—  Error code
15 8 ‘ 7 0
Segment number Position in the segment

Example: device number 3.1

6219C040

Figure 8-2 Error location in the master diagnostic parameter register
15 87 0
0 A 5 0
Error code

Example: address overlap, code 0A50,,
6219C041
Figure 8-3 Error code in the master diagnostic parameter register

Special case:

If an INTERBUS local bus error cannot be located, the value 128 is indicated in the master
diagnostic parameter register (i.e., bit 7 is set).

Table 8-12 Example for error code 0A050},¢x

Error code Type Description and remedy

0A50p¢ USER | Error when assigning a process data item. Input or output ad-

dress assigned more than once.

Remedy:

* Always assign just one process data item to each in-
put/output address.

Add_Error_Info: PDRL index of the incorrect PDRL entry

The master diagnostic parameter register is rewritten whenever a malfunction occurs. If a
malfunction has not been detected, the master diagnostic parameter register contains the
value 0.
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Table 8-13 System variables of the master diagnostic parameter register

System variable Type Description

IB_DIAG_PARAM_REG_HI BYTE Master diagnostic parameter register, high byte
IB_DIAG_PARAM_REG_LOW BYTE Master diagnostic parameter register, low byte
IB_DIAG_PARAM_2_REG_HI BYTE Extended master diagnostic parameter register, high byte
IB_DIAG_PARAM_2_REG_LOW BYTE Extended master diagnostic parameter register, low byte
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9 Web-based management (WBM)

Using the web-based management (WBM) system, you can access static and dynamic
controller information and modify certain controller settings. WBM can be called up via any
of the controller's Ethernet interfaces.

9.1 Establishing a connection to WBM

To establish a connection to WBM, proceed as follows:
e  Open the web browser on your PC.

¢ Inthe address field, enter the URL “https://IP address of the controller”
(example: “https://192.168.1.10").

° Please note:

WBM can only be called up if the controller has a valid IP address. Upon delivery, the con-
troller IP address is 192.168.1.10.

If there is a PLCnext Engineer HMI application on the controller, entering the URL
“https://IP address of the controller” calls up the PLCnext Engineer application.

e Tocall WBM in this case, enter the URL “https:/IP address of the controller/wbm”.

e

Initial access: TLS certifi- The controller web server uses a self-signed TLS certificate automatically generated by the
cate controller for secure communication. Before the controller web server can be accessed, you
must authorize the TLS certificate in your web browser.

° Please note:

1 — The controller generates the TLS certificate during the boot phase.

— The certificate uses the IP address of the PROFINET controller.

By default, this is the IP address of the AXC F 2152 controller.

When you use the AXC F XT ETH 1TX left-alignable Ethernet interface, the

AXC F XT ETH 1TX Ethernet interface automatically takes over the PROFINET con-
troller functionality. In this case, the certificate uses the IP address of the

AXC F XT ETH 1TX Ethernet interface.

— The certificate is used for all Ethernet interfaces of the controller.

— Each IP address of the controller must be authorized in the web browser before a
PLCnext Engineer HMI application can be accessed via this address and thereby via
the corresponding Ethernet interface.

— The TLS certificate is regenerated after resetting the controller to default setting type
1or2.

— The TLS certificate and the corresponding private key are located in the following di-
rectories of the controller file system:

— /opt/plcnext/Security/Certificates/https/https_cert.pem
— /opt/plcnext/Security/Certificates/https/https_key.pem
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Initial access: The AXC F 2152 welcome page is shown when accessing the controller web server for the
Welcome page first time.

CPU | State | RAM ~ EN
e 18% | RUN | 290% DE
= moNe

~your autor
- '

Y

PLCnext Control

Many thanks for choosing a controller with PLCnext Technology. Discover the advantages of this open control platform, which
provides completely new levels of your freedom for automation.

[CIDo not show this page in the future and go directly to the WBM

Figure 9-1 AXC F 2152 welcome page

The welcome page contains links to the following web content:
- WBM

-  PLCnext Community

— PLCnext website

If you do not want the welcome page to be displayed each time the controller web server

is accessed:

* Enable the “Do not show this page in the future and go directly to the WBM” check
box.

The next time you access the controller web server, the login page of WBM opens, see

Section 9.4.

Alternatively, you can enter the URL “https:/IP address of the controller/wbm” (example:

“https://192.168.1.10/wbm”) in your browser address field.

In this case, WBM is displayed immediately.

The welcome page remains accessible via the URL “https://IP address of the control-

ler/welcome”.

I}

9.2 Licensing information regarding open-source
software

The AXC F 2152 controller works with a Linux operating system.
All license information can be called up via the “Legal Information” link on every page of
WBM:

¢  Click on the “Legal Information” link on the bottom-left of the WBM page.

Licenses for all of the open-source software used are shown.
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9.3 Changing the language

WBM is available in German and English.

Deutsc Englisl
OGN CH OO @D

Figure 9-2 WBM: Changing the language

e  Click the “Deutsch” or “English” link to change the language.

WBM then immediately switches to the desired language.
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9.4 Login

The WBM login page is displayed when:
—  You access WBM for the first time
— You have enabled the WBM user authentication function, see Section 9.5.4.1.

If you disable user authentication, login is not necessary to access WBM. In this case, the
WBM start page is displayed when WBM is accessed, see Section 9.5.

Deutsch  English

OllsHGCH @@ Ic@aTIcreIea

Flease login with your username and password.

Username |

Password

€ 2017 PHOENIX CONTACT  Legal Information

Figure 9-3 WBM: Login page

Initial access as an When you access WBM for the first time, log in as the administrator.
administrator »  Enter the user name “admin” in the “Username” input field.

e Enter the administrator password in the “Password” input field.
The administrator password is printed on the controller (see Figure 9-4 on page 132).

e Toopen WBM, click on the “Login” button.
The WBM start page opens (see Section 9.5).

Recommended:
*  Only use the administrator password for initial login.

e Once you have logged in successfully, change the administrator password to prevent
unauthorized administrator access (see Section 9.5.4.1).

T}

Please note:

After changing the access data for the administrator, it is no longer possible to log in with
the user name “admin” and the administrator password printed on the controller.

L}
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Logging in as a user

Ord. No. 2404267 AXC F 2152

password: 12345678

password: 12345678

107708A002

Figure 9-4 Administrator password on the controller

If WBM user authentication is enabled, log in using your user details.

e  Enter your user name in the “Username” input field.
e Enter your password in the “Password” input field.
e Toopen WBM, click on the “Login” button.

The WBM start page opens (see Section 9.5).
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Web-based management (WBM)

9.5 Start page - Areas and functions

Deutsch  English Logout
PHCENIX Project Name: Project_AXC_F_2152  HW: 02 FW: 2019.6
CONTACT MAC: 00:A0:45:13:BS B2

AXCF 2152
2404267

+ Information

|+ Diagnostics

+ Configuration

+ Security

+ Administration
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Figure 9-5 WBM: Start page

WBM is split into the following areas:
- Information

— Diagnostics

- Configuration

- Security

— Administration
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AXCF 2152
2404267
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— finformation

General Data

+ Diagnostics
+ Configuration
+ Security

+ Administration

9.5.1 “Information” area

9.5.1.1 “General Data” page

On the “General Data” page, you will find general details about the device, e.g., hardware
and firmware versions, the order number, as well as manufacturer details.

Logout

Project Mame: Project_AXC_F_2152  Hw: 02 FWw: 2019.6
MAC: 00:AD:45:15:B5:B2

Information

General Data

General Data

Vendor Phoenix Contact GrmbH & Co, KG

Address Flachsmarktstr, 8, 32825 Blomberg, Germany
Internet http:£fwww . phoenixcontact.com

Type AXC F 2152

Order Mo, 2404267

Serial Mo, 5555555555

Firrmware Version 2019.6

Hardware Version 0z

FPGA Version 1.1.71
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Figure 9-6 WBM: “General Data” page
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Web-based management (WBM)

“Overview” tab

Deutsch  English

9.5.2 “Diagnostics” area

9.5.2.1 “PROFINET” page

On the “PROFINET” page, you can view information on the controller and the connected
PROFINET devices, as well as their Axioline F local bus devices.

On the “Overview” tab, you will find information on the current PROFINET function of the
controller and its IP settings (Figure 9-7).

Logout

PHCENIX Project Name: Project AXC_F_2152 W 02 P 2019.6
CONTACT MAC: 00:ADI45:13:B5:B2
AXC E 2152 Diagnostics
2404267
PROFINET
-‘-__‘;“.‘.—f_fnm Overview = Device List | Tree Wiew
===
-

+ Information

—  Diagnostics

Profinet

+ Configuration

+ Security

+ Administration

@ 2017 PHOENIK CONTACT

“Status” area

“Controller details” area

°
1

Profinet Controller

Status

Profinet Controller function

Activated
Activated

Profinet Device function

Controller Details

Device Type IAKC Fz152
IP Address J19z.165 1,10
Subnet Mask |255.255 255.0
Default Gateway ID.D.U‘D
Realtime Class |RT

Diagnostics: . Online Status: Ok

Legal Information

Figure 9-7 WBM: “PROFINET” page, “Overview” tab

In the “Status” area, you can see whether the controller is currently being used as a
PROFINET controller and/or a PROFINET device.

The current IP settings of the controller are displayed in the “Controller details” area.

Please note:

The IP settings shown here relate to the Ethernet interface with PROFINET controller
function.

When you use the AXC F XT ETH 1TX left-alignable Ethernet interface, the

AXC F XT ETH 1TX Ethernet interface automatically takes over the PROFINET controller
function. In this case, the IP settings for the AXC F XT ETH 1TX Ethernet interface are dis-
played.
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AXC F 2152
“Device List” tab The “Device List” tab (Figure 9-8) provides an overview of the configured PROFINET de-
vices. The overview contains the device names of the PROFINET devices, the current IP
settings, the activation status (TRUE = active, FALSE = inactive) as well as the diagnostic
state and code.
Table 9-1 Possible diagnostic states of PROFINET diagnostics
Diagnostic state | Description
OK No error
Warning A warning occurred, e.g., “Maintenance Required”, “Maintenance
Demanded”, and “Diagnosis available”.
Error A PROFINET bus error has occurred.
Deutsch  English Logout
. Ewﬁ% . - - . - Project Name: Project_AXC_F_2152 :\:c:::ugnﬁ\,:é:igljée:as:az
AXCF 2152 Diagnostics
2404267

PROFINET

¥
y
/]

Overview Device List = Tres Yiew

il
!

d
g

Profinet Device List

+ Information
No. Device Name IP Address Active Diagnostics Details

|~ Diagnostics 1 AkL-F-BK-PN-1% 192.166.,1.11 TRUE |

Profinet

Ok

+ Configuration # - Profinet participants with own Web Based Management Warning
(Reachable via the link) . Errar
+ Security
Diagnostics: . online Status: OK

+ Administration
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Figure 9-8 WBM: “PROFINET” page, “Device List” tab
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Opening the “Device In the “Device Information” view, you will find certain general information, the current IP set-
Information” view tings as well as diagnostic information for each connected PROFINET device.

* Inthe “Details” column, click on the button.

The “Device Information” view opens (see Figure 9-9).

Device Information

Profinet Device

Activation Status
Device Number
Vendor ID
Device ID

Ethernet

IP Address
Subnet Mask
Default Gateway
Name of Station
DNS Hostname

Peripheral Errors

Status
Diagnostics Status: Code

Diagnostics Status: Text

TRUE

00BOp ox

1000hex

192.168.1.11
255.255.255.0
192.168.1.11
axl-f-bk-pn-1

axl-f-bk-pn-1

Figure 9-9 WBM: “PROFINET” page, “Device List” tab, “Device Information” view
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AXC F 2152
Figure 9-10 shows the “Device Information” view in the event of an I/O error.
Device Information
Profinet Device
Device Number 1
Vendor ID 00BOp g
Device ID 1000hex
Ethernet
IP Address 192.168.1.11
Subnet Mask 255.255.255.0
Default Gateway 102.168.1.11
Name of Station axl-f-bk-pn-1
DNS Hostname axl-f-bk-pn-1
Peripheral Errors
Figure 9-10 WBM: “PROFINET” page, “Device List” tab, “Device Information” view (an
I/0 error has occurred in the example)
e Click on the “Close” button to close the “Device Information” view.
Update frequency for Diagnostic data is updated with an update frequency of 1/s. The following information is up-

diagnostic data

Opening the WBM of a
PROFINET device

dated:

— Device List: The Device List can be recomposed, e.g., after changing and updating the
PLCnext Engineer project.

— Diagnostic data:
— Change of connection status of the PROFINET devices
— Diagnostic state of the PROFINET devices

For more detailed information on the diagnostic code, please refer to the “PLCnext Technol-
ogy” user manual.

The user manual can be downloaded at phoenixcontact.net/product/2404267.

Some PROFINET devices feature their own web-based management (WBM). You can
open the WBM of a connected PROFINET device via a link on the “Device List” tab.

e Inthe “Device Name” column, click on the PROFINET device whose WBM you want to
open.

The WBM of the PROFINET device is opened in the web browser in a new tab.
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Web-based management (WBM)

“Tree View” tab

Deutsch  English
. EPH(ENIK
CONTACT

AXCF 2152
2404267

i
i
')

i
E

+ Inforrnation

|— Diagnostics

Profinet

+ Configuration

+ Security

+ Administration
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e

The “Tree View" tab provides an overview of the projected PROFINET devices. The over-

view contains the device names of the PROFINET devices, their current IP settings, as well
as the diagnostic state of the devices and modules.

Logaout

Diagnostics

Project Mame: Project AXC_F_2152 Hw: 02 Fyy: 2019.6

MAC: 00:A0:45:15:B5:62

PROFINET
Overview  Device List | Tree Wiew

Profinet Tree View

=1 Haxc F 2152 /I Address : 192.168.1.10 / Profinet Devices : 1

= Station @ axlf-bk-pn-1 / IP Address @ 192.168.1.11 /Vendor ID : 0x00B0 / Device ID @ 0x1000 / Modules @ 1
= ® Module ID ¢ 1/ Slot: 0/ Submodules @ 4

@ Mode D 9/ Submodule 1D 1/ Subslot : 1/ Type @ 0/ Sub elements @ 2

@ Mode D 10/ Submodule 1D @ 2 f Subslot: 22768 / Type @ 0/ Sub elements : 2
@ Mode D 11/ Submodule 1D @ 3 f Subslot : 22769 / Type @ 0/ Sub elements : 2
@ Mode 1D 12 [ Submodule 1D @ 3 f Subslot : 22770 f Type @ 0/ Sub elements : 2

Diagnostics: . online Status: Ok

Figure 9-11 WBM: “PROFINET” page, “Tree View” tab

For more detailed information on the “Tree View" tab, please refer to the “PLCnext Tech-
nology” user manual.

The user manual can be downloaded at phoenixcontact.n r 2404267 .
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Deutsch  English

© [

AXCF 2152
2404267

+ Information
+ Diagnostics

|- configuration

Proficloud

+ Security

+ Administration

9.5.3 “Configuration” area

9.5.3.1 “PROFICLOUD” page

The “PROFICLOUD” page provides status information regarding the connection between
the controller and PROFICLOUD.

You can also specify whether you are operating the controller with or without PROFICLOUD
connection and which PROFICLOUD services you want to use.

Logout

Project Mame: Project_AXC_F_Z2152  HW: 02 Fi: 2019.6
MAC: 00:40:45:13:B5:B2

Configuration

PROFICLOUD

State

UUID 28569b90-dead-code-a531-2e052486c57 ¢
Proficloud Service State

Proficloud Connection State Offline

Mot Registered

Device Registration State

Settings

Enable Proficloud Service [
Enable Time-Series Data (TSD) Service [
Enable PLCnext Store Service [
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Enabling the

PROFICLOUD connection

Figure 9-12 WBM: “PROFICLOUD” page

If you want to operate the controller with PROFICLOUD connection, you have to enable the
Proficloud Service of the controller. When the Proficloud Service of the controller is enabled,
the controller tries to establish a connection to PROFICLOUD.

¢ Enable the “Enable Proficloud Service” check box.
¢ Click on the “Apply” button.
The PROFICLOUD connection of the controller is enabled.

When the PROFICLOUD connection is enabled, you can specify which service you want to
use.

140/ 192 PHOENIX CONTACT

107708_en_04

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

Web-based management (WBM)

Enabling the TSD
PROFICLOUD service

Enabling the PLCnext
Store service

Disabling the
PROFICLOUD connection

e Totransfer process data from a PLCnext Engineer project to the TSD PROFICLOUD
service, enable the “Enable Time-Series Data (TSD) Service” check box.

To download apps from the PLCnext Store to the controller, the PLCnext Store service must

be enabled on the device.

e Toenable the PLCnext Store service on the device, enable the “Enable PLCnext Store
Service” check box.

If you want to operate the controller without PROFICLOUD connection, you have to disable
the Proficloud Service of the controller. In this case, it is not possible to establish a connec-
tion between the controller and PROFICLOUD.

¢ Disable the “Enable Proficloud Service” check box.
e Click on the “Apply” button.

The PROFICLOUD connection of the controller is disabled.
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+ Information

+ Diagnostics

+ Configuration

—  Security

User Authentication
Certificate Authentication
Firewall

SO Card

+ Administration

9.5.4 “Security” area

The security-related settings for the controller are configured in the “Security” area.

9.5.4.1 “User Authentication” page
Logout
. - Project Name: Project_AXC_F_Z15% Hi: 02 Fy: 2019.5
MAC: 00:A0:45:13:B5:B2
Security

User Authentication

User Authentication [ BEEH GV O EE] [

User Roles
admin Adrnin Set Password | Modify Roles
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User authentication

Figure 9-13  WBM: “User Authentication” page

Enable or disable user authentication on the “User Authentication” page. When user au-
thentication is enabled, authentication with a user name and password is required for ac-
cess to certain components of the AXC F 2152 and certain functions in PLCnext Engineer.
When user authentication is disabled, authentication is not necessary to access WBM, the
AXC F 2152 OPC UA server or to the controller via PLCnext Engineer. Access to the file
system via SFTP and access to the shell via SSH requires authentication (with administrator
rights) even if user authentication is disabled.

User authentication is enabled by default. In the delivery state, the “admin” user is already
created with administrator rights.
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Web-based management (WBM)

o

Recommended:
*  Only use the administrator password printed on the controller for initial login into
WBM.

*  Once you have logged in successfully, change the administrator password to prevent
unauthorized administrator access.

The modified administrator access data is stored in the overlay file system on the internal
parameterization memory. If you operate the controller with an SD card, the overlay file
system is saved to the SD card.

See Section 3.6 for the directory structure of the file system.

L}

Enabling/disabling user
authentication

Please note:

Enabled user authentication only provides a limited degree of protection against unautho-
rized network access.

Due to its communication interfaces, the controller should not be used in safety-critical ap-
plications unless additional security appliances are used.

* Make sure you always operate the controller with the latest firmware version.

e Follow the safety note on unauthorized network access in Section 1.5.

To enable/disable user authentication, proceed as follows:
¢ (Click on the “Enable/Disable” button next to the “User Authentication” check box.

The “Enable/Disable User Authentication” dialog opens.

Enable/Disable User Authentication

User Authentication v
m Cancel
Figure 9-14  WBM: “User Authentication” page, “Enable/Disable User Authentication”

dialog

e To enable user authentication, enable the “User Authentication” check box.
¢ To disable user authentication, disable the “User Authentication” check box.
*  Click the “Save” button to apply the setting.
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o

Adding a user

Via user authentication, the access data of all users who are authorized to access the
AXC F 2152 is managed and the required access permissions are assigned to each user
(see Table 9-2).

The access data of all newly created users is stored on the internal parameterization mem-
ory. If you operate the controller with an SD card, the access data is saved to the SD card.

If the SD card is inserted into another AXC F 2152, the access data stored on the SD card

is used for access to the controller.

Please note when inserting the SD card into another AXC F 2152:

If you have changed the administrator access data after logging into WBM for the first
time, the modified access data stored on the SD card will be used for access to the con-
troller. In this case, it is no longer possible to log in with the “admin” user name and the
administrator password printed on the device.

Proceed as follows to add a user:
e  Click on the “Add User” button on the “User Authentication” page.

The “Add User” dialog opens.

Add User
Username TeDo
Password sessss
Confirm Password ssssss

Figure 9-15 WBM: “User Authentication” page, “Add User” dialog

e Enter the desired user name in the “Username” input field.

e  Enter the desired new password in the “Password” input field.

¢ Re-enter the desired password in the “Confirm Password” input field.
e Toadd the user in the User Manager, click on the “Add” button.
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Web-based management (WBM)

Setting a password

Modifying user roles

Proceed as follows to change a user password:
e  Click on the “Set Password” button in the row of the desired user on the “User Authen-
tication” page.

The “Set User Password” dialog opens.

Set User Password

Username admin
New Password |

Confirm Password

Figure 9-16 WBM: “User Authentication” page, “Set User Password” dialog

¢ Enter the desired new password in the “New Password” input field.
* Re-enter the desired new password in the “Confirm Password” input field.
¢ To save the new password, click on the “Save” button.

You can select one or more user roles with different permissions for each user.
These permissions control access to:

— The controller file system

—  The controller via PLCnext Engineer
— The PLCnext Engineer HMI

-  WBM

— The AXC F 2152 OPC UA server

To assign one or more user roles to a user, proceed as follows:
¢ Click on the “Modify Roles” button in the row of the desired user on the “User Authenti-
cation” page.

The “Modify Roles” dialog opens.
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AXC F 2152
Modify Roles
Username admin
Roles Admin &
CertificateManager
UserManager
Engineer
Commissioner
Service
DataViewer
DataChanger
Viewer
EHmilevell
EHmilLevel2
EHmilLevel3
EHmilLeveld
EHmiLevel5
EHmilLevel6
EHmilLevel7
EHmilLeveld
EHmilLevel9
EHmiLevel10
FileReader
FileWriter
EHmiViewer
EHmiChanger
m Cancel
Figure 9-17 WBM: “User Authentication” page, “Modify Roles” dialog
e Enable the check box of the user role(s) that you would like to assign to the user.
° You can manage the access permission to the PLCnext Engineer HMI application via the
1 user roles EHmiLevel1...10, EHmiViewer, and EHmiChanger. The assigned user roles
specify whether and to what extent a user has read and write access to the
PLCnext Engineer HMI application.
For detailed information on the security functions in a PLCnext Engineer HMI application
and on handling HMI user roles, refer to the PLCnext Engineer online help.
¢  Click on the “Save” button to save the selected user role(s) for the user.
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Table 9-2 User roles and their assigned access permissions in the various applications
User role
o
g
Application or . = _ -
component of the Access permission =|9 c .| < L | Y
AXC F 2152 ol (2| (8|2 |3|5|=|2|E
®lS|5|9 ] 2|00 (o|8
R = T R TR - B
EleE(=|(c|E|LC|S5|0|o|2|Q £ =9
E|€|lo|>|E|2|S|S|2|E|T|3T|E|S
TS| o|lw|(c|lold|®|c|Q(T|=|=|T|XT
<|(OD|W|O(»w(QOQ|>|W| L L (W|w
SFTP access to the file system with an
SFTP client
o Please note:
SD card/parameter- 1 Authentication yvith ausername
ization memory and password is always re- X 1=1=1=1=1=1=1=1-1=1-|-|"|-
quired for SFTP access, even
when user authentication is dis-
abled.
SSH access to the shell
° Please note:
1 Authentication with a user name
Shell and password is always re- IS N O O O IO IO I I O
quired for SSH access, even
when user authentication is dis-
abled.
PLCnext Engineer | View values in the cockpit (e.g., utilization,
X| = | x| x| x|x|[x|[xX|xX|X]|= |- ]|-]-
etc.)
PLCnext Engineer | Transfer a project to the controller X|=|=|x|=|=|=-|=-|-|-1-|-1-1-
PLCnext Engineer | Start (cold/warm start) orstopthecontroller | x |- |- [ x | x [ x |- |- |- |- |- |- |- |-
PLCnext Engineer | Restart the controller (reboot) X|=|=|=-|=-/-/-1-1-1-1-1-1-1-
PLCnext Engineer | Resetthe controller to default settingtype1 | x |- |- |- |- |- |- |- |- |- |- |- |- |-
PLCnext Engineer | View online variable values X|=|=|[X|[=|x|[xX|xX|X]|=1|=- |- |-~
PLCnext Engineer | Overwrite variables X|=1=-|x|-1]x X|[=1|-1-1-1-1-
PLCnext Engineer | Set and delete breakpoints X|=|=|x|=-]X - == 1=-1|-1|-
WBM View “General Data” page X[x | x|x|=|=-|=|=-1=-|-1-1|-1-]|-
WBM Manage users X[=|x|=|=|=-1=-1-1=-1-1|-1-|-|-
WBM Edit Trust Stores and Identity Stores X[{x|=|=-1=-|-1=-|-1=-|-1-1|-1-1|-
WBM Configure the firewall X|=1=1-1-1-1-1-1-1-1-|/-1-1-
WBM Update the firmware X|=1=1=-1=-1-1=-1-1-1-1-1-1-1-
WBM PROFICLOUD status X|=1=1=-1=-1-1=-1-1-1-1-|-1-1-
WBM Configuring SD card use X[(=|=-1=-1-1-1-1-1-1-1-1-1-/|-
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Table 9-2 User roles and their assigned access permissions in the various applications
User role
o
g
Application or S | v ) ~ P
component of the Access permission =9 e » |9 x| . 5 2
AXC F 2152 i, |'® g c 0|0 |=|2|5§
© (S io|a © 2|lo|8 0|8
SISI8E|2|2|5|5/38|E|28|8
ElE=|c|E|[L|5|0|0|= gl (2|2
EI€E|s|> E|E|=|S|2|E|S|T|E|IS
S|lo|lw|lclo|lo|®s |8 |Q|T|=|=|T|T
<|(ODjW|O(w0Q|>|W| L | (W|wWw
WBM Overview of app licenses used X |- |- |- -=-1- |- - |- |- |-
WBM PROFINET diagnostics X | X[ X|Xx]|X X[ X[ X|X|Xx|[x]|x]Xx
OPC UA client View online variable values X|[=|=|x|=|x|x|[x]|x|=-1]=-|=-]|-]|-
OPC UA client Overwrite variables X|—-|=-|x|=-|x|=-|x|=-|=-1|-|-|-1-
OPC UA client Read files |- |=-|=-1-1-1-|-|-1-|x"|[-]-]-
OPC UA client Write files x| =1=1=1=-1=-1-1-1-1-1-|%|-|-
PLCnext Engineer | View online variable values
L X|=|=|=|=|=-/-|-|-1-1-|-[|x|-
HMI application
PLCnext Engineer | Overwrite variables
s X|=|=1=1=-|=-/=-1=-1-|=-1/-|-|[-1X
HMI application

1 FileReaders can only read files via an OPC UA client if OPC UA file transfer is enabled in PLCnext Engineer (see Figure 9-18).

2 FileWriters can only write files via an OPC UA client if OPC UA file transfer is enabled in PLCnext Engineer (see Figure 9-18).

W Project

w axc-f-2152-1 : AXC F 2152 '

» PLCnext (2)
PLC

» & V) HMI Webserver
Profinet (0)
Axioline F (0)

Disabled

*

A Eopcua o
OFC UA H - O X
Basic ssflings Filesystem
Security OPC UA-Filefransfer: | Disabled w |

Discovery server I Enabled

Filesystem

Figure 9-18 Enabling OPC UA file transfer
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Removing a user

Proceed as follows to remove a user:
* Onthe “User Authentication” page, click on the “Remove User” button in the row of the
user you want to remove.

The “Remove User” dialog opens.

Remove User

Username TeDo

[“Remove IR
Figure 9-19 WBM: “User Authentication” page, “Remove User” dialog

¢  Click on the “Remove” button to remove the user.
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“Trust Stores” tab
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9.5.4.2

“Certificate Authentication” page

The “Certificate Authentication” page is used to manage certificates for secure controller
communication. The “Trust Stores” and “ldentity Stores” tabs are used for this.

Trusted certificates and revocation lists of possible communication partners are stored on
the “Trust Stores” tab.
Your own certificates are stored on the “Identity Stores” tab.

o For more detailed information regarding the “Certificate Authentication” page, please re-
1 fer to the “PLCnext Technology” user manual.

The user manual can be downloaded at phoenixcontact.net/product/2404267.

Security

Certificate Authentication
Trust Stores  Identity Stores

Trust Store

Ernpty
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Figure 9-20

Content
certificates:

No. Type Subject (Common Name)

CRL Lists:

No. Type Issuer (Comman Name)

Issuer (Common Name)

This Update

Project Name: Project_AXC_F_2152

WBM: “Certificate Authentication” page, “Trust Stores” tab

valid until

Next Update

Logout

HW: 02 P 2019.6
MAC: 00:A0:45:13:B5:B2

Details

Details
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“Identity Stores
tab

Deutsch  English Logout
PHCENIX Project Name: Project_AXC_F_2152 HW: 02 FW: 201396
CONTACT MAC! D0:A0:45:13:B5:B2

AXCF 2152 Security
2404267

Certificate Authentication

Trust Stores _Identity Stores

Identity Store Content

IDevID o .
+ Information No. Element Type Description Details

1 Key Pair REA TPM 2048 RSA Key Pair & 3
+ Diagnostics Certificate Key Certificate Comman Marme: AXC F 2152 B 3
valid not after: 9999-12-31T23:5:59 UTC

+ Configuration

B8t

3 Certificate Issuer Certificate Common Hame: PLCnext Device Signing CA g
Valid not after: 2018-10-17T23:59:59 UTC

=

Certificate Issuer Certificate Comnman Mame: PhoenixSign License PLCnext Sub CA GL &

— Security Valid not after: 2024-09-06T23:59:59 UTC

User Authentication

o

Certificate Issuer Certificate Common Hame: PhoenixSign License Root CA G1 g
valid not after: 2024-09-06T23:59:58 UTC
Certificate Authentication
OPC UA-self-signed

Firewsll No. Element Type Description Details &

3D Card o= 1 Key Pair RSA 2048 RSA Key Pair g E3

+ nemiisaton L) R o coteen s coo e B

.
+
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Figure 9-21 WBM: “Certificate Authentication” page, “Identity Stores” tab
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9.5.4.3 “Firewall” page

The controller firewall is configured on the “Firewall” page.

° You can only open the “Firewall” page if you are logged into WBM as an administrator.

For more detailed information regarding the “Firewall” page, please refer to the “PLCnext
Technology” user manual.

The user manual can be downloaded at phoenixcontact.net/product/2404267.

“Basic Configuration”
tab

Deutsch  English Logout
mG"Ix Froject Mame: Froject_AXC_F_21f Hvw; 02 Py 2019.6
CONTACT MAC: 00:AD:45:13:B5:B2

AXC F 2152 Security
2404267
Firewall
—
== [ resct [ apply |
==

System Message
Configuration status = 0K
+ Information

System Status

List of activated firewall rules m

+ Diagnostics

+| Configuration
General Configuration

— | Security atus Stap (Current: stopped)

Activation |l
User Authentication

Activated: Firewall is started. After system restart the firewall will be activated
Deactivated: Firewall is stopped. After system restart the firewall will be deactivated

Certificate Authentication
Firgwall

SD Card
an Basic Configuration  User Configuration

+ Adrinistration
ICMP Configuration

Incoming ICMP requests accepted I
When deactivated, pings to the cantraller are blocked

Outgoing ICMP requests accepted ~
When deactivated, pings frorm the controller are blocked

Basic Rules

Seq.  Direction Protocol Ta Port Comment Action

1 [1rput = [ uee [ 1z [NTP thetwork Time Protocol) [Accent =]
z [1taput =l [ Tce [ a1100 [Remoting (e.a. FLCnext Engineer) [Accept =1
3 [tnput = [ e [ 2z [s5H [Accept =l
4 [1rput = [T [ =0 [nrre [accent |
5 [tnput =l [ Ter [ 443 [HTTes, Proficlaud, srmI [accept =1
5 [tnput = [ Ter [ 4840 [opcua [Accept =]
7 [trput = [ TCP [ 17728 [tstandard-part) External Mode Matlab Simulink [accept =
[ [tnput =l [ rer [ 161 [SNmF (Simple Network Management Protocal) [Resect =1
9 [tnput = [ uee [34962-34964  [Profinet Uni-/Multicast Parts [Accent =
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Figure 9-22  WBM: “Firewall” page, “Basic Configuration” tab
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“User Configuration, Input

Rules”
tab

Deutsch  English

Logout

mG"Ix Project Mame: Project_AXC_F_2152 Hur: 02 FW: 2019.6
ICONTACT MAC: 00:A0:45:13:B5:82

AXCF 2152
2404267
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+

+ Diagnostics

+ Configuration

~ Security
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Certificate Authentication
Firewall
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+ Administration

Security

Firewall

System Message
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System Status

List of activated firewall rules m

General Configuration

Status stop x| (Current: stopped)

Activstion r
Activated: Firewall is started. After system restart the firewall will be activated
Deactivated: Firewall is stopped. After system restart the firewall will be deactivated
Basic Configuration  User Configuration
Input Rules Gutput Rules

Incoming connections, protocols and ports
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+/x |4+
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Figure 9-23  WBM: “Firewall” page, “User Configuration, Input Rules” tab
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“User Configuration, Out-
put Rules”
tab

Deutsch  English

AXCF 2152 Security
2404267

Firewall

y
)

i
E

System Message

Configuration status = OK
+ Information

System Status

+ Diagnostics
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+ Configuration
General Configuration

Status
— Security
Activation
User Authentication
Certificate Authentication
Firewall
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Figure 9-24

Logout

HW: 0Z FWy; 2019.6

PHCENIX Froject Name: Project AXC_F_2152
ICONTACT MAC: 00:AD:45:13:B5:B2

Show Rules

Stop x| (Current: stopped)

r

Adctivated: Firewall is started. After system restart the firewall will be activated
Deactivated: Firewall is stopped. After system restart the firewall will be deactivated

From Port To IP To Port Comment

WBM: “Firewall” page, “User Configuration, Output Rules” tab
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9.5.4.4 “SD Card” page

If the internal parameterization memory is not large enough for your application, the control-
ler can be operated using an SD card, refer to Section “SD card (optional)” on page 38.

e

Please note the following when operating the controller with an SD card:

The SD card can be read with a conventional SD card reader at any time. Sensitive data
on the SD card can be read if you do not physically protect the SD card against unautho-
rized access.

e Ensure that unauthorized persons do not have access to the SD card.

You can activate or deactivate the support of the SD card on the “SD Card"” page.

If you activate the support of the SD card, the SD card is recognized during the initialization
phase of the controller.

If you deactivate the support of the SD card, the SD card will not be recognized by the con-
troller.

L}

Please note the following when operating the controller without an SD card:

If you operate the controller with activated SD card support without SD card, the possi-
bility for data theft or manipulation is given.

Unauthorized persons could insert an SD card and reboot the controller. In this case the
SD card is recognized during the initialization phase of the controller. If there is an overlay
file system on the internal parameterization memory, this will be copied to the SD card.
The overlay file system on the internal parameterization memory will be deleted.

Furthermore, all application-specific data will be deleted from the internal parameteriza-
tion memory. PLCnext Engineer projects and IP configurations stored on the parameter-
ization memory are no longer available. The controller accesses the data stored on the
SD card.

Recommended:
e Deactivate the support of the SD card if you want to run the controller without SD
card.

e Ensure that unauthorized persons do not have access to the controller.
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Deutsch  English

Logout

PHCENIX Project Name: Project AXC_F_7152 Hw: 02 Fw: 2019.6
ICONTACT MAC: 0014045 13:B5:B2

AXC F 2152 Security
2404267
SD Card
E';é-"f = Status
-:.:"' A Current device file storage (Overlay Filesystam) External S0 Card
-

+ Inforrnation

+ Diagnostics

+ Configuration

— Security

User authentication
Certificate Authentication

Firewall

5D Card

+ Administration
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“Status” area

“Configuration” area

Configuration

Support external SD Card ~

System Message

Information

Warning

5D card support is activated

Use of external SD card requires physical protection of the device!
Ensure that only authorized personal has access to the SD card!
S0 card contains sensitive private data which might be readable by persons accessing it.

Figure 9-25 WBM: “SD Card” page

In the “Status” area, you can see whether the controller is currently being used with or with-
out an SD card.

Operation with SD card:

If you operate the controller with an SD card (display in the “Status” area: “External SD
Card"), all application-specific data is saved to the SD card. The overlay file system is gen-
erated on the SD card.

Operation without SD card:

If you operate the controller without an SD card (display in the “Status” area: “Internal SD
Card"), all application-specific data is saved to the internal parameterization memory of the
controller. The overlay file system is generated on the internal parameterization memory.

You can activate or deactivate the support of the SD card in the “Configuration” area (default
setting: “Support external SD Card“ is activated).

e Activate or deactivate the check box “Support external SD Card".
e To apply the setting, click the “Apply” button.

The setting will not take effect until the controller has been restarted.
* Todiscard the setting, click the “Reset” button.

156 / 192 PHOENIX CONTACT

107708_en_04

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

Web-based management (WBM)

o

“System Message” area

Please note:

— If you deactivate the support of the SD card even though you are operating the con-
troller with an SD card, the controller can no longer access the SD card after a restart.

— If you activate the support of the SD card even though you run the controller without
an SD card, the controller boots without a fault. The possibility exists though for data
theft or manipulation.

e Deactivate the support of the SD card if you want to run the controller without SD
card.

In this case, the controller cannot access the SD card. This rules out the possibility

that data from the internal parameterization memory is copied to the SD card (data

theft) in case of an unauthorized plugging of an SD card. Additionally it is ruled out

that data or configurations already on the SD card are transferred to the controller

(data manipulation).

e Ensure that unauthorized persons do not have access to the controller.

In the “System Message* area, information on the current configuration status or changes
of the configuration are displayed (“Information®). Potential security risks are displayed as
well (“Warning®).
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9.5.5 “Administration” area
You can update the controller firmware via this area.
Alternatively, you can update the firmware via the shell, see Section A 1 on page 177.
9.5.5.1 “Firmware Update” page
o You can only open the “Firmware Update” page if you are logged into WBM as an admin-
1 istrator.
Deutsch  English Logout
. nggl'"lx . - - Project Name: Project_AXC_F_2152 ;vAu(::PEDF:vAJS :ictlsl:i-as:ss:az
AXC F 2152 Administration
2404267
Firmware Update
:E:gm Select the update container file
== y

+ Information

+| Diagnostics

+ Configuration

+ Security

|~ Administration

Firmware Update

License Management

€ 2017 PHOENIX CONTACT

Downloading the firmware

file

Legal Information

Browse...

Status:
Ok

Figure 9-26 WBM: “Firmware Update” page

To update the controller firmware, proceed as follows:

¢ Download the firmware *.zip file at phoenixcontact.net/product/2404267.

e Unzip the firmware *.zip file.
¢ Run the *.exe setup file.
¢ Follow the instructions in the installation wizard.

During installation, the update file (*.raucb) and PDF files containing device-specific infor-
mation are copied to the selected destination directory.
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Noting down the installed The firmware version currently installed on the controller is displayed on the “General Data”
firmware version page (see Figure 9-6).
* Before updating the firmware, note down the installed firmware version so that you can
then check that the firmware update was successful.

Click on the “Browse...” button.
* Inthe file explorer that opens, select the *.raucb firmware file you want to install.
e Click on the “Open” button.

The firmware file to be installed is now displayed in WBM (see Figure 9-27).

Selecting the firmware file

Delitsch  English Logout
PHCENIX Project Name: Project_AXC_F_2152 HW: 02 FW: 2019.6
ICONTACT MAC: 00:A0:45:13:B5:82

AXC F 2152 Administration
2404267

Firmware Update

—

—_— - ¥

] - -
:h—ﬁ Select the update container file
o —

axcf2152-bundle-base-axcf2152.rauch

+ Information

+| Diagnostics Name: axcf2152-bundle-base-axcf2152.rauch
Size: 92.8 MB
Type: rauch

+ Configuration

+ Security

—  Administration

Firmware Update

License Management

Status:
OK
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Figure 9-27  WBM: Firmware file to be installed in WBM
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Starting the firmware e To start the firmware update, click on the “Start Update” button.
update The update file is transferred to the controller.
Once the file has been successfully transferred, the firmware update is started.
The status of the file transfer and the update process are indicated respectively in WBM by
progress bars (see Figure 9-28).
Deutsch  English Logout
DOESFRECDOO@O@DOH  romnmermeenerus i S
AXC F 2152 Administration
2404267
Firmware Update
"-.::-..’ e

i
y

Select the update container file
m—
t

axcf2152-bundle-base-axcf2152.rauch
+ Information

Mame: axcf2152-bundle-base-axcf2152.rauch
Size: 92.8 MB

+ | Diagnostics
Type: rauch

The update container is being transferred to the Controller

+ Configuration

+ Security Transfered: 92.8 MB Remaining: 0 Bytes 100%
— Administration The Controller is processing the update container
Completed

License Management

The connection to the Controller will be lost during the update process.
After Controller reboot, restart the WBM and check the installed firmware version

Status:
The firmware is being updated...
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Figure 9-28 WBM: Status of the file transfer and the update process

After the firmware update, the controller is restarted automatically.

Please note:

The connection to the controller is interrupted during the firmware update. The WBM pag-
es opened in the browser are no longer current after the firmware update.

Once the controller is fully initialized after the restart, you need to log back into WBM to
update the WBM pages.

The updated firmware version is displayed in the top-right corner of every WBM page.

e
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Checking the firmware *  Once the controller has successfully restarted, log back into WBM.

version ¢ Open the “General Data” page.
¢ Check whether the correct firmware version is displayed.
If the previously installed firmware version is still displayed after the firmware update (see
“Noting down the installed firmware version”), an error occurred during the firmware update.
¢ Inthis case, repeat the firmware update.

9.5.5.2 “License Management” page

On the “License Management® page, you can view the licenses of the apps from the PLC-
next Store that are installed on the controller.

Deutsch English Logout
PHCENIX Project Name: Project AXC_F_2152 HW: 02 FW: 2018.6
CONTACT MAC: 00:A0:45:9D:13:A1

AXC F 2152 Administration
2404267

License Management

e —
— o
== [ Refresh |
==
B
- Container Firm Code Product Code Feature Map Description
130-4117844054
+ Information 6000217 PHOENIX CONTACT GmbH & Co. KG
2000269 0x00000000 2000265 MQTT Client Pro (full)
+ Diagnostics
g 2000272 0x00000000 2000272 NetMames PROFINET Plus (full)

+ Configuration

+ Security

—  Administration

Firmware Update

License Management

© 2017 PHOENIX CONTACT Legal Information
Figure 9-29 WBM: “License Management” page
Table 9-3 License Management
Column Description
Container Serial number of the container
Licenses are managed in a container.
Firm Code Firm Code and Product Code are issued by Phoenix Contact and
Product Code together create a unique identification number for the license.
Feature Map The Feature Map specifies with which scope of functions the app
is installed.
Beschreibung Name of the license component (container, licenser or app)
e To update the overview of the app licenses, click on the “Refresh” button.
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“Details view” e To call up more information on an app license, click on the “Details” button.
Container 130-1521438460
Firm Code 6000217 PHOENIX CONTACT GmbH & Co. KG
Product Code 2000272 2000272 MetMames PROFINET Plus (full)
Feature Map 000000000
Activation Time
Expiration Time
Usage Period
Status License wvalid
Close
Figure 9-30 WBM: “License Management” page, “Details” view
Table 9-4 Details
Column Description
Activation Time Date as of when the license is valid.
Expiration Time Date as of when the license is invalid.
Usage Period Use duration in days
Status Current status of the license
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10 Removing hardware

o For basic information on the Axioline F system and its installation, particularly mount-
1 ing/removing Axioline F modules, please refer to the UM EN AXL F SYS INST user man-
ual (“Axioline F: System and installation”).
10.1 Safety notes
A NOTE: Electrostatic discharge
AIA The device contains components that can be damaged or destroyed by electrostatic dis-

charge. When handling the device, observe the necessary safety precautions against
electrostatic discharge (ESD) in accordance with EN 61340-5-1 and IEC 61340-5-1.

NOTE: Damage to electronics due to inadequate external protection - No safe
fuse tripping in the event of a fault

The electronics in the device will be damaged due to inadequate external fuse protection.

* Protect the supply voltage externally in accordance with the connected load (number
of Axioline F devices/amount of logic current consumption for each device).

* Ensure that the external fuse trips reliably in the event of a fault.

@ NOTE: Damage to the contacts when tilting
Tilting the modules can damage the contacts.
* Remove the modules, keeping them perpendicular to the DIN rail when doing so.

o Please note:
1 e During any work on the Axioline F station, the controller or a module, switch off the
9
power supply to the Axioline F station and make sure the supply voltage is protected
against unauthorized reactivation.
{ \ J o onom
! g g b
7 C
J: gl
\_\
=T
Figure 10-1 Removing the module keeping it perpendicular to the DIN rail
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Removing the supply con-
nector

Removing the Ethernet
connector

10.2 Removing cables

¢ Disconnect the Axioline F station from the power supply.

The cables should only be removed from the supply connector if you wish to change the ter-
minal point assignment or no longer wish to use the supply connector.

e Open the spring by pressing on the spring lever with a screwdriver (A in Figure 10-2).
* Remove the cable (B in Figure 10-2).

Figure 10-2 Removing the cable

10.3 Removing the connector

* Release the locking latch (A in Figure 10-3), tilt the connector upwards slightly (B in
Figure 10-3), and remove it from the controller (C in Figure 10-3).

Figure 10-3 Removing the supply connector

* Release the RJ45 connector by pressing on the snap-in latch and remove the connec-
tor.
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10.4 Removing the SD card

e Lightly push the SD card far enough into the SD card holder until the snap-in mecha-
nism releases the SD card and partially ejects the SD card from the SD card holder.

¢ Remove the SD card.

Figure 10-4 Removing the SD card
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10.5 Removing the controller

¢ Insert a suitable tool (e.g., bladed screwdriver) into the upper and lower snap-in mech-
anisms (base latches) of the controller one after the other and release it (A in
Figure 10-5).

The base latches are locked in place in the open position.

* Remove the controller keeping it perpendicular to the DIN rail (B in Figure 10-5).

2 S fl I

Figure 10-5 Removing the controller

10.6 Removing a left-alignable Axioline F extension
module

* Remove the left-alignable Axioline F extension module as described in the module-
specific packing slip.

10.7 Removing the AXC F IL ADAPT Inline adapter
terminal

¢ Remove the Inline adapter terminal as described in the module-specific packing slip.
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11 Device replacement, device defects and repair

e

11.1 Device replacement

The controller can be replaced as required.

If you want to replace a controller in an Axioline F station, follow the steps described in
Section 10, “Removing hardware” and Section 4, “Mounting hardware”.

e Disconnect the Axioline F station from the power supply.

¢ Remove the SD card of the controller to be replaced.

* Replace the controller in your application with an identical controller (same order
number).

Please note:

If the new controller firmware is of a later version than the firmware of the controller to be
replaced, you may have to recompile the project in the PLCnext Engineer software and in
the integrated development environment. This procedure is only necessary for certain
firmware versions. For additional information, please refer to the “Change notes for the
AXC F 2152 controller” application note.

The application note can be downloaded at phoenixcontact.net/product/2404267.

e To adopt the settings stored on the SD card, insert the SD card in the new controller.

e Once replaced, restore all of the necessary connections.

* Incase you operate the controller with PROFICLOUD connection:

e Delete the controller from PROFICLOUD, as described in the “Startup and operation of
hardware and software components of the PROFICLOUD” user manual.

e Then reregister the controller in PROFICLOUD and add it as a PROFICLOUD device,
as described in Section “Configuring PROFICLOUD” on page 106.
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11.2 Device defects and repair

Repairs may only be carried out by Phoenix Contact.

* Send faulty devices back to Phoenix Contact for repair or to receive a replacement de-
vice.

*  We strongly recommend using the original packaging to return the product.

* Include a note in the packaging indicating that the contents are returned goods.

* Ifthe original packaging is no longer available, observe the following points:

— Observe the humidity specifications and the temperature range specified for trans-
port (see Section 14.2).

— Use dehumidifying agents if necessary.

— Use suitable ESD packaging to protect components that are sensitive to electro-
static discharge.

- Secure any loose parts.

— Make sure that the packaging you select is large enough and sufficiently thick.

—  Only use plastic bubble wrap sheets as wadding.

— Attach warnings to the transport packaging so that they are clearly visible.

— Please ensure that the delivery note is placed inside the package if the package is
to be shipped domestically. However, if the package is being shipped internation-
ally, the delivery note must be placed inside a delivery note pocket and attached to
the outside so that it is clearly visible.
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12 Maintenance, decommissioning and disposal

12.1 Maintenance

The controller is maintenance-free.

12.2 Decommissioning and disposal

Controller disposal ¢ Do not dispose of the device with household waste; it should instead be disposed of in
accordance with the currently applicable national regulations.

Packaging disposal e Dispose of packaging materials that are no longer needed (cardboard packaging, pa-
per, bubble wrap sheets, etc.) with household waste in accordance with the currently
applicable national regulations.

SD card disposal Sensitive data is stored on the SD card. This data can even be restored after reformatting
the SD card. To ensure that your data does not fall into unauthorized hands, you should
physically destroy the SD card before disposal.

*  Physically destroy the SD card, e.g., by cutting up the SD card.
e Dispose of the irreparably damaged SD card in accordance with the applicable national
regulations.
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13 Troubleshooting and frequently asked questions (FAQs)

e

Information on troubleshooting and answers to frequently asked questions (FAQs) can be

found in the PLCnext Community at plcnext-community.net.
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Ordering data and technical data

14 Ordering data and technical data
14.1  Ordering data

Description Type Order No. Pcs./Pkt.
PLCnext Control for the direct control of Axioline F1/0s.  AXC F 2152 2404267 1

With two Ethernet interfaces. Complete with connector
and bus base module.

Accessories Type Order No. Pcs./Pkt.

Engineering software platform for Phoenix Contact PLCNEXT ENGINEER 1046008 1
automation controllers. PLCnext Engineeris IEC 61131-3-

compliant and its functionality can be expanded using

add-ins. (Software)

Program and configuration memory for storing the SD FLASH 8GB PLCNEXT 1061701 1
application programs and other files in the file system of MEMORY
the PLC, pluggable, 8 GB. (Memory)

Program and configuration memory for storing the SD FLASH 2GB PLCNEXT 1043501 1
application programs and other files in the file system of MEMORY

the PLC, pluggable, 2 GB. (Memory)

Right-alignable Inline adapter terminal (INTERBUS AXC F IL ADAPT 1020304 1

master) for one PLCnext Control device for setting up a
PLCnext Technology Inline station

Left-alignable Ethernet interface, for connection to a AXCFXTETH1TX 2403115 1
compatible modular controller from the PLCnext Control

range.

Left-alignable INTERBUS master, for the connection of  AXC F XT IB 2403018 1

INTERBUS remote bus components to a compatible
modular controller from the PLCnext Control range.

Axioline F, Power module for the logic supply Ug,s, max. AXLF PWR 1H 2688297 1
4 A, degree of protection: IP20, including bus base
module and Axioline F connector

Bus base module for left-aligning the AXC F 2xxx AXCBSL2 1064312 1
controllers

Connecting cable, for connecting the controllertoa PC ~ CAB-USB C/ USB C/1,8M 1021809 1
from USB C to USB C (Cable/conductor)

Connecting cable, for connecting the controller to a PC CAB-USB A/ USB C/1,8M 2404677 1

from USB A to USB C (Cable/conductor)

Type Order No. Pcs./Pkt.
Axioline F bus base module for housing type BK AXL BS BK 2701422 5
(Replacement item)
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Documentation

Type

User manual, English, Axioline F: System and installation UM EN AXL F SYS INST
User manual, English, Axioline F: Diagnostic registers, UM EN AXL F SYS DIAG

and error messages

Data sheet, English, PLCnext Technology, Inline adapter DB EN AXC F IL ADAPT
terminal (INTERBUS master), right-alignable

Data sheet, English, Axioline F, left-alignable INTERBUS DB EN AXC F XT IB

master

Data sheet, English, Axioline F, left-alignable Ethernet DB EN AXC F XTETH1TX

interface

Application note, English, Measures to protect network-  AH EN INDUSTRIAL SECURI
capable devices with Ethernet connection against TY

unauthorized access

User Manual, English, for diagnosis in Generation 4 IBS SYS DIAG DSC UM E

controller boards

User manual, English, for firmware messages of IBS SYS FW G4 UM E
Generation 4 controller boards, only available as a

download.

User manual, English, for the Peripherals Communication IBS SYS PCP G4 UM E
Protocol (PCP), only available as a download.

Order No.

2747293

2745185

2745169

Pcs./Pkt.
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14.2 Technical data

Dimensions (nominal sizes in mm)

45

75

Width
Height
Depth
Note on dimensions

General data
Color

Weight

Type

Mounting type
Operating system

Realtime clock

Ambient conditions

Ambient temperature (operation)

Ambient temperature (storage/transport)

Permissible humidity (operation)

Permissible humidity (storage/transport)

Air pressure (operation)
Air pressure (storage/transport)

Degree of protection
Protection class

126,93

45 mm
126.93 mm
75 mm

The depthis valid when a TH 35-7,5 DIN rail is used (according
to EN 60715).

gray

2159

Axioline

DIN rail mounting

Linux

512 Mbyte DDR3 SDRAM
Yes

-25°C ... 60 °C up to 2000 m above mean sea level (observe
derating)

-25 °C ... 55 °C up to 3000 m above mean sea level (observe
derating)

<55 °C (with max. 1 Aon Ug,)

> 55 °C ... 60 °C (only in conjunction with an Axioline F power
module AXL F PWR 1H (order number 2688297))

-40°C ...85°C

5% ... 95 % (according to DIN EN 61131-2)

5% ... 95 % (according to DIN EN 61131-2)

70 kPa ... 106 kPa (up to 3000 m above sea level)

58 kPa ... 106 kPa (up to 4500 m above mean sea level)
IP20

I, IEC 61140, EN 61140, VDE 0140-1
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Ambient conditions
Vibration (operation)
Vibration (storage/transport)
Shock

Shock (operation)

Processor
Processor

Connection data
Designation
Connection method

Conductor cross section solid / stranded

Conductor cross section [AWG]
Stripping length

Interface Axioline F local bus
Number of interfaces
Connection method
Transmission speed

Electrical isolation

Number of supported devices

Interface Ethernet

Number of interfaces
Connection method

Note on the connection method
Bus system

No. of channels

Transmission speed
Transmission length
Transmission physics

System limits
Amount of process data

Number of supported devices

59

59
30g, 11 ms period, half-sine shock pulse, according to IEC
60068-2-27

10g (Bump endurance test according to DIN EN 60068-2-27)

Arm® Cortex®-A9 2x 800 MHz

Axioline F connector
Push-in connection
0.2mm? .. 1.5mm?
24 ... 16

8 mm

1
Bus base module
100 Mbps

No

max. 63

2

RJ45 socket

Auto negotiation and autocrossing
RJ45

2

10/100 Mbps (full duplex)

max. 100 m

Ethernet in RJ45 twisted pair

max. 8192 Bit (per station)
max. 4096 Bit (Input)
max. 4096 Bit (Output)

max. 63 (per station)

Number of local bus devices that can be connected max. 63 (observe current consumption)

NOTE: Electronics may be damaged when overloaded

Observe the logic current consumption of each device when configuring an Axioline F station. It is specified in

every module-specific data sheet. The current consumption can differ depending on the individual module.
The permissible number of devices that can be connected therefore depends on the specific station structure.
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PROFINET

Device function

Number of supported devices
Specification

Conformance class

Update rate

Number of slots
Vendor ID
Device ID

PROFINET controller, PROFINET device
max. 64 (at PROFINET controller)
Version 2.3

A

min. 1 ms (4 devices)
min. 16 ms (64 devices)

"
00BO}ex
014240y

Communications power U, feed-in (the supply of the Axioline F local bus Ug, is generated from U )

Supply voltage
Supply voltage range
Current consumption

Power consumption

Surge protection of the supply voltage
Polarity reversal protection of the supply voltage

24V DC
19.2VDC ... 30 V DC (including all tolerances, including ripple)

typ. 200 mA (without I/Os and U =24 V)
max. 442 mA (with 1 A at Ugq for the I/0Os and U =24 V)

typ. 4.8 W (without I/Os)
max. 10.6 W (with 1 A load at Ug, for the 1/Os)

electronic
electronic

@ NOTE: Electronics may be damaged when overloaded

Provide external fuses for the 24 V U_area. If you are using an external fuse, the power supply unit must be
able to supply four times the nominal current of the fuse. This ensures that it trips in the event of an error.

Axioline F local bus supply (Ug,s)
Supply voltage
Power supply unit

Realtime clock
Accuracy realtime clock
Power reserve

5V DC (via bus base module)
1A

1.73 s/day = 20 ppm at 25 °C
240 h

Error messages to the higher level control or computer system

None

Programming tool

Programming languages supported

PLCnext Engineer
Eclipse

Programming in acc. with IEC 61131-3
C++

C#

Java

Manufacturer-specific
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IEC 61131 runtime system
Module classification
Application type
Application interface
Number of data blocks
Number of control tasks
Cycle Time

Program memory
Retentive mass storage
Mass storage
Parameterization memory

PLCnext Control for direct control of Axioline F I/Os.
Distributed control technology

OPC UA

depends on mass storage

32 (16 per processor core)

1 ms (for cyclical task)

8 Mbyte

48 kByte (NVRAM)

16 Mbyte

min. 4 Mbyte (depending on storage media)

Conformance with EMC Directive 2014/30/EU
Noise immunity test in accordance with EN 61000-6-2

Electrostatic discharge (ESD) EN 61000-4-2/ Criterion B, 6 kV contact discharge, 8 kV air discharge
IEC 61000-4-2

Electromagnetic fields EN 61000-4-3/IEC 61000-4-3 Criterion A, Field intensity: 10 V/im

Fast transients (burst) EN 61000-4-4/IEC 61000-4-4 Criterion B, 2 kV

Transient overvoltage (surge) EN 61000-4-5/ Criterion B, DC supply lines: +0.5 kV/+0.5 kV

IEC 61000-4-5 (symmetrical/asymmetrical), fieldbus cable shield: 1 kV
Conducted interference EN 61000-4-6/IEC 61000-4-6 Criterion A; Test voltage 10 V

Noise emission test as per EN 61000-6-4 Class A

NOTE: radio interference

This is a Class A item of equipment. This equipment can cause radio interference in residential areas, and the
operator may be required to take appropriate measures.

Approvals
For the latest approvals, please visit phoenixcontact.net/products.

UL: Additional information

Overvoltage category 2
Pollution degree 2
Operating mode Indoor use

Minimum temperature rating and size of the cables to be min. 75 °C and 24 ... 16 AWG
connected to the field wiring terminals

. — Alltypes are intended to be used in final safety enclosure, which shall conform with requirements for
1 protection against the spread of fire and shall have adequate rigidity acc. to UL 61010-1 &
UL 61010-2-201.

— Ifthe device is used in not specified manner, the protection provided by the device may be impaired.

— The supply source and ext. circuits intended to be connected to this device shall be galv. separated from
mains supply or hazardous live voltage by reinforced or double insulation and meet the requirements of
SELV circuit of UL/IEC 61010-2-201 and clause 9.4 Limited energy circuit of UL/IEC 61010-1 or
NEC Class 2.
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A Appendix

A1 Updating the firmware via the shell

To update the controller firmware, proceed as follows:

¢ Download the firmware *.zip file at phoenixcontact.net/product/2404267.

e Unzip the firmware *.zip file.

* Runthe *.exe setup file.

*  Follow the instructions in the installation wizard.

During installation, the update file (*.raucb) and PDF files containing device-specific infor-
mation are copied to the selected destination directory.

¢ Open the SFTP client software (e.g., WinSCP).

e If necessary:
Enter the IP address of the controller in the “Host name” input field.

e Login as an administrator.
The following access data is set by default:

User name: admin
Password: printed on the controller (see Figure 3-3)

e Copy the *.raucb update file to the /opt/plcnext directory (home directory of the Linux
user “admin”).

¢ Open the shell using a command line tool (e.g., PUTTY or Tera Term).
e Login as an administrator.
The following access data is set by default:

User name: admin
Password: printed on the controller (see Figure 3-3)

e Switch to the /opt/plcnext directory (command: cd /opt/plcnext).
e To start the firmware update, enter the command
sudo update-axcf2152.
You will be asked to enter the administrator password.
e Enter the administrator password.

The firmware is updated. During the firmware update, the RUN LED first flashes, and then
stops.

Following this, the controller is restarted. Once the controller has been fully initialized, the
RUN LED lights up permanently.

The update file is deleted automatically from the /opt/plcnext directory.

o

Alternatively, you can update the firmware via the controller WBM, see Section 9.5.5.1.
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AXC F 2152
A2 Shell commands for controlling the firmware
The plcnext script in the /etc/init.d directory controls the controller firmware.
You can control the firmware with the following shell commands:
Table A-1 Shell commands for controlling the firmware
Shell command Description
sudo /etc/init.d/plcnext stop Stops all PLCnext firmware processes
If all PLCnext firmware processes are
stopped, you will no longer be able to ac-
cess the controller from PLCnext Engineer.
sudo /etc/init.d/plcnext start Starts all PLCnext firmware processes
sudo /etc/init.d/plcnext restart Restarts all PLCnext firmware processes
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Replacing the HTTPS certificate

A3 Replacing the HTTPS certificate

You have the option of replacing the HTTPS certificate used by the controller with a third-
party certificate. The HTTPS certificate comprises two files: https_cert.pem and
https_key.pem.

To replace the files on the controller, proceed as follows:

*  Open the SFTP client software (e.g., WinSCP).

e If necessary:
Enter the IP address of the controller in the “Host name” input field.

e Log in as an administrator.
The following access data is set by default:

User name: admin
Password: printed on the controller (see Figure 3-3).

*  Open the /opt/plcnext/Security/Certificates/https directory.

The two files, https_cert.pem and https_key.pem, are located in this directory.
* Replace the two files with the third-party certificate files.

e

Please note:
The third-party certificate files must have the same designation as the original files.

* If necessary, rename the third-party certificate files to https_cert.pem and
https_key.pem.
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Please observe the following notes

General terms and conditions of use for technical documentation

Phoenix Contact reserves the right to alter, correct, and/or improve the technical
documentation and the products described in the technical documentation at its own
discretion and without giving prior notice, insofar as this is reasonable for the user. The
same applies to any technical changes that serve the purpose of technical progress.

The receipt of technical documentation (in particular user documentation) does not
constitute any further duty on the part of Phoenix Contact to furnish information on
modifications to products and/or technical documentation. You are responsible to verify the
suitability and intended use of the products in your specific application, in particular with
regard to observing the applicable standards and regulations. All information made
available in the technical data is supplied without any accompanying guarantee, whether
expressly mentioned, implied or tacitly assumed.

In general, the provisions of the current standard Terms and Conditions of Phoenix Contact
apply exclusively, in particular as concerns any warranty liability.

This manual, including all illustrations contained herein, is copyright protected. Any
changes to the contents or the publication of extracts of this document is prohibited.

Phoenix Contact reserves the right to register its own intellectual property rights for the
product identifications of Phoenix Contact products that are used here. Registration of such
intellectual property rights by third parties is prohibited.

Other product identifications may be afforded legal protection, even where they may not be
indicated as such.
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Internet

Subsidiaries

How to contact us

Up-to-date information on Phoenix Contact products and our Terms and Conditions can be
found on the Internet at:

phoenixcontact.com

Make sure you always use the latest documentation.
It can be downloaded at:
phoenixcontact.net/products

If there are any problems that cannot be solved using the documentation, please contact
your Phoenix Contact subsidiary.

Subsidiary contact information is available at phoenixcontact.com.
Published by PHOENIX CONTACT GmbH & Co. KG

FlachsmarktstraBe 8

32825 Blomberg

GERMANY

PHOENIX CONTACT Development and Manufacturing, Inc.

586 Fulling Mill Road

Middletown, PA 17057

USA

Should you have any suggestions or recommendations for improvement of the contents and

layout of our manuals, please send your comments to:

hoenixcon .com
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