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1 Description

This application note describes how Phoenix Contact con-
trollers receive and process I/O signals from I/O devices
using Modbus/TCP.

Startup of the Modbus/TCP client function and the Modbus/
TCP server function is described using a project creation
process with PC Worx as an example, see Section 5 and

Section 7.
Controller Modbus/TCP client Modbus/TCP server support
support As of firmware version As of AX Software Suite version
ILC 131 ETH Yes 4.40 1.82 AddOn V1
ILC 151 ETH Yes 4.40 1.82 AddOn V1
ILC 171 ETH 2TX Yes 4.40 1.82 AddOn V1
ILC 191 ETH 2TX Yes 4.40 1.82 AddOn V1
ILC 131 ETH/XC Yes 4.40 1.82 AddOn V1
ILC 151 ETH/XC Yes 4.40 1.82 AddOn V1
ILC 191 ME/AN Yes 4.40 1.82 AddOn V1
ILC 191 ME/INC Yes 4.40 1.82 AddOn V1
ILC 151 GSM/GPRS Yes 4.40 1.82 AddOn V1
AXC 1050 Yes - -
AXC 1050 XC Yes - -
AXC 3050 Yes - -
PC WORX RT BASIC Yes - -
PC WORX SRT Yes - -
o Make sure you always use the latest documentation.
1 It can be downloaded at phoenixcontact.net/products.

This application note is valid for all products listed under “Ordering data” on page 4.
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3 Ordering data

Products
Description

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with Ethernet interface for coupling to other controllers and
systems, with programming options according to IEC 61131-3, complete with
connector plug and marking field.

Inline controller with integrated pulse/direction interface, RS-485/RS-422, an-
alog inputs (0 ... 10 V), and analog outputs (0 ... 10 V), with programming op-
tions according to IEC 61131-3

Inline controller with integrated pulse/direction interface, RS-485/RS-422, fast
counters, and incremental encoder inputs, with programming options accord-
ing to IEC 61131-3

Inline controller with Ethernet interface and GSM modem for coupling to other
controllers and systems, with programming options according to IEC 61131-
3, complete with connector plug and marking field

Axiocontrol for the direct control of Axioline 1/0Os. With 2 Ethernet interfaces
and programming options according to IEC 61131-3. Complete with connec-
tor plug and marking field.

Axiocontrol for the direct control of Axioline I/Os. With 2 Ethernet interfaces,
extended temperature range, and programming options according to IEC
61131-3. Complete with connector plug and marking field.

Axiocontrol for the direct control of Axioline 1/0Os. With 3 Ethernet interfaces
and programming options according to IEC 61131-3. Complete with connec-
tor plug and marking field.

Software PLC

Software PLC

Documentation

Description

“Installing and operating the ILC 131 ETH, ILC 151 ETH, ILC 171 ETH 2TX,
ILC 191 ETH 2TX, ILC 131 ETH/XC, and ILC 151 ETH/XC Inline controllers”
user manual

“Installing and operating the ILC 191 ME/AN and ILC 191 ME/INC Inline con-
trollers” user manual

“Installing, starting up, and operating the ILC 151 GSM/GPRS Inline control-
ler” user manual

“Installing and operating the AXC 1050 and AXC 1050 XC controllers” user
manual

“Installing and operating the AXC 3050 controller” user manual

“Installing and operating the PC WORX RT BASIC software PLC with Value-
line industrial PCs and PROFINET” user manual

“Installing and operating the PC WORX SRT software PLC” user manual
“PC Worx” quick start guide

Type
ILC 131 ETH

ILC 151 ETH

ILC 171 ETH 2TX

ILC 191 ETH 2TX

ILC 131 ETH/XC

ILC 151 ETH/XC

ILC 191 ME/AN

ILC 191 ME/INC

ILC 151 GSM/GPRS

AXC 1050

AXC 1050/XC

AXC 3050

PC WORX RT BASIC
PC WORX SRT

Type
UM EN ILC 1X1

UMEN ILC 191 ME/X

UMEN ILC 151 GSM/GPRS

UM EN AXC 1050 (XC)

UM EN AXC 3050 (/XC)
UM EN PC WORX RT BASIC

UM EN PC WORX SRT

UM QS EN PC WORX

Order No.
2700973

2700974

2700975

2700976

2701034

2701141

2700074

2700075

2700977

2700988

2701295

2700989

2700291
2701680

Order No.

Pcs./Pkt.
1

Pcs./Pkt.
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4 Modbus/TCP

Modbus/TCP is a communication protocol used to ex-
change process data between a client and a server in an
Ethernet network.

A Modbus/TCP client function is therefore integrated in
Phoenix Contact controllers (see “Ordering data” on
page 4). The I/O devices must include a Modbus/TCP
server function.

As of firmware Version 4.40, ILC 1X1 controllers can also be
configured as Modbus/TCP servers (see Section 7).

The TCP protocol (Transmission Control Protocol) or the
UDP protocol (User Datagram Protocol) can be used for
data transmission. The Modbus protocol data to be trans-
mitted is embedded in the relevant protocol. The controller
supports two methods of communication:
—  Cyclic communication
Process data between the Modbus/TCP client and the
Modbus/TCP server is exchanged cyclically. This is
triggered by the corresponding task in which the pro-
cess data is defined.
The Modbus/TCP client can maintain process data
watchdogs of Modbus/TCP servers in a time period that
can be defined. To do so, the Modbus/TCP client re-
peats all the write access operations to the relevant
Modbus/TCP server using the current data.
During cyclic communication, the established TCP/IP
connection between the client and server remains per-
manently active.

— Acyclic communication

Process data between the Modbus/TCP client and the
Modbus/TCP server is exchanged as required. The
“MB_ASYNC_RW?” function block, which is used on the
client side, is available in PC Worx for this (see
Section 5.2).

The TCP/IP connection is established, it is disconnect-
ed once the data has been transmitted, and is then re-
established in the event of a new communication
request. Connection establishment and connection
abort are initiated automatically by the Modbus/TCP cli-
ent.

By default, port 502, which is reserved for Modbus/TCP, is
used for communication.

The Modbus/TCP client initiates communication between
the Modbus/TCP client and server. The client sends a re-
quest in the form of a Modbus/TCP function code (and data,
if necessary) to the Modbus/TCP server. After successful
receipt of the request, the server sends a corresponding re-
sponse to the client which includes the requested data and
status information or an error message. The data may con-
tain bit or word information.

The device-internal organization of the data (Modbus mem-
ory addresses, etc.) and of the supported Modbus function
codes varies depending on the device and manufacturer.
For more information, please refer to the documentation for
the relevant device.

For communication between the client and server, Modbus/
TCP provides various services for read and write access to
digital inputs and outputs and to registers.

The following table shows the supported Modbus function
codes:

Modbus function codes
Code No. | Function code Description Method
FCO1 Read Coils Read several internal bits or digital outputs Bit-by-bit
FC02 Read Discrete Inputs Read several digital inputs Bit-by-bit
FC03 Read Holding Registers | Read several internal registers or output registers Word-by-word
FCo04 Read Input Registers Read several input registers Word-by-word
FCos' Write Single Coil Write one internal bit or digital output Bit-by-bit
FCoe' Write Single Register Write one internal register Word-by-word
FC15 Write Multiple Coils Write several internal bits or digital outputs Bit-by-bit
FC16 Write Multiple Registers | Write several internal registers or output registers Word-by-word
FC23 Read/Write Multiple Read and write several internal registers or output registers si-| Word-by-word
Registers multaneously

" Inthe PC Worx bus configuration, only the Modbus/TCP server supports the Modbus function code.

8294_en_03
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5 Configuring a controller as a Mod-
bus/TCP client - example project
The following example project consists of the ILC 151 ETH OFFLINE
(controller) and the ILB ETH 24 DI16 DIO16-2TX (Inline Creating anew project
Block IO module for Ethernet with 16 digital inputs and 16
digital inputs or outputs). ¢
A Modbus/TCP network is used exclusively in the example Specifying
project. project information
For information on using a gateway to connect a Modbus/ ¢
TCP network to Modbus/RTU devices, please refer to Checking/modifying
Section 6. IP settings for the controller
5.1 Cyclic communication: *
sequence for creating the Modbus project Conerone g et
The complete sequence for creating the Modbus project in ¢
PC Worx is shown in Figure 1. Checkingmodiying setings
. . . . . for the ,Generic Modbus device®
° For more detailed information on creating a proj-
1 ect, please refer to the UM QS EN PC WORX *
quick start guide or the PC Worx online help. Compiling after completing
the bus topology
When creating the PC Worx project, most of the tasks are ¢
performed offline (without a connection to the Modbus sys-
tem)_ Creating the program
Compiling after creating
the program
Creating process data
and assigning
Modbus function codes
y
Generating variables
and assigning process data
Generating diagnostic and
control variables and
assigning process data
v
Compiling the project
* ONLINE

Configuring
the Modbus/TCP server

v

Sending a project and
performing a cold restart

Operation (end)

8294C001

Sequence for creating the Modbus project

8294_en_03
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The sequence described here for creating a Mod-
bus project applies to projects based on cyclic

5.1.1

communication between the controller (here:
Modbus/TCP client) and any Modbus/TCP serv-
er.

Acyclic communication is explained in Section
5.2 “Acyclic communication using the
MB_ASYNC_RW function block” .

Creating a new project

Select the “New Project...” command from the “File”
menu.

Select the controller and confirm your selection with
“OK”.

Select the “File, Save Project As/Zip Project As...” com-
mand.

Enter a unique and meaningful project name and save
the project.

5.1.2 Specifying project information

Switch to the bus configuration workspace.
Adapt the project information to your project.

5.1.3 Checking/modifying IP settings for the control-

ler

The IP settings for the controller are made when the project
is created.

Adapt these settings, if required.

Switch to the bus configuration workspace.

Select the controller node.

In the “Device Details” window, switch to the “IP Set-
tings” tab.

Check the IP settings and modify them, if necessary.

Assign an IP address, if it has not yet been assigned.
For detailed information on assigning the IP address,
please refer to the UM QS EN PC WORX quick start
guide.

[
1 troller is also implemented as the IP address for

The IP address that is assigned here for the con-

the communication path via TCP/IP.

5.1.4 Inserting a “Generic Modbus Device”
® In the example, the ILB ETH 24 DI16 DIO16-2TX
1 Inline Block IO module for Ethernet is used as a
Modbus/TCP server.

: Device Catalog

Specific settings are required for communication
between the Modbus/TCP client and server.
These settings are made in PC Worx via the “Ge-
neric Modbus Device”.

The “Generic Modbus Device” must be inserted in
the bus configuration so as to enable communica-
tion between the Modbus/TCP client and server.

Make sure you are in the bus configuration workspace.

If the device catalog is hidden, show it by selecting the
“View, Device Catalog” menu.

Open the “Phoenix Contact, Generic, Device” device
catalog.

Select the “Generic Modbus Device”.

1L amd

=-{_] Generic -
| B-7 Device

i ﬂ Generic Modbus Device (Gateway) Rev. »=01
Generic Modbus Device (RTU) Rev. »>=01

+{:| IBS USC/4 sl
X
=] A |
Figure 2 Selecting the “Generic Modbus Device”

Hold down the left mouse button and move the “Generic
Modbus Device” to the “Bus Structure” window to the
right of the MODBUS_CLT icon' until the “Insert in the
lower level” icon appears.

Move all other “Generic Modbus Devices” to below the
preceding “Generic Modbus Device” until the “Insert at
the same level” icon appears.

Figure 3 shows the bus configuration with the inserted “Ge-
neric Modbus Device”.

£ Bus Structure

1 a@d

=% Modbus_Proj_1

—- ILC 151 ETH192.168.0.2

4. Resource

; R STD_RESILC151 43

9 # MODBUS_CLT

Hll #1 Generic Modbus Device
#% #INTERBUS0. 0

i Touch Display

Unconnected

Figure 3

Generic Modbus Device inserted

1 If a 1X1 controller with firmware Version 4.40 or later is used, the
MODBUS icon is displayed instead of the MODBUS_CLT icon.

8294_en_03
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“Hide Device” or “Deactivate Bus” can be select-
ed via the context menu for the device.

To show the device again or to activate the bus,
select the aforementioned settings from the con-

|mio

text menu again.

5.1.5 Modifying the settings for the “Generic Modbus
Device”

Following insertion in the bus configuration, default values
are set for each “Generic Modbus Device”. The settings can
be modified via the “Modbus-Settings” tab.

° The settings for the “Generic Modbus Device” are
1 required for communication between the Mod-

bus/TCP client and server.

e Make sure you are in the bus configuration workspace.

e Select the “Generic Modbus Device” in the “Bus Struc-
ture” window.

e  Selectthe “Modbus-Settings” tab in the “Device Details”

window.

*  Modify the Modbus settings according to your require-
ments.

i Device Details 1w

#1 Generic Modbus Device Y\Modbus-Settingsy

Name Value
Vendor Phoenix Contact
Designation Generic Modbus Device
DeviceID 00002
Functional description
Device type Device
Device family Generic
Order number
Revision: HW / Master FW (/COP FW) oL

Station Name Generic_Modbus_28

Device Name

Module Equipment ID
MAC Address

1P Address
Subnetmask

192.1680.3
255.255.255.0

Default Gateway

Port 502
Protocol TCP
Swap Bytes No
Connection timeout / UDP timeout 5000 ms
Reconnection interval 60000 ms
Process Data Watchdog Trigger 500 ms
Unit 1D 1
Consecutive Number 1

Node ID 28

2|2 @ | | D | P B B PP | | P B B P B @ P | | 2| 3| 6| 2

.

¢ Modbus-Settings If_,’gf Modbus Reglsterl Data Sheet I E All

I

Figure 4 Modbus settings for the “Generic Modbus De-

vice”

The settings required for communication between the Mod-
bus/TCP client and server include:

Station Name

This name is the unique identification for the Modbus/TCP
server (here: ILB ETH 24 DI16 DIO16-2TX) in the network.

MAC Address

Enter the MAC address of the Modbus/TCP server (here:
ILB ETH 24 DI16 DIO16-2TX). Itis printed on the respective
device. It starts with “00.a20.45.” on Phoenix Contact de-
vices.

Entry of the MAC address is optional and is not absolutely
necessary.

IP Address

The IP address allows the Modbus/TCP server (here:

ILB ETH 24 DI16 DIO16-2TX) to be accessed during opera-
tion. PC Worx selects the address from the area that is set
on the project node.

Subnetmask

The subnet mask that was specified on the project node is
assigned to each Modbus/TCP server (here:

ILB ETH 24 DI16 DIO16-2TX). It can be modified specifi-
cally for each individual device.

Protocol

Select the protocol (TCP or UDP) to be used for communi-
cation here.

Port

Select the port for communication here. By default, port 502,
which is reserved for Modbus/TCP, is used.

Swap Bytes

If required, the byte order for the entire communication with
the Modbus/TCP server can be swapped here, provided
that the Modbus/TCP server and the Modbus/TCP client
(here: ILC 151 ETH) operate using a different byte order.
Select “Yes” to reverse the byte order used on the client
side.

For information on the byte order, refer to Section 9.

Connection timeout / UDP timeout

This value specifies the minimum time required to identify a
connection interruption.

When using UDP, it is not possible to determine whether a
connection interruption has occurred. Therefore, the last
package sent after UDP timeout is sent again.

In addition, the value specifies the time within which a Mod-
bus/TCP server needs to have responded to a Modbus/TCP
client request.

8294_en_03
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Reconnection interval

When the TCP connection is interrupted (connection time-
out) and the set time interval has elapsed, an attempt is
made to establish a new TCP connection.

This setting is not relevant for communication via UDP.

Process Data Watchdog Trigger

The process data watchdog trigger specifies a time period
during which the Modbus/TCP server must be accessed
again (write access) at the latest.

The time set here should be half the process data watchdog
time set on the Modbus/TCP server.

The setting “0 ms” means that the watchdog is switched off.

Unit ID

Address of the device in the Modbus/RTU network below
the gateway.
Default value: 255 (operation without gateway)

5.1.6 Compiling after completing the bus topology

e Select the “Build, Make” command.

5.1.7 Creating the program

e Create the program.

To program the example program, proceed as described in
the UM QS EN PC WORX quick start guide.

5.1.8 Compiling after creating the program

e  Select the “Build, Make” command.

5.1.9 Creating process data and assigning Modbus
function codes

For the Modbus/TCP client (here: ILC 151 ETH), you must
specify which Modbus function codes of the Modbus/TCP
client should be used to access specific register addresses
of the Modbus/TCP server (here: ILB ETH 24 DI16 DIO16-
2TX). To do this, define specific process data and assign
the data to the corresponding Modbus function codes.

e Make sure you are in the bus configuration workspace.

e  Select the Generic Modbus Device in the “Bus Struc-
ture” window.

e Selectthe “Modbus Register” tab in the “Device Details”
window.

* Right-click to open the context menu for the “Name”
field.

e  Select the “Add” menu item.

*  Specify a unique and meaningful name for the process
data item in the “Name” field.

e Selectthedesired “Function Code”, see Table “Modbus
function codes” on page 5.

*  Select the desired data type.
e Enter the number of bits or registers to be read or writ-

ten.

e  Forthe Modbus/TCP server, enter the memory area of

the process data item as the “Address” for which the se-
lected function code should be used.

For the memory area of the process data item, please
refer to the documentation for the device being used as
the Modbus/TCP server.

In the example, a 16-bit word should be read from anin-
ternal register. The Modbus function code FCO3 is used
here. The value “1” is set as the address, since the
memory area for the process data item used to read an
internal register word-by-word for the

ILB ETH 24 DI16 DIO16-2TX has the value “1” (see ter-
minal-specific data sheet).

* The “Data Direction” indicates whether the function ac-
cesses a digital input/an internal register or a digital out-
put/an output register. The data direction depends on
the selected function code and cannot be modified
manually.

§ Device Details 1vm
=1 Generic Modbus Device \Medbus Register Editor\

Name Functien Code Data Type |Number| Data Direction| Address|
FCD3 (Read Multiple Registers) ~|WORD  ~ 1 1
FC16 (Write Multiple Registers) = |WORD v 1 ouT 2

1 REG_READ
2 REG_WRITE

| 98 Modbus-Settings | %2 Modbus Register | 5] Data Sheet | [ All

Figure 5 Creating process data and assigning Modbus

function codes

° In the “Modbus Register”, the function code FC23
1 is displayed in two rows (one row for the IN data
direction and one row for the OUT data direction).
When one row is deleted, the second row will also
be removed automatically.

NOTE:

When linking a process variable of Array [] of
(D)WORD data type, the byte order may be re-
versed. For further information, please refer to
Section 9.

O

5.1.10 Generating variables and assigning process
data

Process data and variables are assigned in the process
data assignment workspace.

e Switch to the process data assignment workspace to
assign the variables to the process data.

8294_en_03
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* Selectthe “Generic Modbus Device” inthe top right win-
dow. The standard configuration is then displayed in the
top left window (“Symbols/Variables”).

* Inthe top left window (“Symbols/Variables”), select the
standard resource.

e Inthe top right window, select the device for which you

Variables are created when the program is created. Us-
ing drag and drop, link the selected variable to one of
the variables displayed on the left-hand side.

If you would like to link further process data but no cor-
responding variables have been created yet, select
“Create Variable” in the context menu.

would like to link the process data to variables (in The created variable is displayed in the bottom left window.
Figure 6: “Generic Modbus Device”; the *  Repeat this procedure for all inputs to be evaluated and
ILB ETH 24 DI16 DIO16-2TX module is used in the ex- for all outputs to be controlled.
ample). The result of process data assignment is shown in Figure 6.
e  Select the process data item to be linked.
: Process Data Assignment F W x|
Symbols/Variables | -;-ﬁ Medbus_Proj 1
o3 STD.CNF: eCLR -l ILC 151 ETH 192.168.0.4
/g8l STD_RES:1LC151 42 Resouice
3 Default R STD_RESILCISL 42
ystem Variables 4 # MODBUS_CLT
Auto Bl 1 Generic Modbus Device
STD_TSK: DEFAULT “ : INT:F;B_US“U 0
- Main : Mai i - Touch Lisplay
o IE' e EUncuﬂnectEd
Symbel/Variable Data Type Process Dat | Device Process Data Item ¥Q  Data Type Byte.Bit Address  Symbol/Variable
LREG_READ WORD #1 Generic | #1 Generic Modbus Device  STATION_DIAG 1 MBT_STATION_DIAG 0
QREG WRITE  WORD #1 Generic | #1 Generic Modbus Device  STATION_CONTROL Q  MBT_STATION_CONTROL 0
#1 Generic Madbus Device  REG_READ 1 WORD 00 STD_CNF STD_RES \ L REG_READ
#1 Generic Modbus Device  REG_WRITE Q@  WORD 00 STD_CNF STD_RES \ Q_REG_WRITE
< 11 (BN i ;

Figure 6 All used process data assigned to variables
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5.1.11 Generating diagnostic and control variables
and assigning process data

° In the IEC programming workspace, the diagnos-
1 tic and control structure is declared in the project
tree window under “Data Types, sys_flag_types”.

PC Worx provides a diagnostic and control structure for
each “Generic Modbus Device”, allowing the connection
status, connection statistics, and connection interruptions to

be read.

PC Worx provides the following diagnostic and control

structure:

“STATION_DIAG” diagnostic structure

Parameter

Description

Status

Status of the communication
connection to the
Modbus/TCP server

(bit 0 = 1: communication
connectionis OK, bit 1 =1:an
exception has occurred)

IP address of the
Modbus/TCP server in the
bus configuration

Parameter

Description

InternalError1

Used internally by
Phoenix Contact

InternalError2

Used internally by
Phoenix Contact

ExceptionCounter

Number of exception codes
received (Modbus exception
codes)

DiagReservedi Reserved

DiagReserved2 Reserved

UnitID Address of the device in the
Modbus/RTU network below
the gateway.
Default value: 255 (operation
without gateway)

DiagReserved3 Reserved

-  “STATION_CONTROL” control structure

Parameter

Description

ctriStatistics

All parameters of the diagnos-
tic structure are reset with a
rising edge at bit 0.

Modbus/TCP server in the
case of read access

NetinCycleMin

Minimum response time of the
Modbus/TCP server in the
case of read access

NetlnCycleMax Maximum response time of
the Modbus/TCP serverin the
case of read access

NetOutCycleAvg Average response time of the

Modbus/TCP server in the
case of write access

NetOutCycleMin

Minimum response time of the
Modbus/TCP server in the
case of write access

OfflineCounter Number of times the Modbus/| | ControlReserved1 Reserved
TCP server was offline ControlReserved2 Reserved
NetCycleAvg Average response time of the ControlReserved3 Reserved
Modbus/TCP server In order to use the diagnostic and control structure, create a
NetCycleMin Minimum response time of the diagnostic variable and a control variable.
Modbus/TCP server e Switch to the IEC programming workspace.
NetCycleMax Maximum response time of ¢ Double-click on “Global_Variables” in the project tree
the Modbus/TCP server window.
NetinCycleAvg Average response time of the

The global variables of the standard resource are displayed.

¢ Insertanew variable via the context menu which should
be used as the control variable.

e Selectthe MBT_STATION_CONTROL type for the

control variable.

e Insert another new variable via the context menu which
should be used as the diagnostic variable.

e Selectthe MBT_STATION_DIAG type for the diagnos-

tic variable.

NetOutCycleMax Maximum response time of
the Modbus/TCP server inthe
case of write access
8294_en_03 PHOENIX CONTACT 11 /32
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! Project Tree Window LI x|

a - - - MName Type Usage Description -
ER=] Project : C:\sers'\pywc05\Desktop'\Modbus_Pro... PND_S1_DATA_LENGTH | WORD VAR_GLOB.. | Process data length
(0 Libraries PND_S1_OUTRUTS PND_IO_256 VAR_GLOB Output process data
=8 Da Types FND_S1_INPUTS PND_IO_256 VAR_GLOB... | Input process data
_m—ﬂag—wes PND_IO_DRNVEN_BY_PLC INT WVAR_GLOB... Number of the PLC currenthy connecte
=8 Lagical POLs PND_RESET_FACTORY_SE.. | WORD VAR_GLOB.. | shows the bits of the kind of a reset{
= @ Main |IB_DEVICE_PARAM_ACTIV... | BOOL VAR_GLOB... Interbus device configuration activate
MainT IB_DEVICE_PARAM_READY | BOOL WAR_GLOB... Interbus device configuration complet
MainV/ |B_DEVICE_PARAM_ERROR | BOOL WAR_GLOB... Interbus device configuration error
[T Man ARRMEE ARELCATION 0| STRING VAR GLOE.
£/ Physical Hardware™ ARRMGRTEMALATELD | STRING VAR_GLOB-.
=@ STD_CNF - eCLR APEMGE_ARFLICATION . | STEING VAR_GLOE..
B = Auto
| REG_READ WORD VAR _GLOB...
473 Global_Variables m Zoor Vasoioe i
10_Configuration™ MB_DIAG MBT_STATION_DIAG VAR_GLOB... 1=
MB_CONTROL MET_STATION_CONTROL vaR_GLOB.. | ™
———
< 1 | » 4| I | 3
& e} Global_Vari...
Figure 7 Diagnostic and control variables generated
*  Switch to the process data assignment workspace to The result of process data assignment is shown in Figure 8.
assign the process data to the control and diagnostic
variables, as described in Section 5.1.10 on page 9.
i Process Data Assignment 2 v
Symbols/Varisbles | E-é Modbus_Proj 1

=8 STD_CNF: eCLR

‘@2 STD_RES:ILC151 42

Default

System Variables

Auto

-0 STD_TSK: DEFAULT
Ft@ Main : Main

=-Al ILC 151 ETH192.168.0.4
-R Resource
iR STD_RESILC151 42
48 £ MODBUS_CLT
-l 1 Generic Modbus Device
% # INTERBUSD .0
[ Touch Display

Unconnected

Symbol/Variable Data Type Process Dat | Device Process Data Item YQ  Data Type ByteBit Address  Symbeol/Variable

LREG_READ WORD #1 Generic | #1 Generic Modbus Device  STATION_DIAG 1 MBT_STATION_DIAG 0 STD_CNF STD_RES \ MB_DIAG

Q REG_WRITE WORD #1 Genenic | #1 Generic Modbus Device  STATION_CONTROL Q@ MBT_STATION_CONTROL 0 STD_CNF STD_RES '\ MB_CONTROL

ME_DIAG MEBT_STATION_DIAG #1 Generic | #1 Generic Modbus Device  REG_READ 1 ‘WORD 0.0 STD_CMNF STD_RES\ 1_REG_READ

MB_CONTROL MBT_STATION_CONTROL  #1 Generic | #1 Generic Modbus Device REG_WRITE Q ‘WORD 00 STD_CNF STD_RES \ Q_REG_WRITE

< | . | r || 1] | r
Figure 8 Process data assigned to the diagnostic and control variables

5.1.12 Compiling a project

Select the “Build, Make” command.

5.1.13 Configuring the Modbus/TCP server

Perform all of the required configurations (e.g., setting

the IP address and process data watchdog) directly on

the Modbus/TCP server (here:
ILB ETH 24 DI16 DIO16-2TX).

For information on how to configure and start up the device,
please refer to the corresponding documentation.

5.1.14 Sending a project and performing a cold restart

*  Open the “Project Control Dialog”.
* Activate the “Include Bootproject” check box in the
“Project” area.
* Click on “Download” in the area on the left.
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5.2 Acyclic communication using the
MB_ASYNC_RW function block

The MB_ASYNC_RW function block is used for acyclic
communication between the controller (Modbus/TCP client)
and the Modbus/TCP server.

° The MB_ASYNC_RW function block is available
1 in two different versions. The two versions differ
with respect to the “ServerlD” input and the “IP”
and “UnitID” inputs. The function block either has
the “ServerlD” input (old block) or the “IP” and
“UnitID” inputs (new block). The new function
block (see Figure 9) is supported by the following
devices:

— ILC 1x1 = firmware 4.20

— AXC 1050 (XC) = firmware 2.10

— AXC 3050 = firmware 5.50

All other controllers (see “Ordering data” on
page 4) support the old block (“ServerID” input).

5.2.1

When the function block is inserted in the variable work-
sheet for the first time, the new function block is used by de-
fault.

If you are using a controller that supports the old function
block, proceed as follows to display the old block in the vari-
able worksheet:

* Insert the new block in the variable worksheet.

* Inthe project tree window, right-click to open the con-
text menu for “Logical POUs”.

*  Select the “Properties” menu item.

* Inthe “Change of POU/POUs properties:” dialog that
opens, select the “PLC/Processor” tab.

e Select the “eCLR” entry from the drop-down list as the
“PLC type”.

*  Select the controller used with the corresponding firm-
ware version from the drop-down list as the “Processor
type”.

*  Confirm your settings by clicking “OK”.

* Inthe variable worksheet, right-click to open the context
menu for the function block.

e  Select the “Update FB/FU” entry.

Following the update, the old block (“ServerID” input) is dis-

played.

In order to use the old function block, some data types need

to be adapted in the predefined data structures:

* Double-click on “sys_flag_types” in the project tree win-
dow.

Old version of the function block

¢ Inthe “MBT_STATION_DIAG” structure, replace the
“IP:DWORD;” data type with the “Handle:DWORD;”
data type.

¢ Inthe “MBT_STATION_DIAG” structure, replace the
“UnitID:BYTE;” data type with the “StationNum-
ber:BYTE;” data type.

The old function block can now be used.

° For further information on the function block,
1 please refer to the online help for PC Worx.
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5.2.2 New version of the function block

MB_ASYMNC_RW_1

ME_ASYNC_LWY N
#— Request Done =
— [P Error &
o LnitlD Status e
= FC ReadByteCount o
#—| ReadStartAddr  WritterByteCount =
#— WriteStartAddr
o MaxReadCount
o WriteCount
#— ReadBuffer ReadBuffer+—e
—— Writ=Buffer WiteBuffert—e
Figure 9 MB_ASYNC_RW function block
Input and output parameters of the function block
Name Data type Description
Request BOOL The input parameters are checked and the function block is activated with a
positive edge at this input.
After the function code has been executed successfully, the block is deacti-
vated and can only be activated by a new positive edge.
P DWORD IP address of the “Generic Modbus Device” in the bus configuration.

o Recommended:

1 Use the IP address from the previously created diagnostic struc-
ture (see Section 5.4). This ensures that the current settings
from the bus configuration are always used.

Alternatively, the IP address can be entered directly.

[ When operating Modbus/RTU devices, the IP address of the

1 corresponding gateway must be used.

UnitID BYTE UnitlD of the Modbus/RTU device (Modbus/RTU slave) in the bus configura-
tion.

o Recommended:

1 Use the UnitID from the previously created diagnostic structure
(see Section 5.4). This ensures that the current settings from the
bus configuration are always used.

Alternatively, the UnitID can be entered directly.
FC BYTE Modbus function code (see Table “Modbus function codes” on page 5)
ReadStartAddr WORD Start address of the memory from which data should be read.
WriteStartAddr WORD Start address from which data should be written to the memory.
MaxReadCount INT Number of bits or registers to be read.
WriteCount INT Number of bits or registers to be written.
8294_en_03 PHOENIX CONTACT 14/ 32
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Input and output parameters of the function block

Name Data type Description
Done BOOL TRUE: The block has been executed successfully and acyclic communi-
cation has taken place.
FALSE: The function block is still being executed or has not been execut-
ed.
Error BOOL TRUE:  An error has occurred. Details are provided by the “Status” out-
put.
FALSE: No error has occurred.
i “Error” indicates an error as long as the “Request” input is active.
Status DWORD In the event of an error (Error = TRUE), the “Status” output contains an error
code. The possible error codes are shown in Table “Error codes of the “Sta-
tus” output” on page 15.
ReadByteCount INT Number or read bits/registers
WrittenByteCount INT Number of written bits/registers
ReadBuffer BYTE Buffer (250 bytes, maximum) in which the read bits/registers are stored (de-
WORD pending on the function code used).
DWORD
ARRAY OF BYTE ° To define the size of the buffer, see Section 5.5 “Specifying the
ARRAY OF WORb 1 size of the ReadBuffer/WriteBuffer” .
ARRAY OF DWORD
WriteBuffer BYTE Buffer (250 bytes, maximum) for the written bits/registers (depending on the
WORD function code used).
DWORD
ARRAY OF BYTE o To define the size of the buffer, see Section 5.5 “Specifying the
ARRAY OF WOR;D 1 size of the ReadBuffer/WriteBuffer” .
ARRAY OF DWORD

5.3

Error codes of the “Status” output (Error = TRUE)

Error codes of the “Status” output

Value Meaning
0x0101 0000 Unsupported/unknown Modbus function
0x0102 0000 The value for MaxReadCount is outside the permissible range.
0x0103 0000 The value for WriteCount is outside the permissible range.
0x0104 0000 Wrong data type for ReadBuffer.
0x0105 0000 The elements of the ReadBuffer array are not of type WORD, DWORD or BYTE.
0x0106 0000 Wrong data type for WriteBuffer.
0x0107 0000 The elements of the WriteBuffer array are not of type WORD, DWORD or BYTE.
0x0108 0000 ReadBuffer is too small. Reduce the number of elements for MaxReadCount or increase the
ReadBuffer size.
0x0109 0000 WriteBuffer is too small. Reduce the number of elements for WriteCount or increase the
WriteBuffer size.
0x010A 0000 ReadBuffer is too large.
o To define the size of the buffer, see Section 5.5 “Specifying the
1 size of the ReadBuffer/WriteBuffer” .
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Error codes of the “Status” output
Value Meaning
0x010B 0000 WriteBuffer is too large.

° To define the size of the buffer, see Section 5.5 “Specifying the
1 size of the ReadBuffer/WriteBuffer” .

Unknown server ID (not configured)

0x0201 0000

0x0202 xxxx Modbus protocol error code
o For detailed information on the error codes of the Modbus/TCP protocol, please
1 refer to the “MODBUS APPLICATION PROTOCOL SPECIFICATION” docu-
ment.
Niivvnnt Aaniimann +riimavAiamAa Ann ha faiiind At andlniin Ave
0x0203 0016 Timeout when receiving the response from the Modbus/TCP server.
0x0203 0019 The connection was terminated by the Modbus/TCP server.
0x0203 001F The request was not sent. The Modbus/TCP server is not accessible.

0x0301 0000 Timeout when receiving the response from the Modbus stack. The Modbus/TCP server is

not accessible.

5.4 Using the MBT_STATION_DIAG diagnostic
structure Variable Properties :?:
MNarme: Definition scope K
° More detailed information on function block dia- W DIAG: [[] ®Leca Gilabel )
1 gram (FBD) programming can be found in the DataType # Disghlesmrved]  (EYTEY] - pealVaisbie Grows:
. N MBT 5T, ¥ DiagReserved?  [*BYTE ) J Defaui - e
UM QS EN PC WORX quick start guide. ' DiagReserved3  PEYTEY = L b
Usage: % ExceptionCourter [+ DWORD ) lobal Variable Groups:
; «pY : VAR GLL g IntemalEnerl [ DWORD ) (=8 Physical Hardware
*  Double-click on the “IP . input paramgter of the function it ¢ oo towore B8 5T0_ONF
block to specify the variable properties. +[& - DWORD ) | &8 570 AES
. . . V0 i ¢ NeCocletva DWORD ) i Ao
* Inthe “Variable Properties” window, select the name of /IBBD "% & NelTyclsMax  ['DWORD ] = g::fiv&”amss
the previously created diagnostic structure (here: o 0] Main
“MB_DIAG").
Variable Properties @
Mame: B Defirition scope [C1PDD [ OPC mf\?;:e i [7] Shaw all warisbles of warksheets
@ Local Global —— Redundant
WEMB_DIAG . Local Variable Groups: lm
T 0 B velait N Figure 11 Creating the MB_DIAG.IP variable (2)
& 0NBOARD_INPUT_BITY Global Variable Gioups
5 OMBOARD_INFUT_BIT2
& ONBOARD_INPUT_EIT3 =i gych[‘) H;TFW“'B
& =3 | -
Son n o i =
& ONEOARD_INPUT_BITE & suto .
ngNBUAHD:mPUT_EH? 5 Defaui Mame: |Z| Def[nllor; scope "
% ONBOARD_DUTPUT_BITD . E¥ System Variables 5 Local bl
D:s;rl\gl];n.—g — . “‘“@ Main Data Type Lacal Yariable Groups: QCMCEI
MET_STATION_DIAG B Defauit - Heln
Usage Global Variable Groups:
WaR_EXTERMAL RETAIN = @ Physical Hardware
Iritial value: =@ STD_CNF
[Clrop  [[]oPC Hidden Shaw all variables of worksheets = _|
Iriitvalue &= default =
Redundant 140 address: - Default
= Gystem Variables
. . . & b i
Figure 10  Creating the MB_DIAG.IP variable (1) Dessrption o o
e Puta period after the selected name and select the “IP”
entry from the list that appears. FOD oFC Hidden Show all variables of warkshests
Initvalue as default
Redundant
Figure 12  Creating the MB_DIAG.IP variable (3)
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e Confirm your entries with “OK”.
. . . Project Tree Windon LS e PND 10 64 : ARRAY[0..63] OF BYTE: =
The IP address of the “MB_DIAG” diagnostic structure has gyt Descorttiochur pro- 152 ST ses | nmmneielse0) of sire)
now been assigned to the “IP” input parameter of the func- e
tion block (see Figure 13). 0 [ N ]
o 2 Koo
MB_ASYNC_RW_l = QD{FES'\LC‘SUZ‘ '7:2 ifFEEE\i.ruia‘n:yiOFﬁiscxJcl: : ARRAY[0..2] OF INT;
B _AGTHC_RWY N "€ oo varabies” e
& 10_Configuration* 739 TYPE
-— ReqUeSt Done -3 + - 5 jOf - MBT STATION DIAG : STRUCT : =
s3] Global_Vari.. | Main:Main |ES] sys flag t.
MEB_DIAG . IP—{ TP Error |- ) )
Figure 14  Creating data types
*— UnitlD Statls =
«—{ FC ReadByteCount f— ¢ Onceyou have defined the data types, select the “Build,
#— ReadStartAddr  WritterByteCount - Make” command.
« |ETra—— Once compiled, the data types can be used in the variable
worksheet. In Figure 15, the previously created
#— MaxReadCount “MODBUS_BUFFER_BSP1” data type is used for the
o WriteCount “ReadBuffer” input/output parameter.
ol ReadBuffer ReadBUfferdo e Double-clickonthe ReadBuffer input parameterin the
MB_ASYNC_RW._1 function block.
g - i T MU ue e Inthe “Variable Properties” window, enter a name for

MB_DIAG.IP variable as “IP” in the function
block

Figure 13

e Create the MB_DIAG.UnitID variable for the “UnitID” in-
put parameter. Proceed as described above for the
MB_DIAG.IP variable.

5.5 Specifying the size of the ReadBuffer/WriteBuf-
fer

The size of the “ReadBuffer” and “WriteBuffer” parameters
can be specified individually by defining the corresponding
data types (here: “ReadBuffer” of ARRAY OF BYTE data
type, “WriteBuffer” of ARRAY OF WORD data type).

° The maximum size of ReadBuffer and WriteBuf-
1 fer is 250 bytes each. The parameters may be of
BYTE, WORD or DWORD data type, or an array
of these data types.

* Double-click on “sys_flag_types” in the project tree win-
dow.

e Define the desired data types and their size as shownin
Figure 14.

the variable (in the example: “Read_Buffer_1”).

* Inthe “Data Type” list, select the previously created
data type you wish to use (in the example:
“MODBUS_BUFFER_BSP1”).

Variable Properties {dE-J
Definition scope
E| ® Local Global
. Cancel
Data Tupe: Laocal Variable Groups:
MODBUS_BUFFER_ESF1 - B Detau e Help
Usage Global Yariable Groups
WAR_GLOBAL - RETAIN - Physical Hardware
Iritial vahue: = @ STO_CNF
=8 STD_RES
- Auto
140 address: - Default
- System Variables
Description: * @ Main
POD OPC Hidden 7] Show all variables of worksheets
Initvalue as default
Redundant

Figure 15  Creating a variable

e Confirm your entries with “OK”.

The “Read_Buffer_1” variable has now been assigned to
the “ReadBuffer” input/output parameter.
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MB_ASYMC_RW_1

MB_ASYNC_RW N
#— Request Done
MB_DIAG IP— IP Error
MB_DIAG. UntID— UnitID Status =
a— FC ReadByteCount =
#— ReadStartiddr  WirithenByteCount o
#— WriteStartAddr
#— MaxReadCZount
*— WriteCount
Read_Buffer_1—1 ReadBuffer ReadBuffer+—FRead_Puffer_1
a— WriteBuffer WriteBUffert—a
\ J
Figure 16  “Read_Buffer_1” variable as “ReadBuffer” in
the function block
° Forfurther information on user-defined data types
1 and their use, please refer to the PC Worx online

help.

6 Operating lower-level Modbus/RTU
devices via a gateway

° This function is available as of
1 AUTOMATIONWORX Software Suite
Version 1.81 AddOn V1.

Lower-level Modbus/RTU devices can be

operated via a gateway. In order to do this, all Modbus/TCP
and Modbus/RTU devices as well as the gateway must be
displayed in the “Bus Structure” window in PC Worx (see
Figure 17).

: Bus Structure x|
=% Modbus_Proj_1
= -l ILC 151 ETH 192.168.0.4
—R Resource
. LR STD_RESILC1S1 42
#MODBUS_CLT
Bl #1 Generic Modbus Device
g # 2 Generic Modbus Device (Gateway)
il = 3 Generic Modbus Device (RTU)
#4 Generic Modbus Device (RTU)
: il #5 Generic Modbus Device (RTU)
..f% #INTERBUS0 .0
Touch Display

Unconnected

Figure 17  Bus configuration with Modbus/TCP devices

and lower-level Modbus/RTU devices

Figure 17 shows two Modbus/TCP devices as an example.
Device “# 1 Generic Modbus Device” is a Modbus/TCP
server, device “# 2 Generic Modbus Device (Gateway)” is a
gateway for switching from Modbus/TCP to Modbus/RTU.
In the Modbus/TCP network, the gateway acts as the Mod-
bus/TCP server, and in the Modbus/RTU network, it acts as
the Modbus/RTU master. The individual Modbus/RTU de-
vices (# 3 Generic Modbus Device (RTU), etc.) represent
the Modbus/RTU slaves and are addressed via their UnitID.

& Device Details 1vQ
#3 Generic Modbus Device (RTU) \Modbus-5ettingst,

Name Value
[ | Vendor Phoenix Contact
[ Designation Generic Modbus Device (RTU)
D | DevicelD 00002
[ | Functional description
[ | Device type Device
[ | Device family Generic
[ | Order number
O Rewvision: HW / Master FW (COP FW) 01
[ | Station Name Generic_Modbus_54
[ | Device Name
[ | Module Equipment 1D
[ | Swap Bytes No
[ | Cennection timeout / UDP timeout 5000 ms
[ | Reconnection interval 60000 ms
[ | Process Data Watchdog Trigger 500 ms
O | unitio 3
[ | Consecutive Number 3
[ | NodelD 54

4 Modbus-Settings If_ié Modbus RegistErI [£) Data Sheet | B Al
Settings of a Modbus/RTU device

Figure 18

The MB_ASYNC_RW function block is used for acyclic
communication with the Modbus/RTU devices, see
Section 5.2.
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7 Configuring controllers as Mod-
bus/TCP servers

As of firmware Version 4.40, ILC 1X1 controllers
can also be configured as Modbus/TCP servers.
This function is available as of
AUTOMATIONWORX Software Suite Version
1.82 AddOn V1.

o

¢ Open the “Phoenix Contact, Generic, Server” device
catalog.

¢ Insert the controller as the generic Modbus/TCP server
by selecting “Modbus Server”.

: Device Catalog 2 a4

Communication connections to Modbus/TCP clients

Each individual ILC 1X1 controller supports a different num-
ber of communication connections to Modbus/TCP clients:

+-_] FLS -
w1 FP

=-{_] Generic

- @] Device

—{:I Server

[(--4% Modbus Server Rev. »=01]
+-_] IBSTUSC/E

#-7 IL

el W T 1111

-

v X

B

Controller Max. number of communication

connections to Modbus/TCP cli-
ents

ILC131 ETH 4

ILC 131 ETH/XC

ILC 151 ETH 6

ILC 151 ETH/XC

ILC 171 ETH 2TX 8

ILC 191 ETH 2TX

ILC 191 ME/AN 8

ILC 191 ME/INC

71 Modbus/TCP server in PC Worx — example proj-
ect

The procedure for creating a Modbus project with a control-
ler as the Modbus/TCP server is essentially identical to the
procedure described in Section 5.1 for creating a Modbus
project with a controller as the Modbus/TCP client.

Only the differences between the procedures are described
in more detail in this section.

Where the procedures are identical, reference is made to
Section 5.1.

7.1.1 Creating a new project
See Section 5.1.1

7.1.2 Specifying project information

See Section 5.1.2

7.1.3 Checking/modifying IP settings for the control-
ler

See Section 5.1.3

7.1.4 Inserting the Modbus/TCP server

e Make sure you are in the bus configuration workspace.

e If the device catalog is hidden, show it by selecting the
“View, Device Catalog” menu.

Figure 19  Selecting “Modbus Server”

* Hold down the left mouse button and move the “Mod-
bus Server” to the “Bus Structure” window to the right of
the MODBUS icon until the “Insert in the lower level”
icon appears.

Figure 20 shows the bus configuration with the inserted
Modbus/TCP server.

: Bus Structure
=@ UNTITLED
_- ILC131 ETH192.168.0.2
- Resource

1 a@d

#INTERBUS 0.0
 Touch Display

Unconnected

Figure 20  “Modbus Server” inserted
° Only one controller can be inserted as the gener-
1 ic “Modbus Server”.

The IP settings for the inserted
Modbus/TCP server match the IP settings that
were previously made for the controller.

7.1.5 Modifying the settings for the Modbus/TCP
server

Following insertion in the bus configuration, default values

are set for the Modbus/TCP server. The settings can be

modified via the “Modbus-Settings” tab.

* Make sure you are in the bus configuration workspace.

e Select the “Modbus Server” in the “Bus Structure” win-
dow.
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e Selectthe “Modbus-Settings” tab in the “Device Details”

window.
* Modify the Modbus settings according to your require-
ments.
! Device Details avpQh
# Modbus Server \Modbus-Settingsh,
Name Value
Vendor Phoenix Contact
Designation Modbus Server
Device ID 00002
Functional description
Device type Server
Device family Generic

1000 ms
Process Data Watchdog Trigger register 1000

Process Data Watchdog Trigger behavior Setinputsto 0
Port 502

Node ID 39

Process Data Watchdog Trigger

Ellnle el relleleleeiele

;‘Q‘E} Madbus-Settings @ Medbus Register | [E1 Data Sheet | H All

Figure 21 Modbus settings for the Modbus/TCP server

The Modbus settings for the Modbus/TCP server include:

Process Data Watchdog Trigger

The process data watchdog trigger specifies a time period
during which the Modbus/TCP server must be accessed
again (write access) at the latest.

The time set here should be double the process data watch-
dog time set on the Modbus/TCP client (see Section 5.1.5).
The time starts running after the first write access operation
performed by the Modbus/TCP client.

The setting “0 ms” means that the process data watchdog is
switched off.

Process Data Watchdog Trigger register

Register address (default value: 1000)

A write access operation by the Modbus/TCP client to bit 0
of this register address resets the process data watchdog
with a rising edge.

The process data watchdog cannot be reset by the Modbus/
TCP server.

In the case of read access operations to this register ad-
dress, the current state of the process data watchdog

(bit 1 = 0: watchdog not triggered, bit 1 = 1: watchdog trig-
gered) is read.

Process Data Watchdog Trigger behavior

In the event that the process data watchdog has been trig-
gered, substitute value behavior can be set for the Modbus/
TCP server. The following settings can be made:

“Set inputs to 0” (default setting)
Inputs are set to zero.

—  “Inputs keep the last value”
Inputs retain their last value.
—  “Inputs perform write accesses”

Inputs are updated. The state of the process data
watchdog is displayed in the “NODE_STATUS_255” di-
agnostic structure under “Flags”. If the watchdog has
been triggered, the corresponding flag is set. In this
case, you need to decide what should be done with the
values of the inputs and a corresponding algorithm
must be programmed.

Port

TCP/UDP port via which communication with the Modbus
client takes place.
Port 502 is used by default.

7.1.6 Compiling after completing the bus topology

e Select the “Build, Make” command.

7.1.7 Creating the program

*  Create the program.

To program the example program, proceed as described in
the UM QS EN PC WORX quick start guide.

7.1.8 Compiling after creating the program

e  Select the “Build, Make” command.

7.1.9 Creating process data and defining registers

For successful communication between

Modbus/TCP client(s) and the Modbus/TCP server, regis-
ters must be defined for write and read access on both the
client and server side. The corresponding process data
must be created for this.

In addition, Modbus function codes for write and read ac-
cess must also be specified for the Modbus/TCP client, see
Section 5.1.9.

Proceed as follows to create the process data and to define
the registers on the server side:
e Make sure you are in the bus configuration workspace.

e  Select the “Modbus Server” in the “Bus Structure” win-
dow.

e Selectthe “Modbus Register” tab in the “Device Details”
window.

* Right-click to open the context menu for the “Name”
field.

e Select the “Add” menu item.

¢ Specify a unique and meaningful name for the process
data item in the “Name” field.

*  Select the desired data type.
e Specify the number of registers.
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e Select the desired data direction.

Please note:

— Data direction “IN”:
Registers are created to which a Modbus/TCP client
has both read and write access:
These types of registers are represented as input vari-
ables in PC Worx.

— Data direction “OUT":
Registers are created to which a Modbus/TCP client

only has read access:
These types of registers are represented as output vari-

ables in PC Worx.

Controller (Server)

WORD f Read
our > Input Registers Food »
0000, ... ffff,
o WORD . . o Read/Writ .
PLC [* N Holding Registers | |#z5ciarcosrcza®| Client(s)
runtime 0000,,, .. i,
(eCLR) 2| Discrete Inputs Eggg >
0000, ... fif,
o BIT . < Read/Wri »
Y Coils < Fcoﬁricosr/:ns d
0000,,, .. ffff,..
Figure 22  Data direction for internal and external Mod-
bus/TCP server communication (ILC 1X1 as of
FW 4.40)
° In the PC Worx bus configuration, only the Mod-
1 bus/TCP server supports Modbus function codes

FCO05 and FCO06.

: Device Details
# Modbus Server \Modbus Register\

Data Type | Mumber| Data Direction| Address |

Name
1 | Coil_Read_Write BIT - 1IN - 15
2 Word_Array_Register_Read_Write WORD - 10/ IM - 18
3 | Word_Array_Register_Read WORD - 5/0UT - 25
4 Word_Register_Read_Write WORD - 1IN - 36

< m

"_3}3 ModbUS-SEttiﬂgs| ‘g‘} Modbus Register | [E1 Data Sheet | E All

Figure 23  Creating process data and defining registers
If one of the controllers listed in the “Ordering data” on
page 4 is used as a Modbus/TCP clientand an ILC 1X1 con-
troller with firmware Version = 4.40 is used as the Modbus/
TCP server, the following should be noted:

If the data types of the defined registers on the client and
server side are not coordinated, the byte order is reversed
when reading or writing registers.

NOTE:

When linking a process variable of Array [] of
(D)WORD data type, the byte order may be re-
versed. For further information, please refer to
Section 9.

O

Example:
Figure 24 shows register definitions on the server and client
side that are not coordinated.

Server

: Device Details E x|

# Madbus Server \Modbus Register\

¥
Mame Data Type | Number| Pata Direction| Address 3
1 Word_Array_Register Read WORD ~ 5 puT - 25

a4 1 ]
|42 Modbus-Settings | & Modbus Register | B Data Sheet | [ Al

Client

: Device Details
#1 Generic Modbus Device \Medbus Register\

ivo

Data Type | Number| OBta Direction)  Address |
WORD = 1 IN 25

Name Function Code
1 Read Register FCO4 (Read Input Registers)

« n
|5—3}3 MDdbuS'SEﬁ\HBS‘ ‘,’}3 Maedbus Register ‘ [E1 Data Sheet | H All

Figure 24  Register definitions that are not coordinated

A WORD array with a length of 5 has been created for the
register on the server side (see Figure 25).

Device Process Data ltem IY'Q  Data Type B+

# Modbus Server  SERVER_STATUS 1 MBS_SERVER_STATUS 0|

# Modbus Server  SERVER_CONTROL aQ MBS_SERVER_CONTROL 0 I
DF_STATLIS 255 L BABS NIODE STATIIC 0

# Modbus Server  Word_Array_Register_ Read Q WORDARRAYT[5] -
G

T ™

Data type of the defined register for the Mod-
bus server in the process data assignment
workspace

Figure 25

A process variable of Array [0 ... 4] of WORD data type must
be created and linked to the Word_Array_Register_Read
process data item (see Section 7.1.10).
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A simple, single WORD data type (not an array) has been
created for the register on the client side (see Figure 26).

Device Process Data ltem vgQ
#1 Generic Modbus Device  STATION_DIAG 1
#1 Generic Modbus Device  STATION CONTROL O MBT STATION CONTROL

l#l Generic Modbus Device  Read_Register 1 WORDARRAY([2]

4 1 k

Figure 26

Data Type
MBT_STATION_DIAG

Data type of the defined register for the Mod-
bus client in the process data assignment
workspace

A process variable of WORD data type must be created and
linked to the Read_Register process data item (see
Section 7.1.10).

If the function code defined for the client is now executed,
the first element of the WORD array is read by the server
and copied to the process variable defined for the client in
the reverse byte order (see Figure 27).

PxC Client

Modbus/TCP Frame PxC Server

! I
worbo [Byie0)] (Bt

=
3
sl
o
o
=y
2
3
o
w
=
I
ry

A

WoRD3
WORD 4

Figure 27  Reverse byte order in the client process vari-

able

In order to avoid a reversed byte order, a WORD array must
be defined on both the client side and the server side when
using arrays.

In order to do this in the example, a minimum value of “2”
must be entered under “Number” on the “Modbus Register”
tab on the client side and on the server side, see Figure 28.

Server

 Device Details iy
# Modbus Server \Modbus Register\

Name Data Type | Number|Pata Direction| Address|
1 Word_Armay_Register_Read WORD  ~ 5 put - F

« it
| 4 Modbus-Settings| 42 Modbus Register | ) Data Sheet | B Al

o Please note:

The selected data type of the process variable on
the server side must match the data type on the
client side (WORD array — WORD array or
WORD — WORD).

If not, the byte order is reversed.

Figure 29 shows the byte order in the process variable for
the client when the register definitions are coordinated.

PxC Client Modbus/TCP Frame PxC Server

woRD3
woRD 4

Figure 29  Byte order in the client process variable for co-
ordinated process variable linking when using

the WORD array data type on both sides

7.1.10 Generating variables and assignhing process
data

* Assign the created process data to the corresponding
variables.

* If corresponding variables have not been created yet,
generate them.

For information on assigning process data to variables and
generating variables, please refer to Section 5.1.10.

7.1.11 Generating diagnostic and control variables
and assigning process data

° In the IEC programming workspace, the diagnos-
1 tic and control structure is declared in the project
tree window under “Data Types, sys_flag_types”.

PC Worx provides the following diagnostic and control
structures for the Modbus server:

“MBS_SERVER_STATUS” diagnostic structure:

Client Parameter Description
Eatl]leél::ve\:al‘\ljndhusDw\(e\MndhusRaglstav\ rN LI r‘r‘l h Er‘ Acceptcnt Number Of EXiSting and cur-
rently established connec-
T e T T tions
- ’ ’ 2 [N 5 T
: AcceptErrorCnt Number of errors during con-
_——— [ —— | nection establishment
Figure 28  Register definitions that are coordinated ReceiveErrorCnt Number of errors when re-
ceiving requests
ModbusRequesCnt Number of requests received
ModbusExceptionCnt Number of exceptions sent
SocketErrorCode Error code of the socket error
8294_en_03 PHOENIX CONTACT 22/ 32

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

MODBUS/TCP

Parameter

Description

ConnectedClients

Number of Modbus clients
currently connected

LastExceptionRegister

Register in which the last ex-
ception occurred

LastExceptionReglLength

Length of the register in which
the last exception occurred

LastExceptionNode

Server instance (node) where
the last exception occurred

LastExceptionFunction

Function field of the request
for which the last exception
occurred

LastExceptionCode

Modbus exception code of
the last exception that oc-
curred

align

Used for alignment

° An ILC 1X1 controller operated as the Modbus/
1 TCP server has one server instance (node). The
server instance has the UnitID 255.

The UnitlD can be freely selected in the Modbus/
TCP clientrequest in order to access specific reg-
isters of the Modbus/TCP server.

“MBS_NODE_STATUS” diagnostic structure:

Parameter Description

ModbusRequestCnt Number of requests received
for this server instance (node)

ModbusExceptionCnt Number of exceptions sent for
this server instance (node)

Flags If the process data watchdog
has been triggered, the flag
for this server instance (node)
is set (bit 0 = 1).

reserved Reserved

“MBS_SERVER_CONTROL” control structure:

Parameter Description

Flags All parameters of the diagnos-
tic structures are reset with a
rising edge at bit O.

reservedi Reserved

reserved2 Reserved

reserved3d Reserved

In order to use the diagnostic and control structures, create
two diagnostic variables and one control variable.

Switch to the IEC programming workspace.

Double-click on “Global_Variables” in the project tree
window.

The global variables of the standard resource are displayed.

Insert a new variable via the context menu which should
be used as the diagnostic variable for the
“SERVER_STATUS” structure.

Select the MBS_SERVER_STATUS type for the diag-
nostic variable.

Insert another variable via the context menu which
should be used as the diagnostic variable for the
“MBS_NODE_STATUS” structure.

Select the MBS_NODE_STATUS type for the diagnos-
tic variable.

Insert another new variable via the context menu which
should be used as the control variable for the
“SERVER_CONTROL” structure.

Select the MBS_SERVER_CONTROL type for the di-
agnostic variable.
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! Project Tree Window AwvpM

Figure 30

e Switch to the process data assignment workspace to
assign the process data to the control and diagnostic

Generating diagnostic and control variables

Figure 31.

variables, as described in Section 5.1.10 on page 9.

: Process Data Assignment

Name I Type Usage I De »
=423 Project : C:\Users'\Public\Documents\PC WOR S Default
(2 Libraries = S
=8 Deta Types WB_SERVER_STATUS WBS_SERVER_STATUS VAR_GLOB...
sys flag_types MB_NOTE_STATUS MBS_NODE_STATUS VAR_GLOB... 0
£33 Logical FOUs WB_SERVER_CONTROL | MBS_SERVER_CONTROL | VAR_GLOB...
=-[0] Main® MODE._ON BOOL VAR_GLOB.. | =F
MainT PLCMODE_LOADING BOOL VAR_GLOB.. | SF
Main'/™ PLCMODE_RUN BOOL VAR_GLOB.. |[SF
[ Main” PLCMODE_STOP BOOL VAR GLOB.. |3F
=@ Physical Hardware” FLCMODE_HALT BOOL VAR GLOB.. |3
E-@8 STD_CNF : eCLR" PLCDEBUG_BPSET BOOL VAR GLOB.. |Br
E=-@8 STD_RES : ILC131_43° PLCDEBUG_FORCE BOOL VAR_GLOB.. |V:
=@ Tasks PLCDEBUG_POWERFLOW | BOOL VAR GLOB.. | Ac
[ mB_CYCL:CYCLIC PLC_TICKS_PER_SEC INT VAR_GLOB.. |5
(0] STD_TSK: DEFAULT PLC_S¥S5_TICK_CNT DINT VAR_GLOB.. | Ar
(@] Main : Main® PLC_TASK_AVAILABLE | INT VAR_GLOB.. | Ar
Main'/* PLC_SYSTASK_AVAILA... | INT VAR GLOB.. | Ar
Global_Variables™ PLC_MAX_ERRORS DINT VAR_GLOB...
10_Configuration™ PLC_ERRORS DINT VAR_GLOB... i
< [T G o wm o T G
& '@ EB sys_flag_t... Global_\c’ari...

The result of process data assignment is shown in

R A

Symbols/Varables |

B--é Modbus_Server

-488 STD_CNF: eCLR
BJ& STD_RES:1LC131 43
Default
| System Variables
@ STD_TSK : DEFAULT
@ Main : Main

9- ILC131 ETH192.168.0.2
- Resource

- STD_RESILC131 43
i # MODBUS

42 # Modbus Server
ﬁ #INTERBUSO .0

& Touch Display
Unconnected

4| m

N m

Symbol/Variable Data Type Process D | Device Process Data ltem VQ  Data Type
ME_SERVER_STATUS MBS_SERVER_STATUS # Modbu | # Modbus Server SSERVER_STATUSS 1 MBS_SERVER_STATUS
ME_MNOTE_STATUS MBS_NODE_STATUS # Modbu | # Modbus Server SSERVER_CONTROLS Q MBS_SERVER_CONTROL
ME_SERVER_CONTROL ~ MBS_SERVER_COMNTROL # Modbu | # Modbus Server SNODE_STATUS_255% 1 MBS_MNODE_STATUS

# Modbus Server Word_Array_Register Read Q WORDARRAY[5]

Figure 31  Process data assigned to the diagnostic and control variables

7.1.12 Defining the cyclic task for the update time of
the Modbus registers

The Modbus registers are updated with the standard task
(STD_TASK) by default. The standard task runs with the
fastest possible cycle, where the cycle time is often 4 ms.
This results in a high CPU load. In order to reduce the CPU
load, a cyclic task can be defined with a cycle time that is
greater than the standard task cycle time. Since the Modbus
registers are updated within a longer cycle time, the load on
the CPU is lower and more resources are available for the
PC Worx project.

* Create a cyclic task and specify an appropriate cycle
time (“Interval” in the “Task Settings” window; recom-
mended setting: > 10 ms).

For information on creating a task, please refer to the
UM QS EN PC WORX quick start guide or the PC Worx
online help.

* Inthe “Bus Structure” window, select the standard re-
source and in the “Device Details” window select the cy-
clic task created previously for “I/O Update by Task”
(see Figure 32).
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! Bus Structure 2 v 0| ||} Device Details Lv@
9..6 Medbus_Server | STD_RESILC131 43 \Resource\,
- ILC131 ETH192.168.0.2
R Resource MName Value
R STD_RESILC131.43 [4 | Configuration STD_CNF
= MODBUS [ | Resource STD_RES
1‘3&\5} # Modbus Server 0| pLC type eCLR
£ #INTERBUS 0.0 [ | Processortype ILC131 43
Touch Display (3 | 10O Update by Task <DEFAULT> -
[ | PROFINET Device Update with Task <DEFAULT>
STD_TSK
B Resource E All

Figure 32  Selecting the cyclic task for “lI/O Update by Task”

7.1.13 Compiling a project
*  Select the “Build, Make” command.

7.1.14 Sending a project and performing a cold restart
See Section 5.1.14
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8 Configuring multi-controller proj-
ects — example project

As of firmware Version 4.40, ILC 1X1 controllers
can also be configured as Modbus/TCP servers.
This function is available as of
AUTOMATIONWORX Software Suite Version
1.82 AddOn V1.

o

In multi-controller projects, controllers can either be oper-
ated as Modbus/TCP clients, as Modbus/TCP servers or si-
multaneously as Modbus/TCP clients and Modbus/TCP
servers.

The bus configuration of a multi-controller project can be
mapped in one PC Worx project.

Figure 33 shows a typical client/server structure.

ILC 191 ME/AN EEM-MA600

ILC 131 ETH

. Modbus/TCP

Client Server/Client Server

Figure 33  Typical client/server structure

In the example, the controller on the left

is operated as a Modbus/TCP client. The controller in the
middle is simultaneously operated as a Modbus/TCP server
(in relation to the controller on the left) and as a Modbus/
TCP client (in relation to the energy meter on the right).

The step-by-step procedure for creating the example as a
PC Worx project is described below.

The procedure for creating a multi-controller project is gen-
erally identical to the procedures described in Sections 5.1
and 7.1.

Only the differences between the procedures are described
in more detail in this section.

Where the procedures are identical, reference is made to
the relevant section.

8.1 Creating a new project

e Create anew projectand selectthe ILC 131 ETH as the
controller, see Section 5.1.1.

8.2 Specifying project information

See Section 5.1.2

8.3 Checking/modifying IP settings for the control-

ler
See Section 5.1.3

8.4 Inserting a specific Modbus device

In the example, the ILC 191 ME/AN controller is
used as the Modbus/TCP server.

Specific settings are required for communication
between the Modbus/TCP client (here:

ILC 131 ETH) and server. These settings are
made in PC Worx via the specific Modbus device
of the controller used as the Modbus/TCP server.
The specific Modbus device of the

controller used as the Modbus/TCP server must
be inserted in the bus configuration so as to en-
able communication between the Modbus/TCP
client and server.

L}

* Make sure you are in the bus configuration workspace.

* Ifthe device catalog is hidden, show it by selecting the
“View, Device Catalog” menu.

¢ Open the “Phoenix Contact, ILC1xx, PLC” device cata-
log.

*  Select the specific Modbus device for the ILC 191 ME/
AN controller (“ILC 191 ME/AN (Modbus Device)”).

t Device Catalog 14

-l ILC 1591 ETH 2TX Rev. »=00/4.30 -~
-l 1LC 151 ETH 2TX Rev. »= 00/4.40

--{ll 1LC 191 ME/AN (DEVICE) Rev. >= 4.00

-

-l 1LC 151 ME/AN Rev. == 00/4.00

-l 1LC 197 ME/AN Rev. == 00/4.40

-l 1LC 151 MESINC {DEVICE) Rev. >=4.00 | 4
--{ll 1LC 197 MESINC (Modbus Device) Rev. »= 00/4.00
-l 1LC 197 MESINC Rev. == 00/4.00

anis s

X

=) Al |
Figure 34

Selecting the specific Modbus device “ILC 191
ME/AN (Modbus Device)”

¢ Hold down the left mouse button and move the specific
Modbus device “ILC 191 ME/AN (Modbus Device)” to
the “Bus Structure” window to the right of the MODBUS
icon until the “Insert in the lower level” icon appears.
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Figure 35 shows the bus configuration with the inserted spe-
cific Modbus device.

¢ Bus Structure
---% Multi_Controller_Projl
—- ILC131 ETH192168.0.2
| B-R Resource
R STD_RESILC131 44
#MODBUS
-Jll #11L.C191 ME/AN (Modbus Device)
ﬁ #INTERBUSD.O

L af

d Touch Display

Unconnected

Figure 35  Specific Modbus device “ILC 191 ME/AN

(Modbus Device)” inserted

8.5 Modifying the settings for the specific Modbus
device

Following insertion in the bus configuration, default values
are set for each “Generic Modbus Device”. The settings can
be modified via the “Modbus-Settings” tab.

° The settings for the specific Modbus device are
1 required for communication between the Mod-
bus/TCP client (here: ILC 131 ETH) and the Mod-
bus/TCP server (here: ILC 191 ME/AN).

e Make sure you are in the bus configuration workspace.

e  Select the specific Modbus device “ILC 191 ME/AN
(Modbus Device)” in the “Bus Structure” window.

e Selectthe “Modbus-Settings” tab in the “Device Details”
window.

* Modify the Modbus settings according to your require-
ments.

For information on the Modbus settings, please refer to Sec-
tion 5.1.5.

8.6 Inserting the ILC 191 ME/AN controller

Once you have inserted the specific Modbus device “ILC

191 ME/AN (Modbus Device)”, you must insert the

ILC 191 ME/AN controller.

e Make sure you are in the bus configuration workspace.

e |f the device catalog is hidden, show it by selecting the
“View, Device Catalog” menu.

e Open the “Phoenix Contact, ILC1xx, PLC” device cata-
log.

e Select the “ILC 191 ME/AN Rev. >= 00/4.40” controller.

e Hold down the left mouse button and move the “ILC 191
ME/AN Rev. >= 00/4.40” controller to the “Bus Struc-
ture” window.

Figure 36 shows the bus configuration with the inserted
ILC 191 ME/AN controller.

& Bus Structure

—--% Multi_Centroller_Projl
—- ILC131 ETH 19216805
: R Resource
\..RR STD_RESILCIZ1 44
i # MODBUS
Bl #11LC 191 ME/AN (Modbus Device)
ﬁ #INTERBUSO0 .0
Touch Display

1LC191 ME/AN 192.168.0.4
: R Resource
12 # MODBUS
% #INTERBUSO .0

; Touch Display
Unconnected

£ ap

Figure 36  Inserted ILC 191 ME/AN controller
8.7 Checking/modifying IP settings for the control-
ler

See Section 5.1.3

8.8 Inserting the Modbus/TCP server

In the example, the ILC 191 ME/AN controller should act as
the Modbus/TCP server in relation to the ILC 131 ETH.
You must therefore insert the controller as the generic Mod-
bus/TCP server, see Section 7.1.4.

Figure 37 shows the bus configuration with the inserted ge-
neric Modbus/TCP server.

& Bus Structure

---@ Multi_Controller_Projl
-- ILC131 ETH192.168.0.5

5.7 Resource

1 a

¥ £ MODBUS

- fll #11LC 191 ME/AN (Modbus Device)
% #INTERBUS0 .0

--[f Touch Display

Bl ILC 191 ME/AN 192.168.0.4

' Resource

48 # MODBUS

.8 # INTERBUS0 .0

--[f Touch Display

Unconnected

Figure 37 “Modbus Server” inserted

° Only one controller can be inserted as the gener-
1 ic “Modbus Server”.

The IP settings for the inserted

Modbus/TCP server match the IP settings that
were previously made for the controller.
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8.9 Modifying the settings for the Modbus/TCP
server

See Section 7.1.5

8.10 Inserting a “Generic Modbus Device”

° In the example, the ILC 191 ME/AN controller

1 should simultaneously be operated as a Modbus/
TCP server (in relation to the ILC 131 ETH con-
troller) and

as a Modbus/TCP client (in relation to the
EEM-MA400 energy meter) (see Figure 33).

Specific settings are required for communication
between the ILC 191 ME/AN controller and the
EEM-MA400 energy meter.

These settings are made in PC Worx via the “Ge-
neric Modbus Device”.

e Toinsert the “Generic Modbus Device”, proceed as de-
scribed in Section 5.1.4.

Figure 38 shows the bus configuration with the inserted
“Generic Modbus Device”.

¢ Bus Structure
---% Multi_Controller_Projl
—- ILC131 ETH192168.0.5
-R Resource
R STD_RESILCI31 44
*MODBUS
Bl #11.C191 ME/AN (Modbus Device)
% £ INTERBUS0.0
[ Touch Display
Bl ILC 191 ME/AN 192.168.0.4
i R Resource
42 #MOoDBUS
'{’VC} #Modbus Server
E
% #INTERBUS0. 0
[ Touch Display
Unconnected

1 a0

Figure 38  “Generic Modbus Device” inserted

8.11 Modifying the settings for the “Generic Modbus
Device”

See Section 5.1.5
The bus topology for the example project is now complete.

8.12 Compiling after completing the bus topology

e Select the “Build, Make” command.

8.13

*  Create the program.

Creating the program

To program the example program, proceed as described in
the UM QS EN PC WORX quick start guide.

8.14

e  Select the “Build, Make” command.

Compiling after creating the program

8.15 Creating process data and assighing Modbus

function codes

* Create the necessary process data for the specific
Modbus device of the ILC 191 ME/AN controller and for
the “Generic Modbus Device” and assign it to the corre-
sponding Modbus function codes.

Proceed as described in Section 5.1.9.

8.16 Generating variables and assigning process

data

¢ Generate variables for the specific Modbus device of
the ILC 191 ME/AN controller and for the “Generic
Modbus Device” and assign the corresponding process
data to the variables.
Proceed as described in Section 5.1.10.

8.17 Generating diagnostic and control variables

and assigning process data

* Generate diagnostic and control variables for the spe-
cific Modbus device of the ILC 191 ME/AN controller
and for the “Generic Modbus Device” and assign the
corresponding process data to the variables.

Proceed as described in Section 5.1.11.

8.18 Creating process data and defining registers

e Create process data for the ILC 191 ME/AN controller
and define the required registers.
Proceed as described in Section 7.1.9.

8.19 Generating variables and assigning process

data

e Generate variables for the ILC 191 ME/AN controller
and assign the corresponding process data to the vari-
ables.

Proceed as described in Section 7.1.10.

8.20 Generating diagnostic and control variables

and assigning process data

¢ Generate diagnostic and control variables for the
ILC 191 ME/AN controller and assign the correspond-
ing process data to the variables.
Proceed as described in Section 7.1.11.

8.21 Defining the cyclic task for the update time of
the Modbus registers

e Create a cyclic task for the ILC 191 ME/AN controller.
Proceed as described in Section 7.1.12.
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8.22 Compiling a project

e  Select the “Build, Make” command.

8.23

e Perform all of the required configurations (e.g., setting
the IP address and process data watchdog) directly on
the Modbus/TCP server (here: EEM-MAB600 energy
meter).

For information on how to configure and start up the device,
please refer to the corresponding documentation.

Configuring the Modbus/TCP server

8.24
See Section 5.1.14

Sending a project and performing a cold restart

9 Special considerations when read-
ing and writing WORD arrays

If you use one of the controllers listed in the “Ordering data”
on page 4 as the Modbus/TCP client and a device from an-
other manufacturer as the Modbus/TCP server (or an

ILC 1X1 controller as the Modbus/TCP server and a device
from another manufacturer as the Modbus/TCP client), the
byte order for reading/writing is reversed if WORD arrays
are used (“Swap Bytes” setting equals “no”, see

Section 5.1.5).

9.1 General examples

The examples below show how the transmitted data of the
Modbus/TCP frame is mapped in the process variables of
the PC Worx project.

Example 1

Process variable of WORD data type, “Swap Bytes” setting
equals “no”.

PxC Client/Server Modbus/TCP Frame

WORD 0 < WORD 0
Figure 39  Process variable of WORD data type

Example 2

Process variable of Array [0 ... 1] of WORD data type,
“Swap Bytes” setting equals “no”.

Modbus/TCP Frame

WORD 0
WORD

PxC Client/Server

woroo [Ee0) [EteT] |
WoRD 1

Figure 40  Process variable of Array [0 ... 1] of WORD

data type
Example 3

Process variable of WORD data type, “Swap Bytes” setting
equals “yes”.

PxC Client/Server

WORDO | [B77] [70] worno

Modbus/TCP Frame

Figure 41  Process variable of WORD data type

8294_en_03

PHOENIX CONTACT 29 / 32

DOWNLOADED FROM WWW.SCATTS.CO.UK



DOWNLOADED FROM WWW.SCATTS.CO.UK

MODBUS/TCP

Example 4

Process variable of Array [0 ... 1] of WORD data type,
“Swap Bytes” setting equals “yes”.

PxC Client/Server Modbus/TCP Frame

[Byte 1][Byte 0] WORD 0
[Byte 3] [ Byte 2] WORD 1

WORD O [Byte 1][Byte 0]

WORD 1 [Byte3][Byte2]|

Figure 42  Process variable of Array [0 ... 1] of WORD

data type
Example 5

Process variable of DWORD data type, “Swap Bytes” set-
ting equals “no”.

PxC Client/Server Modbus/TCP Frame

WorDo
WorD 1

DWORD 0 [Byte 1] [Byte 0] [ Byte 3] [ Byte 2]

y

Figure 43  Process variable of DWORD data type

Example 6

Process variable of Array [0 ... 1] of DWORD data type,
“Swap Bytes” setting equals “no”.

PxC Client/Server Modbus/TCP Frame

DWORD 0 [Byte 2] [Byte 3] [Byte 0] [ Byte 1] [Byte 1][Byte 0] WORD 0

DWORD 1 [ByteGHByte7HByte4HByteS]‘ [Byte 3| [Byte2] WORD 1

WoRD
WorDs

Figure 44  Process variable of Array [0 ... 1] of DWORD

data type

9.2 Concrete examples for the general examples in
Section 9.1

The following concrete examples from PC Worx show the
linking of the data of a Modbus/TCP telegram (Modbus/TCP
frame) to the possible process variables and their data types
in PC Worx.

Inthe examples, one of the controllers listed in the “Ordering
data” on page 4 is used as the Modbus/TCP client and a de-
vice from another manufacturer is used as the Modbus/TCP
server. It is always the Modbus/TCP telegram that is taken
into consideration and not the Modbus/TCP server, as the
byte order can differ from Modbus/TCP server to
Modbus/TCP server.

The byte order shown in the examples when linking the data
of a Modbus/TCP telegram to the possible process vari-
ables and their data types in PC Worx also applies when a
device from another manufacturer is used as the

Modbus/TCP client and one of the controllers listed in the
“Ordering data” on page 4 is used as the Modbus/TCP
server.

9.2.1 Example 1:

Read access for the Modbus/TCP client

The Modbus/TCP client should read up to four words of the
Modbus/TCP server, starting with the address 0.
The read data is linked to various data types in PC Worx.

Configuration in PC Worx

Figure 45 shows the configuration and Modbus function
codes used in PC Worx.

: Device Details
#1 Generic Modbus Device \Modbus Registerl.

Name Function Code
‘Word_Var
WaordArray_Var
Dword_Var
DwordArray_Var

Data Type |Mumber| Data Direction | Address
FC03 (Read Multiple Registers)  ~ | WORD - 1 IN 0
FC03 (Read Multiple Registers) NORD - 2 N 0
FC03 (Read Multiple Registers) - 2 IN 0
FC03 (Read Multiple Registers) hd 4 N 0

1
2
3
4

Figure 45  Configuration and Modbus function codes

used for the Modbus registers

Figure 46 shows the declaration of the corresponding re-
quired process variables.

Name I Type I Usage
=l Default
Word_Var WORD WAR_GLOBAL
WordArray_\ar MB_2Word WAR_GLOBAL
DWordArray_War MB_2DWord WAR_GLOBAL
DWord_Var DWORD WAR_GLOBAL
Figure 46  Declaration of the required process variables

Figure 47 shows how the “MB_Word” and “MB_2DWord”
data types must be defined.

TYFE
ME 2Word : BRRAY[0..1] OF WORL:
ME 2DWord : RRRAY[OQ..1] OF DWORL:
END TYFE
Figure 47  Definition of the “MB_2Word” and

“MB_2DWord” data types

Figure 48 shows the linking of the process variables to the
Modbus registers in the process data assignment work-
space.

Symbol/Variable Data Type Process Data ltem

‘Word_Var WORD #1 Generic Modbus Device \ Word_Var
WordArray_Var MEB_2Word #1 Generic Modbus Device \ WordArray_Var
DWordArray_Var MB_2DWord #1 Generic Modbus Device \ DwordArray_Var
DWord_Var DWORD #1 Generic Modbus Device \ Dword_Var
Figure 48  Linking of the process variables to the Modbus

registers
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Online values during operation

Figure 49 shows the online values during operation. The
Modbus/TCP telegram for the last configured Modbus reg-
ister (Array [0 ... 3] of WORD, see Figure 45) is shown. The
byte order for the three other Modbus registers in the exam-
ple is identical to the byte order in Figure 49.

@ = Modbus /TCP
transaction identifier: 29006

protocol identifier: O
length: 11
unit identifier: 1
= Modbus
function 3:
byte count: 8§

0000 00 a0 45 41 b4 10 2c d4 44 b9 c2 60 08 00 45 00
0010 00 39 58 1f 40 00 80 06 5a 5e ac 10 78 02 ac 10
0020 78 1le 01 f6 04 Oa 17 53 «c6 e5 00 a6 e5 e7 50 18
0030 3f 84 bd 34 00 00 71 4e 00 00 00 Ob 01 03 08 [N
0040 EEEEFNTETIE NS

rRead multiple registers

@ Variable Value
Word_Var 1640123

= Word Amay_Var
[0]
1l
DWord_Var 16401234567
= DWord Amay_Var
M 16867452301
[11 16HEFCDABSS

<

Y Watch 1 f{ Watch 2 } Watch 3 , Watch 4 i Watch 5 jJ,

@ Variable Value
Word_Var 1652301

- WordAmay_Var
0]
[
DWord_Var
= DWord Amay_Var
[0 16445670123
[ 16HCDEFS9AB

<

' Watch 1 f Watch 2 }, Watch 3 y Watch 4 J, Watch 5

Figure 49  Online values during operation

Key:

1. Modbus/TCP telegram in the Wireshark software (soft-
ware for analyzing data traffic in the network)

2. Linked process variables in the Watch window in
PC Worx when the “Swap Bytes” setting equals “no”

3. Linked process variables in the Watch window in
PC Worx when the “Swap Bytes” setting equals “yes”

9.2.2 Example 2:
Write access for the Modbus/TCP client

The Modbus/TCP client writes to the
Modbus/TCP server. Up to four words should be written in
the Modbus/TCP telegram.

Configuration in PC Worx

Figure 50 shows the Modbus registers and the Modbus
function codes used in PC Worx.

; Device Details
22 Generic Modbus Device \Modbus Register\,

Mame Functicn Code Data Type |Number Data Directien | Address
1 Word_Var FC16 (Write Multiple Registers) = |WORD hd 1 out 0
2 WordArray_Var FC16 (Write Multiple Registers)  ~ |WORD - 2 out 1
3 | DWord Var FC16 (Write Multiple Registers) = |\WORD hd 2 out 3
4 | DWordArray_Var FC16 (Write Multiple Registers) = |WORD hd 4 out 5

Figure 50  Configuration and Modbus function codes

used

Figure 51 shows the declaration of the corresponding re-
quired process variables.

Name I Type I Usage
= Default
Word_Var WORD WAR_GLOBAL
Word&rray_Var WMB_2Word VAR_GLOBAL
DWord&rray_War MB_ZDWord VAR_GLOBAL
DWord_Var DWORD WVAR_GLOBAL
Figure 51  Declaration of the required process variables

Figure 52 shows how the “MB_Word” and “MB_2DWord”
data types must be defined.

IYFE
ME 2Word : BRRAY[0..1] OF WOCRL;
ME 2DWord : ARRAY[O..1] OF DWORL:
END TYFE
Figure 52  Definition of the “MB_2Word” and

“MB_2DWord” data types

Figure 53 shows the linking of the process variables to the
Modbus registers in the process data assignment work-
space.

Symbael/Variable
Word_Var WORD

Process Data Item
# 2 Generic Modbus Device \ Word Var

Data Type

WordArray_Var MB_2Word # 2 Generic Modbus Device Y WordArray_Var
DWordArray_Var MB_2DWord # 2 Generic Modbus Device \ DWordArray_Var
DWord_Var DWORD # 2 Generic Modbus Device % DWord_Var

Figure 53  Linking of the process variables to the Modbus

function codes
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Online values during operation

Figure 54 shows the online values during operation when

the “Swap Bytes” setting equals “no”.

— 1640123 Word Var = WORD#16#0123;

1640123 WordArray Var([0] := WORD#16#0123:

16#4567 WordArray Var([1] = WORD#16%#4567;
@ 16401234567 DWord_Var := DWORD#16#01234567:
16£01234567 DWordArray Var[0]  := DWORD$16§01234567;
16489ABCDEF DWordArray Var[1] := DWORD#16#89abcdef:

Figure 54

= Modbus/TCP

transaction identifier: 198

protocol identifier: 0

Tength: &

unit identifier: 1

= Modbus

function 16: wWrite Multiple Registers
reference number: 0
word count: 1
byte count: 2

0000 2c d4 44 b9 c2 60 00 a0 45 41 b4 10 08 00 45 00
0010 00 37 3 fb 00 00 40 06 3e 84 ac 10 78 le ac 10
0020 78 02 04 0d 01 f6 00 59 95 87 c2 3b 93 e0 50 18
0030 2d a0 20 b 00 00 00 c6 00 00 00 09 01 10 00 00
0040 00 01 02

Figure 55 shows the online values during operation when

& mModbus/TCP

transaction identifier: 203

protocal identifier: o

length: 11

unit identifier: 1

= Modbus

function 16: write Multiple Registers
reference number: 1
word count: 2
byte count: 4

0000 2c d4 44 b c2 60 00 a0 45 41 bd 10 08 00 45 00
0010 00 39 f4 03 00 00 40 06 3e 7a ac 10 78 le ac 10
0020 78 02 04 0d 01 6 00 50 95 dc c2 3b 94 ic 50 18
0030 2d a0 fa d5 00 00 00 cb 00 00 00 Ob 01 10 00 01
0040 00 02 04

0000
0010
0020
0030
0040

=]

0000
0010
0020
0030

@ 0040

& Modbus /TP

transaction identifier: 200

protocol identifier: 0

length: 11

unit identifier: 1

& wmodbus

function 16: wWrite Multiple Registers
reference number: 3
word count: 2
byte count: 4

0000 2c d4 44 b9 2 60 00 a0 45 41 b4 10 08 00 45 00
0010 00 30 f3 ff 00 00 40 06 3e 7e ac 10 78 le ac 10
0020 78 02 04 0d OL 6 00 50 05 a7 c2 3b 03 78 50 18
0030 2d ad b7 73 00 00 00 c8 00 00 00 Ob 01 10 00 03
0040 00 02 04

a

0000
0010
0020
0030
0040

= Modbus/Tcp

transaction identifier: 201

protocol identifier: 0

Tength: 15

unit identifier: 1

= Modbus

function 16: write Multiple Registers
reference number: 5
word count: 4
byte count: 8§

0000 2c d4 44 b9 c2 60 00 a0 45 41 bd 10 08 00 45 00
0010 00 3d f4 00 00 00 40 06 3e 79 ac 10 78 le ac 10
0020 78 02 04 Od 0L 6 00 59 95 b8 c2 3b 94 04 50 18
0030 2d a0 9f 62 00 00 00 c9 00 00 00 OFf 01 10 00 05

0040 00 04 08 [TAEFNFENINC IRV

a

0000
0010
0020
0030
0040

Figure 55

setting equals “no”

Online values during operation, “Swap Bytes”

the “Swap Bytes” setting equals “yes”.

— 1640123 Word_Var 1= WORD$16£0123;

16$0123 Wordhrray_Var([0] WORD$16$0123;

1644567 WordArray Var[1] WORD$ 1644567
@_ ist012345e7|  Dwora var 1= DHORD16#01234567;
16401234567 DWerdArray_Var([0] DWORD$16#01234567;
16489ABCDEF DWordArray Var([1] DWORD$16#E3abedet ;

& Modbus/TCP
Transaction identifier: 25972
protocol identifier: 0
Tength: 9
unit identifier: 1
& Modbus

function 16: write Multiple Registers
reference number: 0

word count: 1

byte count: 2

2c d4 44 b9 2 60 00 a0 45 41 b4 10 0B 00 45 00
00 37 e6 a2 00 00 40 06 4b dd ac 10 78 le ac 10
78 02 04 Oc 01 T6 00 6e 68 45 2b a8 68 ca 50 18
2d a0 cd 02 00 00 65 74 00 00 00 09 01 10 00 00
00 01 02

= Modbus/TCP

transaction identifier: 25973
protocol identifier: 0
Tength: 11
unit identifier: 1
Modbus
function 16: write Multiple Registers
reference number: 1
word count: 2
byte count: 4

2c d4 44 b9 c2 60 00 a0 45 41 b4 10 08 00 45 00
00 39 e6 a3 00 00 40 06 4b da ac 10 78 le ac 10
78 02 04 Oc 01 6 00 6e 68 54 2b a8 68 d6 50 18
2d a0 41 bd 00 00 65 75 00 00 00 Ob 01 10 00 01

00 02 04 NFERENT

= Modbus/TCP

Transaction identifier: 25970
protocol identifier: 0
Tength: 11
unit identifier: 1
Modbus
function 16: write Multiple Registers
reference number: 3
word ceunt: 2
byte count: 4

2c d4 44 b9 c2 60 00 a0 45 41 b4 10 08 00 45 00
00 39 e6 9F 00 00 40 06 4b de ac 10 78 le ac 10
78 02 04 0C 01 76 00 6e 68 1f 2b a8 68 b2 50 18
2d a0 85 d3 00 00 65 72 00 00 00 Ob 01 10 00 03
00 02 04

= Modbus/TcP

transaction identifier: 25971
protocol identifier: 0
length: 15
unit identifier: 1
modbus
function 16: write multiple Registers
reference number: 5
word count: 4
byte count: 8

2c d4 44 b9 c2 60 00 a0 45 41 b4 10 08 00 45 00
00 3d e6 20 00 00 40 06 4b d9 ac 10 78 le ac 10
78 02 04 Oc 01 6 00 6e 68 30 2b a8 68 be 50 18
2d a0 a2 95 00 00 65 73 00 00 00 Of 01 10 00 05
00 04 08 NTAGEFENRE b}

Online values during operation, “Swap Bytes”
setting equals “yes”

1. Fixed values that are written to the various process vari-
ables in PC Worx.

2. Fixed values from PC Worx, how they are written in the

Fixed values that are written to the various process vari-
ables in PC Worx.

2. Fixed values from PC Worx, how they are written in the

Modbus/TCP telegram, shown in the Wireshark soft-

. . ware.
Modbus/TCP telegram, shown in the Wireshark soft-
ware.
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